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FOREWORD

ith the Washington, D.C. region still

reeling from the September 11 terror-

ist attack on the Pentagon and the dis-
covery of anthrax-tainted letters in the area,
another form of terrorism swept through the
nation’s capital in October 2002: a killing spree
that targeted victims indiscriminately. The sniper’s
victims were shot with a high-powered rifle from
long distances, leaving no eyewitnesses and very
little information for law enforcement.

The shootings spanned eight local jurisdictions,
and involved more than a thousand investigators
from local and state agencies, as well as members
of the Federal Bureau of Investigation (FBI);
Bureau of Alcohol, Tobacco, Firearms and
Explosives (ATF); the U.S. Marshals Service; the
U.S. Secret Service and other federal law enforce-
ment agencies. The result was what some believe is
the largest multijurisdictional, multi-agency inves-
tigation in our country’s history—an investigation
that can serve as a case study of cooperation
among local, state and federal law enforcement.
While the chief executives most affected by the
sniper case—and those under their command—
developed ad hoc protocols for working together,
other agencies now have in this report the compre-
hensive information to help them anticipate and
resolve many obstacles to future collaboration.
Law enforcement agencies at every level of govern-
ment must learn from the sniper investigation
team’s successful approaches, and address the
many issues it identified that require a thoughtful
and thorough strategy for performing a complex,

high-profile investigation in the future—a strategy
that can be tailored to the unique needs and
resources of the agencies’ communities.

It was for this reason that the Office of Justice
Programs (OJP) contracted with the Police
Executive Research Forum (PERF) to conduct an
exhaustive review of the events of October 2002, col-
lecting information from the law enforcement pro-
fessionals who were on the front lines of the investi-
gation—information about the critical lessons they
feel could benefit other agencies in the future.

Managing a Multijurisdictional Investigation:
Identifying the Lessons Learned from the Sniper
Investigation serves as a guide for law enforcement
executives, managers and investigators who must
be prepared to address key problems and concerns
should a similar incident occur in their jurisdic-
tion. Moreover, with local and state law enforce-
ment assuming a larger responsibility in the fight
against terrorism, we hope this manual can assist
every agency in the country in preparing for any
high-profile multijurisdictional criminal investi-
gation, including one that involves terrorism. This
report provides law enforcement agencies with
recommendations for solving both technical and
practical problems such as coordinating investiga-
tive resources, fostering communication within
and between departments, accessing federal law
enforcement resources, releasing information to
the community and the media, and turning raw
data into meaningful intelligence.
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PERE, with funding from the Bureau of Justice
Assistance (BJA), Office of Justice Programs, con-
ducted more than 100 interviews with representa-
tives of every law enforcement agency that was
prominently involved in the investigation, as well
as with prosecutors, government officials and
school leaders. The purpose of the project was to
identify the “lessons learned” from the task force
investigation by detailing the successful strategies
it used for resolving problems, as well as discussing
the challenges that were never fully met. The result
is an unparalleled and comprehensive guide for
how to successfully plan and manage a high-pro-
file investigation that crosses multiple jurisdic-
tional lines. The report does not second-guess the
actions or decisions of officials, but relies on their

Vi FOREWORD

experiences to inform other authorities of the
challenges they might face in a similar investiga-
tion. OJP believes this crucial report will enable
law enforcement agencies to respond swiftly, cohe-
sively and effectively when managing high-profile,
multi-agency criminal investigations.
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Deborah J. Daniels

Assistant Attorney General
Office of Justice Programs
U.S. Department of Justice
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INTRODUCTION

or 23 days in October 2002, a sniper team

terrorized the Washington, D.C. and Central

Virginia regions, challenging the area’s law
enforcement agencies in ways never before seen. The
manhunt and investigation that led to the capture of
two suspects eventually included more than 20 local,
two state and at least ten federal law enforcement
agencies. The sniper investigation provides an
unparalleled learning opportunity for other law
enforcement agencies. This report distills critical les-
sons and strategies that police professionals across
the nation can apply to their unique requirements.
In the end, readers should be able to better assess
their agencies’ ability to participate in complex, mul-
tijurisdictional investigations.

Very little exists in the way of “best practices” to
help agencies initiate, manage and conduct a
multi-agency investigation. This report is meant to
enhance readers’ understanding of how to lead
these investigations. It identifies the challenges
encountered by those who were involved in the
sniper case, as well as lessons learned and recom-
mendations to guide law enforcement executives
and managers who might have to conduct similar
investigations one day. It emphasizes the positive
and negative aspects of the investigation that have
significant implications for how other police agen-
cies can prepare for and respond to serial crimes
that cross multiple jurisdictional boundaries.

A READER’S ROADMAP

While this report is meant primarily to help and pre-
pare law enforcement executives, investigators and
managers who may one day find themselves in the

national spotlight as the next sensational crime
crosses their jurisdictional boundaries, other police
professionals, policy makers and stakeholders can
gain a better understanding of the complexity of the
tasks and the need for support. It is not a detailed
recipe, but rather general guidance to better under-
stand what questions to address before investigating
any high-profile crimes involving several law
enforcement agencies—whether they are gang
crimes, serial killings or acts of terrorism.

While the appendices include many useful docu-
ments, it was difficult to develop organizational
charts and schematics of exactly how the case pro-
gressed. Some sniper case reviewers have asked for
a comprehensive graphic of how many resources
were infused, and from what sources, or even at
what times in the case, but there was no such stat-
ic structure. The reality is that this was a tremen-
dously fluid case. Resources from federal, state and
local agencies ebbed and flowed, sometimes to
meet specific needs and sometimes unsolicited.
Perhaps more important than documenting these
details is the need to fully grasp the overall themes,
challenges, approaches and actions that can be
generalized to other agencies. In the end, this
report was structured to meet any law enforce-
ment agency’s needs by providing the kind of
advice that can be tailored to any highly complex
case in which there is concurrent jurisdiction.

So How Do We Get There?
This report is divided into the following chapters:
* Prologue: The Sniper Investigation:
A Timeline of Events

INTRODUCTION 1



+ Chapter One: High-Profile Investigations

+ Chapter Two: Leadership

+ Chapter Three: Federal Law Enforcement
Resources

* Chapter Four: Managing Investigations

+ Chapter Five: Information Management

+ Chapter Six: Local Law Enforcement
Operations

+ Chapter Seven: Media Relations

+ Chapter Eight: Community Issues

+ Chapter Nine: Final Thoughts

Each chapter begins with some of the fundamen-
tal questions that law enforcement leaders, man-
agers and investigators considered throughout the
investigation. The chapters then address problems
or challenges that arose during the investigation
for individual agencies as well as for task forces.
Many of the chapter discussions, including exam-
ples and lessons learned, detail individual agen-
cies’ encounters and efforts during the sniper
investigation. The materials are meant to better
prepare law enforcement agencies for a major
investigation either solely within their jurisdiction
or as a member of a multijurisdictional task force
investigation.

The following sections of this Introduction
explain the methods used to collect information
for the project, as well as what kind of case would
be similar enough to warrant the kind of respons-
es and efforts made in Montgomery County,
Maryland. While most people feel they will know
a high-profile, multi-agency effort when they see
one, it can be helpful to note the common ele-
ments that such cases share. These elements each
produce their own challenges, and to view them
separately allows decision makers the perspective
to take them on one at a time, if they choose.

To provide readers with some context in which to
view law enforcement actions in the sniper case, and
to instill some sense of order in what was an admit-
tedly chaotic case, Chapter One outlines four basic
themes that are repeated and reflected in many of
the chapters that discuss the decisions and actions
taken in the sniper case as well as other complex
investigations. The four themes revolve around
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planning and preparation; defining roles and
responsibilities; managing information efficiently;
and maintaining effective communications.

Having developed a common framework in which
to view the sniper case and other multijurisdiction-
al efforts, the reader can then determine what types
of scenarios in his or her jurisdiction would benefit
from the kind of preparation and responses outlined
in the report. The remaining chapters can be viewed
with an eye toward which methods and resources
could be used, and where there are gaps.

The prologue timeline is meant as a reference to
keep the overall response in focus. With the many
efforts by local, state and federal agencies, it is easy
to lose sight of the fact that they all took place
within 23 days, and without warning. The report
takes those events and swivels them on an axis,
allowing readers to glimpse them through differ-
ent lenses: The first two chapters provide insight
into how a high-profile investigation is identified
and started. They also present the events through
the eyes of an effective leader, and examine the fac-
tors that determine good leadership in uncharted
waters. It is not easy to determine which jurisdic-
tion should take the lead in an investigation in
which every move is scrutinized by the national
media. The challenges of how to coordinate multi-
ple task forces and define meaningful roles and
responsibilities are among the many issues
revealed and addressed.

In Chapter Three, the investigation is viewed from
the perspective of what federal law enforcement
agencies can contribute. Their support includes the
many types of resources (personnel, equipment,
forensic expertise and more) that federal agencies
have to offer, and they are considerable. But how
and when does a law enforcement agency ask for
these resources? Who defines the duties that each
agency will take on to ensure effective and fully
informed responses? This chapter details these and
other issues, such as setting up joint operations
centers and other interagency structures.

Chapter Four provides a closer look at some of the
specifics of case management—whether it is deter-



mining the size of a crime scene, deciding which
labs are best qualified to handle different types of
forensic evidence, or figuring out how to manage
truly massive amounts of leads and follow-ups.

Chapter Five follows on the heels of these issues by
picking up the topics related to information man-
agement and intelligence analysis. It also tackles
such practical issues as how to set up effective com-
munication plans and tip-line centers. Among the
many significant difficulties discussed in this chapter
are those related to staffing a hotline and managing
the information that is developed from those tips.

Perhaps the most detailed chapter on practical
action is Chapter Six: Local Law Enforcement
Operations. This chapter demonstrates how draw-
ing on the expertise of every division in a local
agency is necessary to keep pace with a high-pro-
file investigation. Some of those resources will be
solely in support of the operation, while others
maintain the necessary work of addressing the
daily business of dealing with other crimes. This
chapter demonstrates how patrol, traffic, evidence
and forensics, tactical, aviation, administrative and
other functions are critical to such an investiga-
tion. Officer safety, morale and support are essen-
tial. And as the chapter describes, resource alloca-
tion is a dynamic and difficult process.

Chapters Seven and Eight turn the focus to media
concerns and community issues, respectively.
Some commentators have speculated that the
unprecedented media coverage helped to make
news, rather than just report it. The media investi-
gated the case aggressively, helped police commu-
nicate with the suspects, and have alternately been
credited with both keeping on edge and reassuring
a frightened public. Some claim the sensational,
around-the-clock coverage contributed to the
community’s tremendous feelings of vulnerability.
Certainly, journalists had an impact on the inves-
tigation and public response. These issues are
explored in Chapter Seven, as are those related to
managing the public information function: how
and when to hold press conferences, what to do
about information leaks and the essentials for
planning and preparing for high-profile cases.

Community fears were so extreme during the
three-week shooting spree that residents were hid-
ing in their homes, afraid to go to gas stations and
malls where the majority of attacks were clustered.
The chapter on community issues discusses what
law enforcement can do to guide and reassure the
public through outreach, victim assistance and
working with schools. Evident from this chapter is
that these types of crimes can be every bit as desta-
bilizing to a community as an act of terror.

Of course, not every challenge or problem was
fully resolved during the 23-day series of shoot-
ings. The final chapter highlights some of the most
significant lessons learned from the sniper case
and prompts readers to consider their readiness
should a multifaceted case occur in their region.
The need for shared intelligence, secure communi-
cation, effective leadership, solid interagency rela-
tions and collaborations are some of the many
themes discussed in Chapter Nine.

In all, it is important to remember that the law
enforcement personnel involved in the sniper
investigation overcame tremendous obstacles to
resolve the case. They also sometimes made deci-
sions or took actions they may not have if they had
a second opportunity. Based on their collective
experiences and valuable insights, this report
offers advice and examples of successful collabora-
tion across jurisdictional lines.

PROJECT SCOPE

This report is based on the findings of a Bureau of
Justice Assistance (BJA)-supported study that
included a review of how eight jurisdictions
responded to the October 2002 shooting inci-
dents,* and how they joined other agencies to
work in a task force investigation. The project
focused on identifying the key organizational and
policy areas for which “lessons learned” and recom-
mendations could benefit the law enforcement pro-
fession. The project team concentrated on identify-

4 The sniper team shot individuals in seven jurisdictions, but
one of those jurisdictions—Ashland, Virginia—relied upon
the Hanover County Sheriff’s Office to conduct the criminal
investigation.
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ing and analyzing the major challenges and obsta-
cles confronted by the multi-agency task force, as
well as how those agencies overcame them. The
PERF project staff asked law enforcement officials
to evaluate what worked well, what did not, and
what should have been done differently.

The project focused on law enforcement opera-
tions from October 2-24, 2002. It did not address
any law enforcement actions prior to October 2,
nor did it examine prosecutorial or judicial pro-
ceedings after the suspects’ arrests on October 24.°
The project was not meant to create an exhaustive
record. It is important to recognize what the major
focus of this report is and what it is not. This report
is not an after-action analysis or a debriefing. It does
not critique the decisions or actions of anyone
involved in the investigation. It also does not focus
on evidence or evidentiary matters. Simply stated,
the report is a case study of organizational manage-
ment and decision making that identifies those issues
critical to developing sound law enforcement policies
and procedures.

DEFINING SIMILAR CRIMES

The project goal was to advance law enforcement’s
preparedness for conducting investigations of sim-
ilar crimes. Project staff struggled to define the
nature and breadth of events similar to the sniper
case, and identified four characteristics that
deserve consideration:

+ community fear coupled with media coverage
* type of crime

* suspect leads

* investigative complexity

For the purposes of this project, a “similar crime”
that might warrant a multijurisdictional response
like the sniper case would, at minimum, include a
crime that induces significant public fear and
evokes considerable media attention. This could
include a particularly heinous crime against a child
or young person (e.g., JonBenet Ramsey, Chandra
Levy) or the assassination of a political leader.
Other similar crimes include mass murders, serial
murders, sprees involving violent crimes (e.g.,
Andre Cunanan), or even prolonged hostage/barri-

4 INTRODUCTION

cade incidents (e.g., Ruby Ridge, Waco).
Community fear and media coverage of any of
these crimes would obviously escalate if there were
a sense that the police have few leads or have made
little progress in apprehending the suspects.
Complex investigations, such as those that include
multiple agencies as well as federal-local task forces,
may well follow the sniper case approach. Finally,
those responding to acts of terrorism (e.g., bomb-
ings, anthrax contamination) could draw on many
of the lessons learned in the sniper case.

PROJECT DESIGN/
INFORMATION COLLECTION

The project team® relied on several data collection
techniques, including conducting interviews;
observing activities, facilities and locations;
reviewing documents and policies; and conduct-
ing focus groups.

Interviews

Interviews were conducted with more than 100 law
enforcement personnel who played key roles in pre-
venting, responding to, and investigating the sniper
shootings, as well as apprehending the suspects. The
project team focused on gathering information and
interviewing chief executives and key decision mak-
ers from the agencies that investigated the sniper
shootings in their service area: the Montgomery
County (MD) Police Department, Washington
(DC)  Metropolitan ~ Police  Department,
Spotsylvania County (VA) Sherift’s Office, Prince
George’s County (MD) Police Department, Prince
William County (VA) Police Department, Fairfax
County (VA) Police Department, and Ashland (VA)
Police Department in conjunction with the Hanover
County (VA) Sheriff’s Office.

5 Following their arrests on October 24, 2002, law enforcement
officials were able to link the suspects to a number of homi-
cides, shootings, robberies and other crimes dating back to
February 16, 2002. All told, the suspects have been linked to
22 shootings (Cannon et al. 2003).

6 The project team was comprised primarily of Project Director
Gerard Murphy, Project Manager Heather Davies, and
Executive Director Chuck Wexler. Bryce Kolpack, Mike
Adams and Terry Chowanec conducted countless interviews
and provided useful insights. The following PERF staff
provided assistance by documenting interviews: Jason
Cheney, Alex Hayes and Steve Loyka.



The PERF project team also spoke with all local,
state and federal agencies that were represented on
the Montgomery County task force. They inter-
viewed the Special Agents in Charge of the
Baltimore Field Office of the ATF, the Baltimore
Field Office of the FBI, the FBI’s Critical Incident
Response Group, and the Washington, D.C. Field
Office of the U.S. Secret Service. In addition, PERF
interviewed chief executives from other agencies
that provided assistance to the primary law
enforcement agencies, including the Maryland
State Police and Virginia State Police. The project
team interviewed current and former staff mem-
bers of the respective law enforcement agencies
involved, including command staff, middle man-
agers, investigators, patrol officers, emergency
service/tactical officers, civilian specialists, prose-
cutors, government leaders and school officials
who played important roles in the events.

Though unable to interview all of the many hun-
dreds of individuals involved in the investigation,
those that were conducted represent a full range of
perspectives, accounts and lessons learned. (See
Appendix A for a list of individuals interviewed.)”

Focus Groups

Investigations. This project included a compre-
hensive examination and analysis of the forma-
tion, operation and sustainability of a task force
like the one used in the sniper case. PERF hosted a
focus group of representatives who had handled
other highly visible multijurisdictional, multi-
agency and/or serial killer investigations to identi-
fy the similarities and differences among those
cases. Tw  ency: the street-level investigator, the
investigative manager and the chief executive.
Individuals in these roles perform very different
functions during an investigation that, taken as a
whole, are critical to an agency’s overall ability to
effectively manage an investigation. The group
represented agencies of various sizes and with dif-
ferent investigative experiences in multijurisdic-
tional or serial crimes. A representative from
London’s Scotland Yard participated in the session
as well.

The two-day meeting was organized as a facilitat-
ed discussion focusing on specific investigative
issues. Before the session, PERF staff provided the
participants with a list of issues and questions to
consider. The session provided an invaluable
opportunity to discuss focused responses to these
key issues as well as experiences of those involved
in the sniper and other complex cases.
Participants’ answers to the facilitators’ directed
questions revealed many lessons learned in their
investigations, including recommendations for
managing a multi-agency criminal investigation.
Additional findings from this group are peppered
throughout this document.

Public Information. Few investigations in
American law enforcement history have ever
received the amount and type of media coverage
generated by the sniper case. The 24-hour news
coverage, reporters following investigators, uncor-
roborated media stories, and editorials critical of
law enforcement reflected the media’s intimate
involvement in this investigation. The media
played a critical role in the case and can be expect-
ed to do the same in future cases.

PERF project staff held a second focus group for
public information officers from some of the state
and local law enforcement agencies involved in the
sniper task force to discuss their experiences with
the media. The public information officers dis-
cussed practical steps for addressing reporters’
questions, determining the media relations
responsibilities of key agency personnel and being
responsive to community concerns.

7 Though most of the interviews were conducted in person,
some individuals were interviewed by telephone. Staff used a
semi-structured protocol for every interview to ensure the
integrity of the process.
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PROLOGUE?

The Sniper Investigation:
A Timeline of Events

he following is a chronological account of

the events surrounding the sniper case—

one of the largest multijurisdictional
criminal cases in the country’s history. The events
began on October 2, 2002 with what investigators
perceived to be a random act of vandalism and
culminated on October 24, 2002 with the arrest of
two men believed to be responsible for 14 area
shootings, 10 of which resulted in the victims’
deaths.

DAY 1: Wednesday, October 2, 2002

Shooting 1: Approximately 5:20 P.M., Michaels
Craft Store, Northgate Plaza, Aspen Hill,
Maryland: no injuries. A bullet shatters a win-
dow, barely missing cashier Ann Chapman and
embeds into a rear wall. No one is hurt.

Shooting 2: Approximately 6:04 p.m., Shoppers
Food Warehouse, Georgia Avenue, Wheaton,
Maryland: James Martin, 55, is shot and killed
while crossing the parking lot of the discount gro-
cery store. Security cameras record him grabbing
his chest, but nothing useful to the investigation.
The crime scene offers no leads and there are no
eyewitnesses. By all accounts, Martin is an ideal
citizen.

DAY 2: Thursday, October 3, 2002°

Shooting 3: Approximately 7:41 A.Mm., Fitzgerald
Auto Mall, Rockville, Maryland: James L.
Buchanan, 39, is shot and killed while mowing
the lawn surrounding the auto mall. Discovered
by a parking lot attendant, he is rushed to nearby
Suburban Hospital where he is pronounced dead.

Initially, doctors classify the death as an “indus-
trial accident.” Apparently, passers-by thought
Buchanan had slipped and fallen under the
mower’s blade. There was also information that
he may have been struck by a projectile or that the
lawn mower engine had exploded.

Shooting 4: Approximately 8:12 A.m., Mobil gas
station, Aspen Hill, Maryland: Premkumar
Walekar, 54, is shot and killed while filling his
taxicab with gas. A Montgomery County Police
Department officer, patrolling the area just a few
blocks away, is first on the scene after being
flagged down by a civilian. This call was trans-
mitted over the police radio before the call report-
ing the Buchanan shooting.

Shooting 5: Approximately 8:37 a.M., Crisp and
Juicy Chicken restaurant, Silver Spring, Maryland:
Sarah Ramos, 34, is shot in the head and killed with
a high-powered bullet while waiting for her boss. A
motorist reports a suicide. A detective arrives on
the scene and quickly ascertains the death to be a

8 This prologue was compiled by Alex Hayes based on informa-
tion from sources for this report and the following materials:
23 Days of Terror: The Compelling True Story of the Hunt
and Capture of the Beltway Snipers (Cannon et al. 2003),
Sniper: Inside the Hunt for the Killers Who Terrorized the
Nation (Horwitz and Ruane 2003), Three Weeks in
October: The Manhunt for the Serial Sniper (Moose 2003)
and various articles found in the Baltimore Sun and The
Washington Post.

9 After each shooting, ATF forensics experts analyzed the pro-
jectiles and, when possible, linked the shooting to other shoot-
ings. It was important to get the message out quickly in order
to deem cases linked or unrelated.
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homicide. A landscaper working nearby reports
what he believes to be a white box truck with black
lettering and a damaged lift gate with two people
inside that exited the parking lot and headed north
on Georgia Avenue.

Shooting 6: Approximately 9:58 a.m., Shell gas
station, Kensington, Maryland: Lori Ann Lewis-
Rivera, 25, is shot and killed while vacuuming the
interior of her minivan. Officers review a video
shot by a security camera positioned on the fire
station across the street but gain no relevant
information or useful leads.

+ Montgomery County Police Department
(MCPD) establishes temporary command
post.

+ Chief Moose Press Conference: “Our homi-
cide rate just increased 25 percent in one day.”

+ Montgomery County Public School System
(MCPS) declares a Code Blue.

+ Maryland State Police (MSP) deploys over
100 troopers to assist the MCPD.

* MCPD asks the Bureau of Alcohol, Tobacco,
Firearms and Explosives for assistance. In
response, the ATF provides personnel, assis-
tance for laboratory work and access to the
Firearms Technology Branch.

+ First “Be-on-the-Lookout” (BOLO) alert is
issued for a white box truck apparently
observed fleeing the scene.

+ FBI Special Agent in Charge (SAC) Gary Bald
calls Chief Moose and offers assistance.

» Local, state and federal officials establish a
combined tactical operation.

Shooting 7: Approximately 9:20 p.Mm., Georgia
Avenue, Northwest, Washington, D.C.: Pascal
Charlot, 72, is shot and killed by a single bullet as
he walks up Georgia Avenue. Witnesses claim the
shot came from across the street on Kalmia Road.
One claims to have seen a dark four-door Chevy
Caprice parked along the 7800 block of Georgia
Avenue 10 minutes before the shooting. Yet
another witness says the Caprice headed west on
Kalmia with its lights off seconds after the shoot-
ing. The description of the Caprice is put out by
the Metropolitan Police Department.
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+ Chief Ramsey of the Metropolitan Police
Department (MPD) assigns investigators to
join Chief Moose’s growing task force.

DAY 3: Friday, October 4, 2002
* The ATF concludes that fragments recovered
from four of the initial seven shootings indi-
cate that the bullets were fired from the same
weapon.

+ FBI Supervisory Special Agent (SSA) George
Layton responds with additional agents to
assist the MCPD.

+ Chief Moose press conference: He announces
that the high-speed bullets being used are
from an assault-type weapon. He also appeals
to the public to continue to call the tip line.

+ Authorities disseminate handouts of
descriptions of the possible types of
firearm(s) being used.

+ ATF Special Agent in Charge Mike Bouchard
joins the case.

+ FBI deploys its Rapid Start computer
program.

Shooting 8: Approximately 2:30 P.M., Michaels
Craft Store, Spotsylvania Mall, Fredericksburg,
Virginia: Caroline Seawell, a 43-year-old female
is shot in the back and wounded while loading
bags into her minivan. Again, a witness claims to
have seen a white van fleeing the scene. Another
witness saw a dark older-model Chevrolet slowly
exiting the mall’s parking lot moments after the
shooting.

+ Spotsylvania County Sheriff Ronald Knight
joins the sniper task force team accompanied
by Richmond FBI SAC Don Thompson.

DAYS 4-5: Saturday—Sunday,
October 5-6, 2002
No shootings

+ Case name SNIPEMUR is approved and
MCPD immediately receives support to lease
space and equipment.

+ Chief Moose press conference: He rules out a
suspect leaked to the media and announces
that, along with the MSP, they will be increas-
ing visibility at area schools.



+ FBI Director Robert Mueller calls Chief
Moose to let him know he has the Bureau’s
full support and that any and all resources
will be at his disposal.

+ FBI Behavioral Science Unit supervisors
arrive at MCPD and begin profiling efforts.

DAY 6: Monday, October 7, 2002

Shooting 9: Approximately 8:08 A.M., Benjamin
Tasker Middle School, Bowie, Maryland: Iran
Brown, 13, is shot in front of his school while
walking to class. He is quickly driven to Bowie
Health Center by his aunt and then airlifted to
Children’s Hospital. Witnesses claim to have spot-
ted a white van parked outside the school. The
shooters leave a tarot card containing the first
message for law enforcement.

+ Chief Moose press conference: “Shooting a kid.
I guess it’s getting really, really personal now.”

* Prince George’s County schools declare a
Code Blue.

+ Chief Moose sends a letter to U.S. Attorney
General John Ashcroft requesting federal
assistance.

* Prince George’s County Police Chief Gerald
Wilson and investigators join the sniper task
force.

+ FBI Director Mueller informs SAC Gary Bald
that he will lead the FBIs role in the investi-
gation.

DAY 7: Tuesday, October 8, 2002

+ WUSA Channel-9 leaks the existence of the
tarot card.

+ FBI SAC Gary Bald arrives at MCPD and
accompanies Chief Moose and ATF SAC
Michael Bouchard to the podium for the day’s
press conference.

+ Maryland State Police Superintendent David
Mitchell assigns more than 140 state troopers
to work with the Montgomery and Prince
George’s County Police Departments.

* Moose, Bald and Bouchard decide to repre-
sent and speak on behalf of law enforcement
as “one voice.”

+ Profilers of the FBI’s Behavioral Science Unit
join the case.

DAY 8: Wednesday, October 9, 2002

+ Chief Moose press conference: “I have not
received any messages that the citizens of
Montgomery County want Channel 9 or The
Washington Post or any other media outlet to
solve this case.”

+ FBI SSA George Layton asks the headquarters
for funds to help construct the Joint
Operations Center (JOC) at a location adja-
cent to police headquarters.

+ FBI Assistant Director Van Harp confers with
Moose and Bald and offers to run a telephone
tip line out of the Washington, D.C. Field
Oftice.

Shooting 10: Approximately 8:18 p.M., Sunoco gas
station, Manassas, Virginia: Dean Meyers, 53, is
shot and killed after filling his car with gas. He dies
instantly. A witness report prompts Prince William
County Police to issue an all-points-bulletin for a
white Dodge Caravan with two men inside.

* Prince William County Police Chief Charlie
Deane and investigators join the sniper task
force.

* Between 200 and 300 investigators swarm the
crime scene.

+ Roads are closed, as are entrance ramps to
Interstate 66.

+ Rapid Start is ready to receive sniper investi-
gation data.

DAY 9: Thursday, October 10, 2002
* The FBI tip line has received 8,000 calls by
this time.

DAY 10: Friday, October 11, 2002

Shooting 11: Approximately 9:30 A.M., Exxon gas
station, Fredericksburg, Virginia: Kenneth Bridges,
53, is shot and killed only 50 yards from a Virginia
State trooper working a traffic accident. The troop-
er rushes to aid Bridges, but there is nothing he can
do. Witnesses describe a white Chevrolet Astro van
with two men inside heading toward Interstate 95.

« Authorities shut down Route 1 and entrance
ramps to Interstate 95.
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* Virginia State Police Superintendent Gerald
Massengill urges people not to focus only on
white vans.

+ ATF agents conduct a grid search of the crime
scene.

+ D.C.-area police chiefs meet to discuss a uni-
fied approach to the shootings.

DAY 11: Saturday, October 12, 2002

+ Sheriff Ronald Knight press conference: He
refers to the shootings and resulting fear levels
as a form of terrorism.

* Outdoor events are cancelled and schools are
put on lockdown.

+ Chief Moose releases composites of white box
trucks.

+ Chief Ramsey tells the press that his patrol offi-
cers and detectives are looking for an older-
model, burgundy-colored Chevrolet Caprice.

DAY 12: Sunday, October 13, 2002

+ Besides tip lines being inundated with calls,
the day is relatively quiet.

* Moose, Bouchard and Bald appear on CNN’s
Late Edition where they discuss the BOLO for
the Caprice but remain focused on a white
box truck.

DAY 13: Monday, October 14, 2002
+ President Bush calls the sniper(s): “A sick

mind who obviously loves terrorizing society.”

Shooting 12: Approximately 9:15 p.M., Home
Depot, Seven Corners, Falls Church, Virginia:
FBI Analyst Linda Franklin, 47, is shot and killed
by a single gunshot to the head while loading sup-
plies into her car with her husband. Franklin’s
shooting takes place in the most populated area
yet. A witness, Matthew Dowdy, tells investigators
he saw a gunman with an AK-74 assault rifle
some 100 yards away.

+ Fairfax County Police Chief Tom Manger and
his investigators join the sniper task force.

+ Another dragnet ensues, as does another grid
search of the area surrounding the crime
scene.
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DAY 14: Tuesday, October 15, 2002
+ Chief Moose and Spotsylvania County
Sheriff’s Major Howard Smith release two
FBI-prepared witness-generated composites
of the suspicious white van: most closely
resembling a Chevrolet Astro and Ford
Econovan.

DAY 15: Wednesday, October 16, 2002

+ MCPD Captain Nancy Demme advises citi-
zens on how to react should they be near a
shooting. Demme tells reporters of Matthew
Dowdy’s (false) eyewitness account claiming
to have seen a man fire an AK-74.

* The FBI signs an agreement with the
Department of Defense for deployment of
surveillance aircraft.

+ Media outlets report that the Pentagon has
deployed RC-7 reconnaissance planes to assist
law enforcement.

DAY 16: Thursday, October 17, 2002
+ Chief Tom Manger discredits Dowdy’s story.

DAY 17: Friday, October 18, 2002
+ Fairfax County Police arrest false witness
Dowdy.
+ Chief Moose press conference: He says that
many people were very disturbed that a wit-
ness gave false information to police.

DAY 18: Saturday, October 19, 2002

Shooting 13: Approximately 7:59 p.M., Ponderosa
Steakhouse, Hanover County, Ashland, Virginia:
Jeffrey Hopper, 37, is shot and critically wounded
in the abdomen while leaving the restaurant with
his wife. The shooters leave a second written com-
munication.

+ Ashland, Virginia Police Chief Frederic
Pleasants, Jr. joins members of the Hanover
County Sheriff’s Department in the task force
investigation.

* Virginia State Police block every exit of the

interstate from Richmond to Washington,

D.C,, including long stretches of I-95.

Investigators find a letter from the sniper(s)

tacked to a tree.



DAY 19: Sunday, October 20, 2002

+ A call is made to authorities directing them to
the woods behind the Ponderosa where they
would find a letter. (Investigators had already
discovered the letter the night before.)

+ The snipers had given authorities a 6 A.M.
deadline to respond to their demands. Law
enforcement was checking the letter for
evidence.

+ U.S. Secret Service crime lab technicians con-
firm that the letter was written in the same
handwriting as that on the tarot card.

+ Investigators compare calls from the snipers,
the Montgomery County tip line, the
Rockville Police Department, and a priest in
Ashland, Virginia, who had received a strange
phone call from a person who boasted of
being the sniper. That caller also suggested
that investigators look into a liquor store rob-
bery-homicide in Montgomery, Alabama.

+ Chief Moose press conference: “To the person
who left us a message at the Ponderosa last
night, you gave us a phone number. We do
want to talk to you. Call us at the number you
provided.”

DAY 20: Monday, October 21, 2002
+ Task Force investigators contact authorities in
Montgomery, Alabama to learn more about
the robbery-homicide case.

+ The sniper(s) call(s) from a pay phone in
Glen Allen, Virginia, outside of Richmond.

+ Investigators swarm the Exxon station where
the call was traced only to discover and arrest
two illegal immigrants.

* Hanover County Sheriff Stuart Cook holds a
press conference saying that the suspects were
being questioned about the sniper shootings.
The two illegal immigrants are later turned
over to the Immigration and Naturalization
Service (INS).

+ A fingerprint lifted off a magazine recovered
after the Montgomery, Alabama liquor store
shooting is linked by the FBI to Lee Boyd
Malvo, whose prints were taken a year earlier
while in INS detention.

+ Chief Moose press conference: “The person
you called could not hear everything you said.

The audio was unclear; we want to get it
right. Call us back so that we can clearly
understand.”

+ Investigators in Washington State determine
that Malvo was last seen traveling with a man
named John Muhammad. Investigators dig up
every record of Muhammad as well.

DAY 21: Tuesday, October 22, 2002

Shooting 14: Approximately 5:56 A.M.,
Montgomery County Ride-On Bus, Route 34,
Silver Spring, Maryland: Conrad Johnson, 35, is
shot and killed standing on the top step of his bus
while it sits idling. A witness tells police that a
masked man, with what appeared to be a rifle,
ran from a grassy area into an apartment com-
plex. Investigators scour the grounds and find
another letter.

+ The letter reads: “Your incompetence has cost
you another life.”

+ All highway exits, side streets and interstate
bridges connecting Maryland and Virginia are
shut down.

+ Chief Moose press conference: “We have not
been able to assure anyone of their safety.”
And at another one later in the day, Chief
Moose releases the letter’s postscript: “Your
children are not safe anywhere at anytime.”

+ Asked about the possibility of the FBI taking
over the case, Gary Bald responds: “This con-
tinues to be a joint investigation by a large
number of state, local and federal agencies . . .
the cooperation that we have is unprecedent-
ed in this case.”

+ Chief Moose press conference (to snipers): “It
is not possible electronically to comply in the
manner that you have requested. You indicat-
ed that this is about more than violence. We
are waiting to hear from you.”

DAY 22: Wednesday. October 23, 2002
+ A picture of John Muhammad (from an out-
of-state Department of Motor Vehicles office)
is faxed to the sniper task force.
« Investigators identify the make, model and tag
number of the Chevrolet Caprice Muhammad
is driving.
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+ Investigators in Tacoma, Washington begin a
grid search of Robert Holmes’ house where
Muhammad and Malvo had stayed and done
some target shooting in May 2002.

+ That night, a BOLO alert is issued for both
Muhammad and Malvo and their Caprice.

+ CNN is the first to pick up on the BOLO and
the Caprice’s tag number. Almost two hours
after the BOLO is issued over the police radio,
FOX News releases the make, model and tag
number of the Caprice to the nation’s public.

+ Chief Moose press conference: He announces
that the police want to speak with
Muhammad about the “alleged violation of
firearms law” and that he is “armed and
extremely dangerous,” but that he merely
“may have information material to our inves-
tigation.” Also, at Muhammad’s request, Chief
Moose announces (to the sniper), “You’ve
asked us to say, quote, ‘We have caught the
sniper like a duck in a noose, end quote.”

* The ATF issues an arrest warrant for
Muhammad based on federal firearms viola-
tions.

DAY 23: Thursday, October 24, 2002
Approximately 12:54 a.Mm., Interstate 70, West-
bound Rest Stop, Mile Marker 39, Myersville,
Maryland. Suspects Lee Boyd Malvo and John
Muhammad are spotted sleeping in the Caprice
by a civilian who heard the suspects’ vehicle and
tag descriptions over his van radio. Maryland
State Troopers immediately shut down I-70 in
both directions. Federal, state and local law
enforcement officers converge on the rest area.
More than two hours later, a combined SWAT
operation of officers from the Maryland State
Police, Montgomery County Police and the FBI
take Malvo and Muhammad into custody.

+ A citizen, Whitney Donahue, having heard
about the Caprice on a radio talk show, spots
the car at a rest stop near Frederick,
Maryland.

» Tactical officers from the MCPD, MSP and
FBI extract Muhammad and Malvo from the
car and take them into custody at approxi-
mately 3:30 A.M.
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* The Bushmaster rifle is discovered in the
trunk of the car.

+ Chief Moose press conference: He introduces
the top ranking members of the Task Force,
saying, “Certainly this team is larger [than
those standing here] but its unprecedented
cooperation has made this case [resolution]
possible.”



CHAPTER ONE

High-Profile Investigations

INTRODUCTION

OCAL LAW ENFORCEMENT AGENCIES

have long been scrutinized for how they

handle large-scale, complex criminal inves-
tigations—often those involving serial, spree or
mass murderers or violence against national lead-
ers or celebrities. Many of these notorious crimes
were investigated within a task force structure,
involving multiple agencies, jurisdictions or levels
of government. These crimes shared a number of
characteristics that called for complicated,
demanding investigations that challenged the
agencies tasked with solving them in unprecedent-
ed ways. Crimes that draw intense media and
political attention often are deemed to be “high-
profile cases,” creating significant internal and
external pressures.

THE SNIPER CASE!0

The Sniper Case has become one of the best known
complex, multijurisdictional investigations. While
the case had many of the characteristics that
typically place substantial demands on law enforce-
ment agencies engaged in a multi-incident investiga-
tion, there were unique elements that exacerbated
the many challenges they faced. Some of the factors
that made this case so difficult include the following:

+ Sniper—Homicides and shootings occur every
day in large metropolitan areas. Killing sprees
and serial murders are also committed,
although far less frequently.!! The sniper case
was unusual, in part, because of the nature of
the shootings—a series of seemingly random
attacks from concealed locations and at

distances of about 100 yards, with six homicides
in one 24-hour period. Law enforcement has
had to respond to and investigate “sniper”
shootings before, but their rarity alone made
this case unusual.

* Multi-agency and multigovernmental—Multiple
law enforcement agencies were involved in the
investigation. Dozens of local agencies from
Maryland, Virginia and the District of
Columbia responded, as well as two state police
agencies and virtually every major federal law
enforcement agency. The complexity of this case
grew as numerous agencies with overlapping
jurisdiction became engaged at every level of
government—each with significant capabilities
and resources.

Ongoing—The initial killing spree was fol-
lowed by a series of shootings over a three-
week period in several jurisdictions. Law
enforcement agencies had to simultaneously
conduct criminal investigations of the shoot-
ings, try to prevent additional shootings and
respond to the scenes of new incidents as they
occurred, along with managing the day-to-day
operations of the agency and calls for service

10 A number of different names have been associated with this
investigation, including “Serial Sniper,” “D.C. Sniper,”
“Beltway Sniper,” and even “SNIPEMUR,” which was the
case name assigned by the FBL

LI At this writing, definitions of serial, spree and mass murders
can be found at the following website
http://www.wordiq.com/ definition/Serial_killer.
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not associated with the investigation. This
multifaceted and dynamic law enforcement
operation required flexibility that most after-
the-fact investigations do not.

Media sensation—Media coverage of the event
escalated from routine local coverage to exten-
sive reporting in three local media markets!?
and then to national and international media
outlets. On-site media totaled more than 1,300
individuals, and included print journalists,
television and radio reporters as well as talk
show hosts and Internet entrepreneurs. The
media significantly influenced agency strate-
gies and operations, particularly when they
created their own news stories by revealing
information they uncovered about the investi-
gation on their own, in addition to updates
released by police and other spokespersons.

Community fear—At times, community fear
was so great it seemed to verge on panic. The
fear grew stronger each day, fueled by the ran-
dom nature of the shootings and frequently
exacerbated by constant, and sometimes sensa-
tional, media coverage. Many residents said in
media interviews during the case that when
venturing out of their homes they felt like
potential victims.

External pressures—Local law enforcement
leaders and their agencies were under intense
pressure to end the shootings. These demands
were driven by constant media attention and
criticism, community fear and suggestions
from government leaders to transfer responsi-
bility for the investigation from local to feder-
al law enforcement. In addition, many nation-
al government leaders live in the jurisdictions
in which the shootings occurred.

Terrorist threat—Many commentators dis-
cussed the possibility that the shootings could
be the work of terrorists, both because of the
nature of the attacks as well as their proximity
to the nation’s capital. In the aftermath of
September 11, and facing ongoing threats of
terrorism, the investigators had to consider
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whether the shootings could be a terrorist tac-
tic. And, while authorities did not deem the
shootings to be terrorism in the conventional

sense,!3

they did effectively terrorize three
major metropolitan areas as schools were
closed and outdoor activities cancelled, citi-
zens avoided gas stations and parking lots, and

others simply hid in their homes.'4

The sniper case clearly goes far beyond a routine
investigation, a major case investigation, or even
most multi-agency investigations. This case was so
complex that the term “investigation” does not
fully reflect the challenge that law enforcement
faced. Cases like this are more than criminal inves-
tigations; they are “events.” While the criminal
investigation is an essential element, it represents
only a small part of the law enforcement response
in these intricate cases.

The sniper case required those local agencies
affected by shootings to engage simultaneously in
emergency management, case management and
incident management. The emergency manage-
ment component comprised the on-scene
response to the shootings; the case management
component included the criminal investigation;
and the incident management component consist-
ed of coordinating the resources of dozens of
agencies, reducing public fears and working with
the media. The ultimate goal, of course, was to
solve the case—requiring the majority of resources
to be devoted to the criminal investigation. At the
same time, agency resources were used to manage
crime scenes, close roads, calm the community
and construct a well-supported task force of thou-
sands of local, state and federal law enforcement

12 The three media markets were Washington, D.C.;
Baltimore, Maryland; and Richmond, Virginia.

13 The FBI cites the Code of Federal Regulations in defining
terrorism as “[t]he unlawful use of force against persons or
property to intimidate or coerce a government, the civilian
population or any segment thereof, in furtherance of politi-
cal or social objectives (28 C.E.R Section 0.85).”

14 Sniper suspect John Allen Muhammad was prosecuted and
convicted under a new Virginia law that classified him as a
terrorist because of the fear inflicted on the community, cou-
pled with his demands for $10 million.



officials. Law enforcement executives (i.e., police
chiefs, sheriffs, and special agents in charge) found
that nearly every one of their agency’s units or
functions were drawn on to deal with the impact
of the shootings.

MAJOR THEMES

How other agencies will prepare for and respond to
these complex cases in the future is a significant
challenge facing law enforcement—whether they
are acts of terrorism or a series of violent crimes
that destabilize entire communities. The profession
must hone its expertise in each of the three compo-
nent areas (emergency management, case manage-
ment and incident management) to manage these
demanding, high-profile events successfully. It is
important to blend these different components
into one coherent strategy that allows law enforce-
ment agencies to conduct an effective criminal
investigation.

We know that cases similar to the sniper case will
be fast-paced. They will be full of surprises, delays,
confusion and problems that will test the patience
and expertise of law enforcement officials. A sig-
nificant factor in being effective in these complex
cases is realizing that fully “taking charge” may not
be possible. Rather, executives will need to focus
on creating order out of chaos and keeping their
agencies flexible in order to respond quickly and
effectively to unexpected developments.

“Don’t be bound by traditional
structures, mechanisms
and resources.”

Chief Charles Moose,
Montgomery County Police Department

While there is much we cannot anticipate about
future multijurisdictional cases, there are some
measures that executives now know are crucial to
success. As a result of the interviews with law
enforcement officials involved in the sniper case
and other similar investigations, PERF project staff
identified dozens of “lessons learned” and recom-
mendations to help other agencies prepare for

similar investigations. From these lessons and rec-
ommendations, four significant factors emerged
as crucial to an effective law enforcement
response. They represent overarching themes dis-
cussed in more detail and illustrated with specific
examples throughout the report. While these
efforts do not account for all of the successes in
this investigation, they were the cornerstones.

+ Careful Planning and Preparation

* Defining Roles and Responsibilities

+ Managing Information Efficiently

+ Maintaining Effective Communication

Careful Planning and Preparation

Preparation and pre-event planning can be critical
to mobilizing resources when they are needed. In the
sniper case, for instance, the Central Virginia
(Richmond area) police and sheriffs agencies
observed how other nearby agencies responded to
the shootings, and then developed plans based on
what they saw unfold in Northern Virginia and
Montgomery County. Even with this assistance, they
could not fully anticipate the extent to which feder-
al agencies would participate in decision making
and providing resources. Yet the preparation still
allowed the Central Virginia agencies to develop
operations orders, coordinate tactical operations
and review staffing requirements in the event of a
shooting. In another example, Spotsylvania County
made preparations (though not derived from other
sniper sites) that enabled the Sheriff’s Office to make
immediate progress in its two shooting investiga-
tions. That success was based on relationships
formed with federal officials in a previous task force
investigation of a serial homicide case.

As much as possible, agencies should develop
plans and policies before an incident. (See Chapter
Two for more information on Memoranda of
Understanding (MOUs) and other mechanisms
for building relationships.) For example, agencies
should determine ahead of time how they will
manage crime scenes, implement roadblocks and
interview suspects. Even if those plans and policies
are not perfectly suited to the investigation that
unfolds, they provide a foundation upon which
modifications or additions can be easily made.
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“Expect the unexpected. A script cannot
be written. The lesson from this
case is that we can identify issues
that might arise, but we cannot
predetermine the answers.”

SAC Gary Bald, FBI

Agencies should develop agreements with other
agencies likely to provide resources and assistance
during a crisis. This process helps officials better
assess the nature and scope of their collective
resources. These agreements can address how the
agencies will interact beyond resource sharing.
Some officials from some of the smaller agencies
interviewed, for instance, felt that the larger agen-
cies did not afford them professional respect
because they could not contribute as many
resources. In addition, agency officials need to
think about issues such as officer overtime, line-
of-duty injuries and use-of-force policies and how
they apply to loaned officers from other agencies.
These types of concerns can and should be proac-
tively addressed in a less stressful environment so
that when a crisis occurs, response can be immedi-
ate. When agencies develop MOUs and response
plans, they must ensure that key personnel are
aware of them and know how to implement them.

According to those officials who were involved in
the sniper case, agencies should not only develop
response plans, but also practice them. Just as
some agencies conduct mock exercises for critical
incidents, they should hold exercises for complex
investigations, and should include those agencies
with which they would likely partner. Neighboring
agencies could form a working group that would
meet regularly to discuss multi-agency responses
and even arrange mock exercises. Any plans
should address how resources from each agency
will be integrated as well as how key personnel will
work with each other.

Defining Roles and Responsibilities

During complex investigations, law enforcement
personnel from chiefs to officers need to understand
their roles and responsibilities and adhere to them.
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The unique demands of these types of cases, however,
can pressure individuals to modify traditional roles
or to develop new ones. For example, many investi-
gators in the sniper case found it unsettling when
managers and executives became involved in inves-
tigative responsibilities. Managers began performing
investigator’s tasks, which left detectives uncertain
about their role and how to make a meaningful con-
tribution to the investigation.

New roles and responsibilities will almost certain-
ly arise during these investigations, and agencies
may find they lack either the positions to assume
these responsibilities or the personnel to fill them.
Temporary positions may need to be created, espe-
cially when operating a multi-agency command
center. Planning and preparation can surely help
mitigate confusion about roles and responsibilities
for such crucial personnel as executives and inves-
tigators, as well as define new positions or duties.

Federal law enforcement officials may participate in
high-profile investigations, and certainly will partic-
ipate if the crime is a terrorist act. The involvement
of federal investigators can cause anxiety among
local and state officials who may not want to cede
authority over the investigation, thereby creating
resistance among investigators working leads. This
happened in the sniper case, but the initial friction
quickly dissipated to the point that “everyone wore
the same badge,” according to several individuals
interviewed for this project.

“Before September 11, federal agencies
and local law enforcement worked
together halfheartedly. This investigation
is an example of how law enforcement
will be done in the future.”

SAC Michael Bouchard, ATF

Clearly defined roles and responsibilities can also
help personnel from different agencies identify
with whom they should develop relationships.
Some of those relationships should be built before
a crisis occurs, though others will certainly devel-
op during an event. Pre-existing relationships are a



critical component to effective crisis management
and event response, and their importance cannot
be overstated.

Managing Information Efficiently

Reliable information flow is crucial to the success
of any major investigation. The ability to collect,
analyze and disseminate tips, leads, intelligence
and criminal histories can mean the difference
between a quick apprehension and a prolonged,
frustrating effort.

Involving multiple agencies in an investigation
complicates the management of information sig-
nificantly. While the amount of potentially valu-
able information may increase substantially with
each agency that joins the investigation, there is a
commensurate increase in the demand for effi-
cient analysis. The sheer amount of material can
overwhelm investigative personnel. Incompatible
information management systems impede the
sharing of raw information or intelligence. For
example, in the early stages of the sniper case,
many of the telephone tips had to be hand-carried
to command posts just to be entered into a cen-
tralized management system for leads because
there was no integrated system that call takers
could use for one-time data input.

Similarly, successfully assigning and tracking
thousands of investigative leads requires sophisti-
cated investigative management systems. Without
those systems, leads can be lost, investigated
repeatedly when unnecessary or simply forgotten.
Law enforcement needs systems that allow multi-
ple agencies in complex investigations to exchange
and analyze information. In the sniper case, talent-
ed and dedicated information systems specialists
and crime analysts were forced to patch together
portions of different systems to create an informa-
tion analysis system that eventually provided the
investigation with robust intelligence capabilities.

Even with a state-of-the-art automated system,
however, effective information management
requires compliance with consistent protocols and
the ability to overcome institutional barriers to
information sharing.

Maintaining Effective Communication

Virtually every person interviewed during this
project stressed the importance of constant com-
munication by law enforcement leaders.
Representatives involved in such multifaceted
investigations need to communicate daily on a tac-
tical and a strategic level. They need to communi-
cate with personnel in their own agency and with
officials from other agencies. Leaders must strive
for continual information exchanges and feed-
back. Some police leaders argued that any infor-
mation is better than none at all, while others
insisted that information must be accurate before
imparting it to others.

Regardless of the amount or quality of informa-
tion that agencies disseminate, some individuals
will still believe they are not receiving enough. In
the sniper case, many patrol officers thought that
law enforcement leaders were withholding infor-
mation, leading the officers to misperceive that
they were inconsequential to the investigation.
Leaders found it difficult to correct that miscon-
ception, and felt particularly frustrated when the
media reported officers’ beliefs that executives
withheld information they should have shared
with them.

Agencies need a mechanism for providing a daily
briefing to staff. In the absence of official informa-
tion, rumors will proliferate and, if left unabated,
will require agency officials to spend significant
time trying to convince personnel of the facts.

Agency leaders also must communicate with resi-
dents, government leaders and the media. The
demands for information from these external
sources will be tremendous, and each will require
a different strategy for effectively meeting their
needs. In the sniper case, residents were terrified of
becoming the next victim and feared for the safety
of loved ones. The fear was palpable. Residents
wanted reassurances and looked to law enforce-
ment leaders for information that would ease their
concerns. They wanted specific directions about
where it was safe to venture out and what types of
activities should be avoided. Government leaders
wanted information for many of the same person-
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al reasons, but also so they could provide leader-
ship for their communities. Some law enforcement
professionals interviewed indicated that govern-
ment leaders wanted information but were not in
a “need to know” position. The media wanted both
to inform the public and to outshine their com-
petitors. Many reporters did not wait to receive
information from law enforcement, but aggres-
sively sought it from many sources, which often
put law enforcement officials on the defensive.

Communication was clearly the most compelling
concern in the sniper case. Investigations of this
kind succeed or fail based on executives’ ability to
effectively manage and communicate information
in a timely manner.
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CONCLUSION

The sniper case was one of the most infamous
crimes in the recent history of American law
enforcement, instilling fear in thousands of peo-
ple. The law enforcement response and investiga-
tion were unparalleled. Agency officials learned
valuable lessons from their experiences, some-
times because they did the correct thing and
sometimes because they discovered more effective
strategies and approaches after the fact. Several
agencies identified additional lessons by conduct-
ing debriefings and writing after-action reports.
From those efforts, they realized the importance of
careful preparation, clear roles and responsibili-
ties, integrated information systems and effective
communication.



CHAPTER TWDO

Leadership

INTRODUCTION

ultijurisdictional crimes involve myri-

ad law enforcement executives who

must manage the chaos and provide
the leadership needed to reduce fear, support
police personnel and coordinate complex efforts.
The sniper case demanded effective leadership on
two levels—at the task force level and at the indi-
vidual agency level. The seven local jurisdictions
that experienced a homicide or shooting investi-
gated the incidents as they would any other local
crime. Yet, each of the seven agencies also com-
bined resources to form a parallel investigative
task force that eventually included several dozen
law enforcement agencies. Achieving the proper
balance between providing leadership for an indi-
vidual community and contributing to the
Montgomery County task force was an ongoing
challenge for law enforcement executives. This
chapter describes the challenges and responsibili-
ties the executives faced in the sniper case, which
underscore the importance of applying sound
leadership principles in any similar investigation.
The chapter contains two main sections, Task
Force Leadership and Agency Leadership, that
focus on the following matters:

* Determining the Task Force Leader

+ Coordinating Multiple Task Forces

+ Structuring a Task Force

+ How To Be an Effective Task Force Leader

+ Working with Other Law Enforcement
Executives

+ Defining Executive Roles and
Responsibilities

During the three-week sniper investigation, law
enforcement executives, as well as government lead-
ers at the local, state and national levels, grappled
with numerous questions about leadership and its
role in solving the crimes and addressing communi-
ty fear about the shootings. Some of the more chal-
lenging questions included the following:

+ How is the leader of a multi-agency task force
determined?

* Where should a task force be headquartered?

« Under what circumstances, if ever, does task
force leadership change?

+ How do multiple task forces coordinate
investigations?

+ Is there one best model for task force
leadership?

* How do task force members make key decisions?

+ What is the role of executives who are not the
leader of the task force?

« What are the characteristics of an effective
task force leader?

+ How can an executive provide effective leader-
ship for his or her agency and community while
participating in a multi-agency task force?

Answering these questions while the investigation
was underway sometimes proved difficult, espe-
cially in the face of criticism by the media, govern-
ment leaders, community members and even
other law enforcement professionals. For the most
part, however, law enforcement officials answered
the questions satisfactorily, and those answers pro-
vide valuable lessons for how others might
approach similar investigations.
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TASK FORCE LEADERSHIP

Determining the Task Force Leader

Who is in charge? If the investigation is limited to
one jurisdiction, the answer is obvious—the chief,
sheriff or other top local law enforcement execu-
tive of that jurisdiction. But if the investigation
crosses jurisdictional or state lines, or involves law
enforcement agencies from other levels of govern-
ment, the answer may not be so self-evident.
Determining who is in charge will also influence
where the task force will be located. Attempting to
answer one without considering the other may
create significant problems.

“Someone has to ultimately
be in charge.”

Colonel Gerald Massengill, Virginia State Police

The sniper task force was headquartered in
Montgomery County because it was the site of the
first shooting, as well as four homicides on Day 2,
and ultimately had the most incidents. Even when a
shooting occurred in the District of Columbia on
the evening of Day 2, Chief Ramsey of the
Washington Metropolitan Police Department did
not question that the task force was headquartered
in Montgomery County, agreeing that it was the log-
ical location.

“No one had a problem folding into the
Task Force once they had a shooting.”

Chief Charles Ramsey,
Washington Metropolitan Police Department

The Sniper Task Force leadership rested with three
individuals—Montgomery County Police Chief
Charles Moose, FBI SAC Gary Bald and ATF SAC
Michael Bouchard.!®> Chief Moose was the pri-
mary spokesman because of his agency’s legal
authority to investigate the murders. These three
men were the chief executives of the law enforce-
ment agencies that initially dedicated the most
resources to the investigation. They did not pre-
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plan a shared leadership role, but quickly found
that it was the most logical arrangement. Indeed,
Moose and Bald had never met, for Bald had been
in his position just a few weeks when the first
shooting occurred. (Bouchard and Bald also had
not met.) They quickly recognized the need to
work together as a team and to always show a unit-
ed front to the public.

“We should have communicated earlier
and more clearly with local chiefs in
surrounding agencies.”

SAC Michael Bouchard, ATF

At times, however, some law enforcement person-
nel expressed concerns about whether the leader-
ship was united or who, in fact, was the “true”
leader. These uncertainties grew stronger as the
investigation wore on, and as the distance from
Montgomery County of the subsequent shootings
increased. During the second week, as the toll of
victims grew and as the shootings moved into
northern and central Virginia, some law enforce-
ment and government leaders questioned whether
the leadership should be changed. Various political
leaders, noting the multistate impact of the sniper
incidents, suggested through the media that the
FBI should assume control of the investigation. In
retrospect, each of the three leaders interviewed
said they could have communicated more clearly
to other law enforcement leaders and government
officials their process for making decisions, which
may have silenced some of the questions about
who was in charge.

15 Gary Bald was the Special Agent in Charge of the FBI's
Baltimore Field Office and Michael Bouchard was the
Special Agent in Charge of the ATF’s Baltimore Field
Office. They each represented their agencies in this investi-
gation because Montgomery County, despite its shared bor-
der with Washington D.C., is in the State of Maryland and
thus the responsibility of the Baltimore—not Washington,
D.C.—field offices.

As stated earlier, Chief Moose has since left the Montgomery
County Police Department and Chief Manger has taken his
position. Gary Bald is an Assistant Director of the FBI, and
Michael Bouchard is the Assistant Director of the ATF.



The number of agencies involved in an investiga-
tion and the geographic range of crimes can com-
plicate decisions about the location of the task
force headquarters. Had the snipers moved 500
miles from the D.C. region and continued their
rampage in another metropolitan area, for exam-
ple, the task force leadership might have faced
additional questions about maintaining its loca-
tion and leadership. As it was, a single shooting in
Ashland, Virginia (100 miles south of
Montgomery County) caused some to challenge
those decisions.

Although some executives considered the possibil-
ity of moving the task force or changing its leader-
ship, they made it clear during interviews that,
ultimately, the Montgomery County task force
should not have been dismantled because it would
have disrupted the investigation. The
Montgomery County Police Department still had
unsolved murders to investigate, and transferring
an investigation from one agency to another is
anathema to law enforcement.

“Investigations cannot be run from
remote locations.”

Chief Carl Baker,
Chesterfield County, Virginia, Police Department

Another major challenge in multijurisdictional
investigations is establishing the command center
quickly and in the correct location so that it does
not have to be moved. Moving a command center
or a Joint Operations Center (JOC)106 after it has
been up and running could destroy public confi-
dence by sending the message that law enforce-
ment is incapable of managing the investigation,
and wasting valuable investigative time in moving
to a new location. And, from a strictly practical
perspective, JOCs are difficult to move once they
have been constructed.

Although the decision to headquarter the task
force in Montgomery County was relatively
straightforward, in future cases the decision may
not be so easy. Some of the factors that could

influence task force location or leadership include
the following:

+ The agency with the first shooting

* The agency with the most shootings

+ The agency with the highest profile or most
critical shootings

* The agency with the most or best evidence

+ The agency with the most investigative
expertise

* The agency with the most experience in
multi-agency investigations

* The agency with a pre-existing JOC or local
command center

* The jurisdiction that will prosecute the case

* The extent of federal involvement and the
location of federal resources

Some law enforcement organizations abide by
geography as the primary determinant for task
force location. The FBI designates the lead Field
Office and SAC based on the location of the
crime—the “office of origin.” The exception to this
would be terrorist activity and other “major”
investigations, which would be run from FBI
headquarters. (By contrast, project staff learned
that in the United Kingdom, the chief constables
of agencies working together decide who will be
the lead chief constable, and then designate an
overall officer-in-charge. Other constabularies or
agencies that join the task force after this decision
is made must abide by the existing structure.)

Coordinating Multiple Task Forces

If the need arises, complementary task forces may
be established as well. There need not be a single
task force subject to transfer. In fact, the sniper
case may have provided a model for multiple task
forces since there were not just one task force, but
five. They included the following:

* Montgomery County Task Force
+ Spotsylvania County Task Force

16 A JOC is a command center protocol used by the FBI and
ATF. The primary JOC in this investigation was in
Montgomery County, Maryland, across the street from the
Montgomery County Police headquarters. More informa-
tion about JOCs is in Chapter Three.
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+ Prince William County Task Force
+ Fairfax County Task Force
+ Central Virginia Task Force

Each of the four task forces located outside
Montgomery County had its own leadership and
command center. They worked in consultation
with the Montgomery County task force, and
many of the agencies participating in these four
task forces sent representatives to Montgomery
County. But they also operated independently—
though some more than others. They also shared
many common characteristics with the
Montgomery County task force. For example, the
Central Virginia task force relied on a committee
of executives, rather than one person, to provide
leadership. As in Montgomery County, the chiefs,
sheriffs and SAC there believed the committee
structure was the most effective leadership choice
for their group.

“We didn’t need more control of the task
forces, we needed hetter coordination.”

Chief Terrance Gainer, U.S. Capitol Police Department

Some officials believe multiple command centers
created problems for exchanging information and
coordinating operations during the sniper investi-
gation. They believe that only one command cen-
ter should have existed, and it should have been
the hub for receiving all information, coordinating
resources and making decisions. They contend
that greater efficiency would have been possible
with just one command center. Other police pro-
fessionals, however, argued that this arrangement
does not account for the individual agencies’ need
to maintain responsibility for investigating and
prosecuting shootings that occur in their commu-
nity. That is to say, it is possible and in fact recom-
mended that agencies both investigate their own
homicide(s) as well as participate in the larger task
force investigation. These roles and responsibilities
are not mutually exclusive.

This investigation showed that multiple task forces

can operate simultaneously. However, their overall
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effectiveness may be improved when they fully col-
laborate, especially by emphasizing interpersonal
communication and investigative information
sharing. A number of officials from local, state and
federal agencies talked about the need for some
type of task force coordinator to facilitate commu-
nication, investigative management and informa-
tion sharing. At a minimum, task forces need to
interact regularly, and when multiple task forces
operate they should each send representatives to
other task forces.

Structuring a Task Force

Governing a task force in a high-profile case can
be a significant challenge, especially when the task
force contains a large number of agencies. Law
enforcement agencies are quick to provide
resources and assistance to their colleagues. These
“assisting” agencies may then be absorbed into any
existing task forces. The challenge for task force
leaders is to include these agencies but, at the
same time, maintain an effective system for
providing direction, making decisions and sharing
information.

“I don’t remember a conflict
that we couldn’t resolve.”

SAC Gary Bald, FBI

The task force leadership (whether it is one person
or a committee) will face enormous challenges
that may impede its capacity to move an investiga-
tion forward. The ability to provide direction and
make decisions can be confounded by enormous
pressures, either by assisting agencies or some out-
side stakeholders. Several executives spoke about
the importance of establishing priorities to organ-
ize resources and assist with decision making. In
the sniper case, executives most frequently men-
tioned the following priorities:

+ Catch the sniper

+ Manage the resources (i.e., officers/
investigators, materials, facilities)

+ Maintain personal relationships



+ Work with the public (i.e., community and
media)
+ Communicate with government leaders

The task force leaders need to remain focused on
all priorities, periodically emphasizing certain
ones over others to meet changing demands and
conditions. The challenge is to balance these com-
peting priorities while continuing to provide effec-
tive leadership for other agencies, including delin-
eating their roles, responsibilities and duties. Some
officials suggested the use of a unified command
system as the basic model for consensus decision
making, especially when working with multiple or

satellite task forces.!”

“We huilt the task force as it moved
forward. No one had a chance to
step back and critically assess
what we were doing.”

SAC Michael Stenger, U.S. Secret Service

To assist leaders in making decisions and provid-
ing direction, the task force should be organized
by criteria that determine agency participation.
That is, some agencies will participate in the task
force because one of the criminal acts has occurred
in their jurisdiction, and others will be involved
because they can provide assistance and resources.
Still other agencies will join because, while they
have not yet had an incident, they want to be pre-
pared. Recognizing these differences in orientation
and needs will facilitate effective leadership, com-
munications and decision making, and will enable
leaders to retain tighter control over the dissemi-
nation of information.

For example, a task force could be structured to
recognize three different tiers for involvement:

1. Law enforcement executives who had
incidents in their jurisdiction and/or the
authority to investigate those incidents

2. Law enforcement executives from agencies
bordering jurisdictions with incidents

3. Law enforcement executives from agencies
offering assistance and resources, or who
want to be prepared for an incident in their
jurisdiction

The executives in the first tier could comprise an
executive committee and be responsible for develop-
ing consensus and making decisions. Those in the
other tiers would be vital members of the task force,
but might not receive all investigative information
or participate in all decision making. If their agen-
cies subsequently had an incident in their jurisdic-
tion, they would then become part of the executive
committee. Absent some type of governing struc-
ture, high-profile task forces may find it exceptional-
ly difficult to reach consensus and share information
to the satisfaction of all participants.

Considering the Needs of Individual Agencies

Whenever new agencies join a task force, officials
from that agency must understand the leadership
structure, decision-making protocols and inves-
tigative methods. This is crucial to reducing uncer-
tainty, confusion and even reluctance to fully
cooperate. In an effort to help other agencies
understand protocols, the Montgomery County
task force developed guidelines. (See Appendix C,
SNIPEMUR Task Force Recommendations, for a
copy of these guidelines that were distributed to
agencies when a sniper shooting occurred in their
jurisdiction.) Whenever possible, task force leaders
should provide written guidelines and protocols to
help agencies assimilate into the existing structure.

Chiefs and sheriffs who were interviewed for this
project expressed a deep, personal sense of respon-
sibility for their jurisdiction’s residents. When a
shooting (or other traumatic event) occurs in a
community, that chief or sheriff will want to
inform the residents about the incident and reas-
sure them. When formulating communication
and media protocols, task force leaders must
balance the needs of the entire investigation with
the obligations of participating local executives to

17 The Incident Command System (ICS) is a standardized
method of managing emergency incidents, relying on com-
mon terminology, common organizational structure and
common operating procedures.
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be responsive to their citizens. In the words of one
chief, “You cannot expect leaders to stop leading.”

In fact, it is possible and advisable for executives to
both contribute to the work of the task force and
be leaders in their own community. When the
shooting occurred in Fairfax County, Virginia,
Chief Tom Manger recognized the need to publicly
brief Fairfax County residents (and the larger
community) as well as the need to participate in
the Montgomery County task force. These roles
were not mutually exclusive and, in fact, over-
lapped to better serve the residents of the local
community and the multijurisdictional task force.

Not achieving that balance between community
responsibility and task force allegiance can create
tension among task force executives.

Being an Effective Task Force Leader

Leading a task force can be quite different from lead-
ing an agency. Very few law enforcement personnel
have been trained to lead a task force, and very few
have experience actually doing it. Yet to be effective,
the leader must be respected for his or her skills and
know what to do. Many officials interviewed during
this project identified four principles that can help
task force leaders be successful:

« Task force leaders must balance the needs of
individual agencies with those of the entire
task force.

+ They must make key decisions in consultation
with leaders from participating agencies.

+ Task force leaders must relinquish some
control to obtain widespread support from
participating agencies.

+ They must distinguish between executive and
operational responsibilities.

Most law enforcement executives will agree to recog-
nize another agency head as the task force leader,
and will provide him or her with the information
and resources to be effective. Those participating
agencies will contribute information with the expec-
tation that the lead organization will reciprocate:
Information must flow in both directions, or endan-
ger support from participating agencies.
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“Don’t manage the other task forces.
Rather, make certain that every task
force leader knows his or her
obligations, which are to manage
information, keep chiefs informed
and follow up on leads.”

Chief Charles Ramsey,
Washington Metropolitan Police Department

Task force leaders have to ensure that communica-
tion channels remain open in order to facilitate the
exchange of information. Otherwise, individuals
in participating agencies may very likely perceive
they are not receiving enough information from
the task force leaders, regardless of the amount or
quality of information. This perception may be
difficult to fully dispel, but task force leaders must
work to overcome it.

Individual agencies’ needs and concerns cannot be
disregarded. A task force leader should not make
decisions that affect participating agencies without
consulting their leaders and including them in the
decision-making process. Similarly, leaders of fed-
eral agencies should not make unilateral decisions
about how they will operate or what they will do
in a local jurisdiction.

Individuals who participated in the project’s
Investigative Focus Group!® also explored what
skills are required to lead a task force, and
expressed a need to develop training and educa-
tion programs to develop those skills in leaders. As
a starting point, this group identified the following
characteristics of an effective task force leader:

+ Thinks in terms of “we”

+ Is receptive to involving other agencies

+ Is open to new ideas

+ Puts the goal of solving the case first

+ Is willing to change/improve when necessary
+ Is willing to support staff

18 This two-day Investigative Focus Group was discussed
previously on page 5.



+ Publicly recognizes the good job people are
doing

+ Does not micromanage

* Lets competent people do their jobs

+ Remains calm under pressure; even has a
sense of humor under stress

The focus group emphasized that, in addition to
these traits, law enforcement must work on identi-
fying and fostering other requisite skills in
effective task force leadership. Even the best lead-
ers will be challenged to meet all agencies’ needs,
particularly when serving as a co-leader of a task
force. When multiple individuals share leadership,
they must be aware of the benefits and pitfalls of
such an arrangement. Each of the leaders will
bring a different perspective to the investigation,
not only because of personality differences but
also because of the sometimes-disparate interests
of their organization. Ultimately, effective task
force leaders will understand the differences
between leading an individual agency and a task
force. In particular, they will be able to integrate
the various agencies, law enforcement resources
and perspectives.

“You can’t deny, or ignore, the value of
trust and longstanding friendships.”

Chief Charlie Deane,
Prince William County Police Department

Working with Other Law Enforcement
Executives

Another lesson that emerged from this investiga-
tion is that local, state and federal agencies will
work alongside one another, but the extent of their
collaboration and the level of success they achieve
will depend on several factors. Pre-existing rela-
tionships and partnerships, for instance, facilitate
task force operations. Interviews revealed that, in
the few situations in which agencies from the
sniper case did not work well together or disagreed
about strategies, it was due primarily to the lack of
previous contacts with each other and the lack of a
basis for trust. Geography was also a leading factor
in how well agencies worked with one another

during the sniper case. The agencies in the D.C.
suburbs had previously collaborated on opera-
tions or investigations, and the same held true for
those agencies in the Richmond suburbs. As com-
fortable as these agencies were with their neigh-
bors, unfamiliarity with their counterparts in
other metropolitan areas contributed to their
wariness about sharing information and decision
making.

Of all the keys to success during this investigation,
the one mentioned—indeed, strongly emphasized—
by every executive was the importance of pre-exist-
ing relationships.

Building Relationships

Developing relationships prior to crises is crucial
to fostering communication, coordination and the
exchange of resources. A pre-existing relationship
provides a foundation for agencies that may need
to enter into a joint operation in response to an
incident and engenders a basic level of trust—
trust that can facilitate meshing resources. In the
Richmond, Virginia area, eight chiefs and sheriffs,
as well as their seconds-in-command, have a long-
standing practice of meeting quarterly to discuss
common problems and develop operational
responses and policies that reflect the combined
strengths of their organizations.

“We try to build relationships with
local officials whenever we can.
Just four weeks before the first sniper
shooting, | was in Montgomery County
and met with Chief Moose and
Assistant Chief Walker to discuss
some joint gun investigations.”

SAC Michael Bouchard, ATF

Most of the D.C.-area executives spoke of the high
level of cooperation that existed among their
agencies before the sniper case. These relation-
ships were not limited to just a few agencies, but
spanned across local, state and federal agencies.
Several reasons were cited for these close relation-
ships:

CHAPTER TWO Leadership 25



26

Washington, D.C. is the site of large public
gatherings, such as marches and protests.
Surrounding local and federal agencies rou-
tinely engage in mutual aid with the
Washington Metropolitan Police Department
to help handle these events.

When the Pentagon, which is located in
Arlington, Virginia, was attacked on
September 11, every agency in the D.C.
metropolitan area provided assistance to the
Arlington County Police Department and the
federal agencies that responded to and
investigated the incident.

After September 11, executives from local and
federal agencies began a weekly conference
call to discuss the aftermath of the Pentagon
attack as well as potential terrorist activity
that could threaten the D.C. area. This weekly
call was initiated by the FBI’s D.C. Field Office
and used telephone technology provided by
the Washington Metropolitan Police
Department. After the sniper investigation
began, law enforcement officials increased the
frequency of these calls to at least once a day
to exchange information.

Many of these law enforcement organizations
work closely with the Metropolitan
Washington Council of Governments (COG),
a regional organization of D.C.-area local
governments. COG is composed of 18 local
governments surrounding the nation’s capital,
and area members of the Maryland and
Virginia legislatures, the U.S. Senate, and the
U.S. House of Representatives. COG provides
a forum for action and develops regional
responses, including public safety and
transportation.

“We have close relationships in this
area. It doesn't exist like this
elsewhere. People pitch in with a
good degree of comfort.”

Chief Charles Ramsey,
Washington Metropolitan Police Department
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Previous task force experience was a key building
block for agencies that had to work together again.
In Spotsylvania County, the Sheriff’s Department,
the Virginia State Police and the FBI had just com-
pleted a task force investigation into the Silva and
Lisk murders.!® This multi-year investigation
employed a command center that was still func-
tional at the time of the sniper shootings in that
county. Relationships developed during that task
force enabled executives, managers and investiga-
tors to reestablish connections immediately.

“The cooperation in the D.C. area is
as good as anywhere in the country.
We all know each other.”

SAC Michael Stenger, U.S. Secret Service

Building relationships with all task force agencies
may not be immediately possible, but agencies will
find that they can rely on their counterparts in
other individual agencies, taking advantage of long-
standing relationships or natural alliances for shar-
ing resources and exchanging information.
Neighboring jurisdictions can easily conduct con-
ference calls or meet with each other to develop
common tactics or share what has worked and what
has not. For example, just minutes after learning
about the homicide in his jurisdiction, Prince
William County Police Chief Charlie Deane tele-
phoned Chief Tom Manger in neighboring Fairfax
County to invite personnel to the crime scene in
Manassas. The purpose of the invitation was to
allow Fairfax County investigators to observe the
operation and gain insights that they could apply if
a shooting were to occur in their jurisdiction. These
two jurisdictions had also jointly pre-planned tacti-
cal operations should either one have a shooting.

19 the fall of 1996, Sofia Silva, 16, and sisters Kristin and
Kati Lisk, 15 and 12, were abducted from their homes in
Spotsylvania County, Virginia. All three girls’ bodies were
discovered shortly after their abduction. In June 2002,
suspect Richard Marc Evonitz fatally shot himself following
a police pursuit. He was later linked to the Silva-Lisk
murders. At the time of this writing, more information on
the Silva-Lisk murders can be found at
http://www.angelfire.com/va2/kkscases.



“You have to know your limitations.
If you don’t ask for help when it is avail-
able, you shortchange your community.”

Sheriff Ronald Knight,
Spotsylvania County Sheriff's Office

Agencies cannot be reticent about asking other
agencies for help, resources and ideas. At the same
time, agencies must realize they may receive more
assistance than needed, and it may even come unso-
licited. A significant investigation like this can create
an unusual condition—seemingly unlimited
resources—in which agency personnel may find it
difficult to integrate and adjust to the abundance.

When agencies request assistance or resources
from each other, they have to ask at the proper
time. That is, agencies cannot ask for help too
soon. It is especially important that loaned per-
sonnel have meaningful tasks to perform upon
their arrival at another agency. When agencies ask
for assistance, they must have a clear need for spe-
cific resources, and a plan for using those
resources the moment they arrive. In addition,
they may want to designate an individual to be
responsible for making those requests for assis-
tance and for managing the logistics associated
with the arrival of loaned personnel or resources.

Regular Communication

Possessiveness is a common behavior in many gov-
ernmental agencies, and law enforcement is not
immune. Sharing resources and especially informa-
tion is not always practiced. Indeed, safeguarding
information is such a high priority in law enforce-
ment that even units within the same agency often
do not share information. So it may be unrealistic
to expect agencies working together for the first
time to freely exchange criminal information and
intelligence. Yet, effective multi-agency investiga-
tions will require agencies to carefully consider how
they can overcome these barriers.

During multi-agency investigations law enforce-
ment executives should develop and adhere to reg-
ularly scheduled briefings, and should engage in

strategic assessments of the investigation’s
progress, success and obstacles. One of the ways
this was done in the sniper case was through con-
ference calls. Building on existing weekly confer-
ence calls among area law enforcement executives
to discuss terrorism, the calls occurred at least
every morning, and then sometimes several times
a day. The conference calls helped agencies
exchange important information, and their quali-
ty improved over time as participants became
more focused on critical issues. Interviews
revealed, however, that one problem with the con-
ference calls was the large number of participants.
Because it was unclear who had access codes, and
because participants could conference in and out
of the call, no one ever knew exactly who was on
the call at any given time.

Particularly troubling for many conference call
participants were the frequent leaks that resulted
in “news flashes” on cable news stations containing
confidential information discussed during the
conference call. These updates occurred right after
or sometimes even during the calls, suggesting that
someone was either leaking information or that
unauthorized individuals were on the calls.
Although access codes were changed several times,
leaks persisted. Participants hesitated to share
extremely sensitive information, and fueled
doubts about whether those on the call were
improperly sharing crucial information. For
example, one agency withheld the true name of
witnesses and suspects, relying on fictional aliases
instead. Within a few days, reporters had learned
the aliases and used them in conversations with
law enforcement personnel.

“Everybody can’t know everything
all the time.”

Chief Charlie Deane,
Prince William County Police Department

In an effort to build more open and better-man-
aged communications, two strategies were used:
face-to-face meetings and invitation-only confer-
ence calls. While the latter can be helpful and nec-
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essary to discussing certain issues, the downside is
that some individuals can perceive them as
exclusive, and therefore divisive. Agencies need to
find a middle ground that allows them to have
secure communication with relevant stakeholders
while at the same time not alienating other partic-
ipating officials. Similar or like-minded agencies
may be tempted to have secret communications,
while objecting to their counterparts in other
agencies doing the same. All agencies need to con-
sider how these private communications may
undermine trust and cooperation, and should
assess the appropriateness of invitation-only
communications.

“You just can’t do it all through
conference calls.”

Chief Charles Moose,
Montgomery County Police Department

During the sniper investigation, face-to-face meet-
ings were extremely beneficial although infrequent
because of the amount of time they required. On
two occasions, once in Maryland and once in
Virginia, executives and agency representatives
convened in larger groups in auditoriums to dis-
cuss case developments, plan coordinated opera-
tional responses and air differences. Most other
face-to-face meetings involved only a small num-
ber of executives and were used to discuss critical
issues. A number of executives stressed that these
in-person meetings were helpful in resolving con-
flicts and addressing confusion and uncertainty.

Memoranda of Understanding and

Joint Policies

Whenever possible, agencies should develop mutu-
al aid agreements prior to any major incident or
investigation. Local law enforcement agencies need
to determine the extent to which they can provide
mutual aid to other agencies, and develop
Memoranda of Understanding (MOUs) to formal-
ize those agreements. Some states may have limita-
tions on mutual aid. In Virginia, until just a few
years ago, mutual aid agreements were possible only
if local departments shared a common border.
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“A history of joint pre-planning allowed
us to set aside turf concerns.”

Colonel Gerald Massengill, Virginia State Police

In central Virginia, the Ashland Police Department
and the Hanover County Sheriff’s Office had a
mutual aid agreement in place that contained proce-
dures for the Sheriff’s Office to assume control of
investigations of serious crimes, such as shootings.2
Agencies should work with statewide or regional
chiefs/sheriffs associations to identify resources in
larger departments or those with a special expertise
that could benefit other agencies. If those associa-
tions do not exist, executives should form regional
groups designed to engage agency representatives in
meaningful discussions about policy, practices,
operations, plans and mutual aid.

Any MOU s that include provisions for detailing per-
sonnel to other agencies must stipulate the policies
and work conditions that will govern the conduct of
loaned employees. Personnel who work in another
agency and use that agency’s equipment should be
provided with and abide by that agency’s policies and
leadership structure. Legal representatives from the
law enforcement agency or governing body should
be involved in developing MOUs.

INDIVIDUAL AGENCY LEADERSHIP

Defining Executive Roles and Responsibilities

A police chief or sheriff provides public safety
leadership to his or her agency and community.
The duties and burdens of a complex investigation,
such as the sniper case, can overwhelm and hinder
the ability of executives to provide that leadership. A

20 The Town of Ashland is an independent town located with-
in Hanover County. The Ashland Police Department is a
full-service law enforcement agency, but only has 22 sworn
members. The Hanover County Sheriff’s Office has 180
sworn officers, and has concurrent jurisdiction in the town.
Due to the intensity of the sniper investigation and the
need for significant investigatory help, the Ashland Chief of
Police and the Hanover Sheriff agreed that the Hanover
County Sheriff’s Office would be the lead investigative
agency for this case.



crucial part of successfully leading these investiga-
tions is for executives to determine when and where
they should devote their attention. Executives inter-
viewed for this project stressed the importance of
thinking carefully about their roles and responsibil-
ities and adhering to them during the investigation.
In separate interviews, Chiefs Deane, Moose and
Ramsey, and Sherift Cook identified very similar
responsibilities for chief executives to consider,
including the following:

* Make order out of chaos

+ Remain flexible and help others be flexible
+ Focus on the entire agency

* Let a competent workforce do its job

* Get personnel the resources they need

+ Work with external stakeholders

Chaos and Flexibility

Every chief, sheriff, and law enforcement profession-
al knows that managing a complex, high-profile
investigation is very different from the day-to-day
running of an organization. Executives operate in a
crisis management role fraught with uncertainty
and fast-paced developments. In all likelihood, other
agency personnel will be operating in the same envi-
ronment. Executives know that staff and officers will
look to them for leadership and guidance, and can
meet this need only by quickly and continually mak-
ing order out of chaos. By drawing on past experi-
ences, conferring with executives in other jurisdic-
tions, or using tailored organizational plans, execu-
tives can create structure.

“While someone had to be in charge
there was leadership at every level.
People stepped up and all felt a
responsibility to contribute.

An incredible team effort.”

Chief Thomas Manger,
Fairfax County Police Department

At the same time, executives need to be flexible in
order to deal with the uncertainties of the case.
Chief Charles Ramsey recommended that when
confronted with unfamiliar problems or decisions

for which chiefs do not have previous experience,
they should consider a perspective different from
the typical law enforcement paradigm and look for
creative solutions. They may find it helpful to rely
on experts in other fields—maybe a business
leader or a school administrator. During stressful
times, it can be difficult to try a new approach to
solving problems and making decisions. However,
it might be the one thing that makes an executive
more effective than he or she might otherwise be.

Focus

Because chief executives will encounter competing
demands for their time and attention, they may find
it difficult to fulfill all responsibilities equally. Some
of the executives spoke about how they caught them-
selves spending too much time on one responsibility
at the expense of others. The challenge for many
executives will be to consider what is occurring in the
entire organization, and not become preoccupied
with the media, the investigation or any one aspect of
the case. Executives should not become so focused on
the initial incident that they lose sight of the fact that
the investigation could go on for days, weeks and
even months. They must realize that their agencies
may have to respond to and investigate multiple inci-
dents, as was the case in Montgomery and
Spotsylvania Counties. The ability to effectively lead
a complex investigation is dependent on how well
executives see the big picture.

“Chiefs have to be willing to give up some
control. Admittedly, this is difficult for
chiefs, sheriffs and SACs, but unless it is
done the investigation won't succeed.”

Chief Charles Ramsey,
Washington Metropolitan Police Department

At the other extreme, executives can take on too
many responsibilities or work too long. A number of
subordinates and outside observers stated that many
of the executives became highly fatigued as the
investigation wore on, mainly because they tried to
do too much. Montgomery County Assistant Chief
Dee Walker, for one, described in an interview how,
by trying to keep others from doing too much, lead-
ers assumed too many responsibilities themselves.
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Competent Workforce

An important part of seeing the “big picture” is to
rely on subordinates by delegating responsibilities
to them. Effective leaders do this in non-crisis
times, and will probably find that the need for this
is greater during complex investigations. The con-
sensus among those interviewed for the project
was clear: Executives should let competent people
do their jobs.

Executives can also rely on commanders to help
take the pulse of the law enforcement personnel in
their agencies by soliciting comments from a wide
range of individuals about the case, regardless of
their rank or function. Many rank-and-file per-
sonnel in several agencies spoke about how the
lack of face-to-face contact with supervisors
diminished their morale. This need for close com-
munication was corroborated by such agencies as
the Prince William County Police Department,
where officers spoke about how personal contact
and constant communication (even if there was
nothing significant to report) was reassuring and
made them feel connected to the rest of the agency
and the investigation.

“The chief needs the discipline to not
micromanage.”

Chief Charles Moose,
Montgomery County Police Department

Another way that subordinates can help a chief
executive is to serve as a sounding board for the
chief. An executive officer or a trusted subordinate
can help the executive stay focused and provide
feedback on difficult issues.

The executive should monitor the investigation,
but not get involved in the daily activities of man-
aging it. This project’s investigative focus group
revealed that in the 2003 Baton Rouge, Louisiana
serial murder case, the police chief delegated key
decisions to investigative coordinators and provid-
ed them with the resources they needed to do the
job, a fact corroborated by the coordinators.
Executives should push responsibilities down, give
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personnel the resources they need and then hold
them accountable. At the same focus group, the
Baltimore County police chief, who led his agency
during a 10-day investigation of a case involving
multiple murders, kidnappings and a hostage/bar-
ricade incident, described how he attended inves-
tigative briefings to assess his team’s progress, but
remained prepared to make changes to the inves-
tigative team if the job was not getting done.

“The investigation succeeded because
everybody did their job.”

SAC Gary Bald, FBI

Resources

By monitoring the entire agency, executives are
well positioned to reallocate existing resources or
acquire new ones as the case progresses.
Investigative developments, additional crimes, or
community apprehension may require an agency
to shift resources from one challenge to another,
sometimes with little warning. The role of the
executive is to monitor all developments and
ensure that commanders have the personnel and
equipment to be effective.

Once the investigation is concluded, or at least
winding down, executives may find that agency per-
sonnel need a transition period or even the oppor-
tunity to vent frustrations or other feelings.
Executives should ensure that adequate resources
are available to support personnel during this criti-
cal stage of wrapping up an investigation. In
Virginia, the Arlington County, Fairfax County,
Prince William County and Hanover County agen-
cies conducted after-action reviews to learn what
worked and what did not during the sniper investi-
gation, and to give employees an opportunity to
discuss frustrations or contentious issues that had
to be shelved during the heat of the investigation.
Executives should also ensure that personnel get
support for any trauma or stress associated with the
incident. This was done in Montgomery and Prince
William Counties where personnel had access to
crisis counseling services from in-house resources
or through county mental health agencies.



Individual agencies can also benefit from after-
action retreats such as the one hosted by the FBI
that involved the principal participating agencies.

External Stakeholders

Executives should anticipate increased interaction
with external stakeholders during a high-profile
investigation. A significant part of letting a compe-
tent workforce do its job is shielding it from dis-
tractions. Personnel investigating the case should
be removed from interactions with government
leaders, the media and others. A number of super-
visors and investigators spoke about how one of
the most crucial responsibilities an executive can
assume is to absorb and address all external
sources of pressure.

“The County Executive2! shouldn’t come
to all the law enforcement briefings.
He needs to maintain some distance

should he have to eventually judge
whether | was effective.”

Chief Charles Moose,
Montgomery County Police Department

Police chief executives must not forget the need to
remain responsive to elected or appointed local
leaders. Although in the middle of an investigation
it may be difficult, chiefs must communicate with
their bosses about how and why the police depart-
ment is operating as it does. This will be easier
early in a relationship, and before a crisis, if the
chief has fully briefed his or her boss. An informed
mayor, county administrator or governor may be
able to provide support and not feel the need to
get involved in decisions best left to law enforce-
ment leaders.

All executives need to consider how they will work
with government leaders to provide them with
information and include them in decision making.
Government leaders need to take a visible leader-
ship role, which may create challenges for law
enforcement executives. In the sniper case, law
enforcement executives held conference calls with
government leaders and school officials to help

keep them informed and solicit their views on
decisions that affected them.

CONCLUSION

Effective leadership in a multijurisdictional inves-
tigation is essential to a successful conclusion. Yet,
determining who should be the leader, as well as
the protocols for how law enforcement agencies
should interact with one another, can be exceed-
ingly difficult. No template exists to guide law
enforcement, although the sniper case has provid-
ed a number of lessons for how other executives
may want to approach leadership challenges in any
future high-profile investigation.

Law enforcement needs to explore how to better
manage investigations and task forces involving
multiple agencies and levels of government, espe-
cially in light of possible terrorist activity. Law
enforcement should consider varying task force
structures for different levels of government. A
structure developed by, and appropriate for, feder-
al agencies may not always be the best structure for
local law enforcement. In addition, law enforce-
ment needs to think about varying task force
structures for different phases of investigations.
One structure may be appropriate for an initial
response, which is primarily a local function, and
another structure may be more effective for inves-
tigative follow-up and management, which
includes state and federal agencies.

LESSONS LEARNED

Determining the Task Force Leader

+ Executives should clearly establish who is in
charge, as well as the scope and nature of
their authority, including which decisions
they will make on their own and which deci-
sions will require consultation with others.
Executives should engage in candid and clear
discussions as early as possible in an investi-
gation about who is authorized to make deci-
sions on behalf of the task force.

21 Tpe county executive is the elected chief administrative
officer of the county, analogous to a city mayor.
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Multi-agency task force leaders should always
speak with one voice throughout the course
of the investigation.

Coordinating Multiple Task Forces

When possible, a task force coordinator
should be used to facilitate communication,
investigative management and information
sharing among complementary efforts.

+ At a minimum, task forces need to interact

regularly and should exchange representatives.

Structuring a Task Force
+ To assist the task force leader, the participants
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should establish criteria and be organized in a
way that accounts for why particular agencies
are involved and that defines their level of
involvement.

Recognizing the differences in agencies’
involvement will facilitate effective leadership,
communications and decision making, as well
as enable the leaders to retain necessary con-
trol over the dissemination of information.
The task force governing structure must be
flexible enough to balance its many different
priorities and adjust to the investigation’s
changing demands and conditions.

The task force should also have a clear delin-
eation of roles, responsibilities and duties for
each agency.

A unified command structure, such as that used
in the Incident Command System, can be used
as a model for consensus decision making.

One approach to governing task forces is to
establish an executive committee consisting of
those law enforcement chief executives who had
shootings in their jurisdictions (primary agen-
cies). A second level would include those depart-
ments that bordered agencies with shootings,
with a third tier for those agencies that want to
provide assistance. Information sharing and
other protocols could vary by task force level.
Agencies that join the investigation need to
work with the existing leadership structure in
place at that time.

When formulating communication and
media protocols, executives participating in a
shared leadership arrangement must balance
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the needs of the entire investigation with the
obligations of local executives to remain
responsive to their own communities.

Being an Effective Task Force Leader

Law enforcement needs to further identify
and create training and education programs
to teach executives the skills that will make
them effective task force leaders.

The key to effectiveness in complex cases is
realizing that taking full control may not be
possible. Rather, executives will need to create
order out of chaos and keep their agencies
flexible to adapt to changing developments.
Task force leaders have to ensure that com-
munication and meaningful information flow
both into and out of the task force.

Task force leaders must work to overcome
participating agencies’ perceptions of unequal
or untimely information sharing.

Neither task forces nor individual agencies
should make decisions affecting other juris-
dictions without involving them in the deci-
sion-making process.

Task force leaders must balance the needs of
individual agencies with those of the task force—
even if that means relinquishing some control.

Working with Other Law Enforcement
Executives

Developing interagency relationships before a
crisis is crucial to effective coordination, com-
munication and resource sharing.

Agencies must not be reticent about asking
other agencies for help, resources and ideas.
They must be prepared for the possibility that
they will get more assistance than needed,
sometimes even unsolicited.

Because loaned personnel must have meaning-
ful tasks to perform upon their arrival, when
one agency asks another to loan personnel, the
requesting agency should have a plan in place
for the personnel when they arrive, and a clear
organizational structure for managing them.
During multi-agency events, law enforcement
executives should develop and adhere to regu-
larly scheduled briefings and engage in strate-
gic assessments of the investigation’s progress,



success and obstacles. This could include con-
ference calls or face-to-face meetings to devel-
op common tactics to share lessons learned
with another agency.

Executives should schedule conference calls
with government leaders, school officials and
other relevant stakeholder groups to keep
them informed and involved in key decisions
that will affect them.

Scheduling conference calls and meetings
requires a dedicated staff. This task cannot be
performed ad hoc. It requires planning, com-
mitment and follow-up. All conference calls
should be on secure phones and measures
should be taken to track who is on the phone
at all times.

Local law enforcement agencies need to deter-
mine the extent to which they can develop
Memoranda of Understanding (MOUs) or
mutual aid agreements with other agencies.
Whenever possible, these agreements should
be formed prior to a major incident or inves-
tigation.

Executives should encourage regional or
statewide law enforcement associations to
engage in meaningful discussions about poli-
cies, practices, operations, plans, and mutual aid
in the anticipation of a multijurisdictional inci-
dent. Agencies should work with these associa-
tions or create groups to identify resources in
larger departments and special expertise in
other agencies that could be of benefit.

the case of a high-profile crime when the agency
responds to and investigates multiple incidents.
Executives must make a concerted effort not
to neglect the entire agency when focusing on
the media, the investigation or any one aspect
of the case. The executive should monitor, but
not get involved in, the daily activities of the
investigation and other key operations.
Executives should use personnel to assume
responsibilities, and may want to rely on an
executive officer or trusted employee to serve
as a sounding board and to address any con-
cerns about his or her performance.
Executives should pay attention to what is
happening throughout the organization by
soliciting comments from personnel in the
agency, regardless of rank, and checking on
the personal well-being of agency members.
Executives should also ensure that those in
supervisory positions do the same.

Executives should push responsibilities down
and give personnel the resources they need to
do their job. This duty, however, does not end
when suspects are arrested. For example, it is
imperative to conduct after-action reports to
see what worked and what did not, and to
ensure that personnel get support for trauma
or stress associated with the incident.
Executives cannot forget their responsibilities
to interact with and manage external stake-
holders. Police chiefs must remain responsive
to elected or appointed local leaders, the
media and the community.

Individual Agency Leadership: + Law enforcement executives should shield the
Defining Executive Roles and Responsibilities

+ Executives must swiftly determine their roles
and responsibilities and focus on addressing
the following six immediate tasks:

workforce from external pressures and dis-
tractions, allowing a competent work force to
concentrate on its responsibilities.

The Future of Task Forces
+ Law enforcement should determine the appro-
priateness of different task force models for dif-
ferent levels of government (a federal model

o Make order out of chaos
o Remain flexible and help others to be
adaptable

o Focus on the entire agency

o Let a competent workforce do its job may not always be appropriate for state and
o Provide personnel with the resources local agencies), as well as different task force
they need models for different phases of an investigation
o Work with external stakeholders

+ Executives must recognize that the investigation

(initial response may be handled locally while
investigative follow-up and management may

may become a long-term endeavor, especially in combine local, state and federal resources).
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CHAPTER THREE

Federal Law Enforcement Resources

INTRODUCTION

his chapter discusses how federal law

enforcement agencies can assist local and

state agencies in high-profile investiga-
tions, including these matters:

+ Accessing federal resources

+ Coordinating federal resources

* Understanding federal expertise

+ Engaging the Critical Incident Response
Group (CIRG)

+ Working with the Critical Incident
Management Response Team (CIMRT)

+ Setting Up Joint Operations Centers (JOCs)

+ Employing military assets

Because of the incredible array of federal resources,
and because a number of the local agencies involved
in the sniper case had never worked with federal
agencies so extensively, law enforcement officials had
a number of questions to consider during the inves-
tigation, such as the following:

* When do the FBI, ATF and other federal law
enforcement agencies become involved in
local criminal investigations?

+ What is the role of these federal agencies and
what resources would they bring?

* When does federal involvement in an investi-
gation become federal control?

« What is a Joint Operations Center and how
does a local agency implement one?

« What is the division of labor in a Joint
Operations Center?

CHAPTER THREE

This chapter will answer these questions by describ-
ing the decisions and actions of law enforcement
officials during the sniper investigation.

“We created a new corporation,
complete with mergers and
acquisitions.”

Assistant Chief William 0'Toole,
Montgomery County Police Department

Background

Some local law enforcement agencies may simply
lack the resources or means to fully conduct a
high-profile investigation and/or manage the asso-
ciated activities. In some cases this may be a reflec-
tion of the size or function of a local agency—it
may simply not have enough personnel, or per-
sonnel with the right expertise. Jurisdictions that
are not located in such resource-rich regions as
MCPD and other D.C.-area agencies will not nec-
essarily have access to as many federal and other
law enforcement assets. Even for agencies with
hundreds of personnel and seasoned investigators,
local agencies may find they are somehow hin-
dered from conducting a comprehensive investiga-
tion. For example,

* local agencies face significant obstacles to con-
ducting investigative or law enforcement opera-
tions outside their jurisdiction. Federal agencies
can help simply because they have a national
network of field offices throughout the country
that can assist with communication or coordi-
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nation, or apply federal laws and different pro-
cedures to aid a criminal investigation (e.g.,
obtaining search warrants in another state);

* local agencies may lack a mechanism for
searching for and identifying criminal infor-
mation and intelligence outside their jurisdic-
tion that can help them with their case; and

+ local agencies sometimes lack specialized
expertise or resources (e.g., forensic laborato-
ries or electronic surveillance equipment) that
can be crucial to an effective investigation.

“Our role is to support the local
agency’s homicide investigation.”

SAC Michael Bouchard, ATF

Each federal agency possesses its own unique set of
responsibilities and expertise. This was made
abundantly clear during the sniper case when fed-
eral law enforcement responded in force and pro-
vided a variety of assistance to local agencies.
Indeed, some of the federal resources seemingly
appeared out of nowhere, without ever being
solicited. The following agencies participated in

some aspect of the operation:2

* The Bureau of Alcohol, Tobacco, Firearms
and Explosives (ATF)

* The Drug Enforcement Agency (DEA)

+ The Federal Bureau of Investigation (FBI)

 The Federal Protective Service (FPS)

+ The Immigration and Naturalization Service
(INS)

+ The U.S. Capitol Police

 The U.S. Customs Service (USCS)

+ The U.S. Marshals Service (USMS)

 The U.S. Park Police

+ The U.S. Postal Inspectors

« The U.S. Secret Service (USSS)

In addition, the U.S. Department of Defense pro-
vided technology and equipment for surveillance
operations. Local law enforcement must under-
stand how to access and when to employ these
available resources. These issues are addressed in
the following section.
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ACCESSING FEDERAL RESOURCES

Police chiefs, sheriffs and investigators in the
sniper case spoke in grateful terms of how the
resources and expertise provided by federal agen-
cies contributed to a successful conclusion of the
investigation. However, not everyone at the local
level had a clear understanding of the role of
federal agencies. The FBI obviously has protocols
for its own investigations, but local officials were
not clear about whether similar protocols applied
when federal agencies assist local law enforcement.
After the investigation, local executives recom-
mended that federal agencies delineate and
disseminate their protocols for providing assis-
tance in high-profile, complex or multi-agency
investigations.

“I learned a long time ago that
relationships—both professional and
personal—are the key to building trust.
When the sniper incident hit we
had already established close working
relationships built on personal trust so
it was easy to know what each of our
resources and strengths were and
what we could all contribute. It made
all the difference.”

Assistant Director In Charge Van Harp,
FBI Washington Field Office

A number of federal law enforcement agencies
participated in the sniper investigation. They came
to be a part of the investigation because of their
commitment and unique expertise to assist other
law enforcement agencies.

ATF was one of the three lead agencies. Its role did
not end there, however, as it provided hundreds of

22 Since the conclusion of the sniper investigation, the enforce-
ment arm of the INS was transferred from the U.S.
Department of Justice to the U.S. Department of
Homeland Security (DHS) and renamed the Bureau of
Immigration and Customs Enforcement (ICE). Readers
should note that several other agencies have also been
transferred to DHS.



agents who worked investigative leads with local
law enforcement officers, formed tactical teams
that handled high-risk calls for service, conducted
surveillance, assisted with suspect negotiations
and filled key roles in the organization and run-
ning of the JOC. ATF’s expertise in conducting the
majority of the fingerprint analyses of all firearms-
related evidence, as well as trajectory analysis, was
crucial, ultimately linking the projectiles fired by
the snipers. ATF provided ballistics and explosive-
detecting canines and other resources for identify-
ing and collecting evidence.

The be-on-the-lookout (BOLO) alerts for the
snipers were based on a federal firearms warrant.
Muhammad was prohibited under law from pos-
sessing a firearm because of a previous domestic
violence complaint in Washington State, and Malvo
was sought as a federal material witness. When
these warrants were obtained, sufficient probable
cause did not yet exist for state murder warrants.

Like other federal agencies, the U.S. Secret Service
assigned agents to track investigative leads. Agents
also lent their unique expertise in the areas of
dignitary protection and site security, assuming
many of the responsibilities for protecting partici-
pants in the outdoor press briefings, issuing cre-
dentials to the hundreds of media representatives
as well as to the law enforcement personnel with
access to the JOC. Finally, the Secret Service
processed and analyzed the notes left by the
snipers at the shooting scenes, using handwriting,
paper and ink analysis to link the different notes
left by the snipers.

The U.S. Marshals Service provided investigative
resources consistent with its mission of tracking
and apprehending fugitives. Agents were assigned
to work with local law enforcement officers in tac-
tical teams that responded to calls for service in
high-risk areas, such as in Prince William County.
The Marshals Service relied on its extensive access
to criminal and public records to obtain photo-
graphs of the snipers. In addition, the marshals
used their sophisticated electronic and telephone
surveillance resources to help track the location of
telephone calls made by the snipers.
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Other federal agencies contributed investigators,
such as the DEA and the INS. And, while their
overall contribution may not have been on the
same scale as other agencies, their resources and
expertise played crucial roles in solving the case,
such as the identification of suspect Malvo
through a fingerprint taken by the INS almost a
year before the shootings. The task force was also
grateful for the significant contributions of the
U.S. Customs Service, Federal Protective Service,
U.S. Capitol Police, U.S. Park Police, U.S. Postal
Inspectors and others.

Local, state and federal officials agreed that more
work is needed to ease the integration of federal
agencies and resources into ongoing investiga-
tions. This is especially true because of the chang-
ing nature of cases and the varying arrangement of
federal, state and local resources required for
response and investigation. In the sniper case,
Montgomery County Police Chief Charles Moose
formally requested assistance from the U.S.
Department of Justice through Title VII, Section
701—the “Serial Killing Law.”%? Prior to this inves-
tigation, Chief Moose was unaware of the statute
and its ramifications. Chief Moose’s letter of
request led to investigative resources from the FBI
and prosecutorial assistance from the U.S.
Attorneys Office (see Appendices D and E for the
serial sniper law and the letter of request). Local
executives need to improve their understanding of
federal resources and how to access that assistance.
This is especially true in light of the threat of
terrorism.

Chief Moose was challenged to balance the need
for assistance from the FBI and other federal
agencies against the need to keep control of the
investigation. Before asking for federal help, he

23 The Bureau of Justice Statistics defines a serial killing as:
"[involving] the killing of several victims in three or more
separate events. This definition is especially close to that of
a spree killer, and perhaps the primary difference between
the two is that a serial killer tends to ‘lure’ victims to their
death; whereas, a spree killer tends to go ‘hunting.” At the
time of this writing, these definitions could be found at
http://www.wordiq.com/cgi-bin/knowledge/lookup.cgi?
title=Serial_killer.
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consulted with his assistant chiefs and investiga-
tive managers—all agreed that the size and com-
plexity of the case warranted federal assistance.
Other chiefs interviewed for this project stated
that they did not see a request for federal assis-
tance as relinquishing control, but also said their
comfort working with federal authorities was a
function of long-standing relationships with
them. If faced with a similar multijurisdictional
case, law enforcement executives will wrestle with
determining the best timing for requesting outside
assistance. If the request comes too late, the chiefs
may look like they cannot succeed. If they ask too
early, they look like they do not have faith in the
skills of their own people to handle the case. It is a
delicate balancing act.

“Ask for federal assistance early in
the investigation. If you ask too late
you look like a failure.”

Chief Charles Moose,
Montgomery County Police Department

If the sniper case had been identified as a terrorist
act,?* the complexion of the entire case would
have changed. The relationships between local
agencies and the FBI would have been very differ-
ent. For example, the FBI would have assumed
control of the investigation, just as it would for any
terrorist act. Federal intelligence agencies would
have become involved, which would have dramat-
ically affected the dynamic for exchanging infor-
mation between federal and local agencies.
Classified information would have been
exchanged with local and state law enforcement
officials consistent with security clearances and
the need-to-know doctrine. Clearly, some of the
working relationships in the sniper case stood out
as a study for symmetrical relationships and shar-
ing of investigative information—a study that
could also be applied to a terrorist investigation.
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“Unless the legal authority rests with
the federal government, the role of
federal law enforcement is to
complement local law enforcement
and not compete with it.”

SAC Michael Stenger, U.S. Secret Service

If a sniper case scenario were to happen elsewhere,
it could also have dramatic effects on the relation-
ships among law enforcement agencies.
Accordingly, local, state and federal agencies need
a plan for determining responsibilities, integrating
resources and sharing information in a variety of
possible scenarios.

COORDINATING FEDERAL
RESOURCES

In the sniper case, local agencies were inundated
with resources from neighboring jurisdictions and
state authorities. Similarly, federal resources often
arrived in abundance—sometimes in overabun-
dance. To a certain degree, when it came to feder-
al resources, local agencies faced a conundrum.
They wanted the assistance federal agencies could
provide, but they did not always have the resources
to manage those assets.

Not only did local executives and managers need
to coordinate the many different federal resources,
but they sometimes had to deal with the fallout of
disagreements among federal agencies. Local and
state agencies learned that, much like local and
state law enforcement, federal agencies operate
independently. Local officials interviewed about
the sniper case said federal law enforcement
agencies need to give more thought to how they
should coordinate with each other to best help
local agencies.

24 At the time of the investigation, federal law enforcement
officials determined that the crimes did not rise to the level
of terrorism as defined in 28 C.F.R. Section 0.85 (see
Chapter One for additional discussion of this issue). The
suspects were charged and prosecuted as terrorists, however,
under a State of Virginia law enacted after September 11,
2001, addressing acts of terrorism.



“The level of trust between agencies
and individuals affects coordination.
Prior history and relationships on
other cases allowed for the seamless
integration of agency resources.”

SAC Don Thompson, FBI

Local agencies need to plan for how they will man-
age the large number of investigators that could
arrive from the FBI, ATF, U.S. Secret Service and
Marshals Service. In Prince William County alone,
almost 50 marshals from around the country
arrived within two days of a request by Chief
Charlie Deane. Many officials at all levels of gov-
ernment suggested that multiple federal law
enforcement agencies should be placed under the
leadership of one federal agency or person during
these complex investigations. This would facilitate
coordination and control, especially for the lead
local agency. Determining which federal agency
would lead could be difficult, but it need not be
the same federal agency every time. Rather, the
type of case, the extent of initial federal involve-
ment and even pre-existing relationships between
a local and federal agency could determine which
federal agency takes the lead. To the extent possi-
ble, at least an informal understanding among fed-
eral agencies on this subject should be developed
well before the inception of any such investigation.

UNDERSTANDING FEDERAL
EXPERTISE

Forensics

One area in which federal law enforcement can
provide valuable expertise is forensics. Federal
agencies often have the country’s best experts and
facilities, but their forensic expertise may be in
specific specialty areas. They also may have differ-
ent approaches to, and protocols for, managing
crime scenes and collecting evidence, as well as
very different capabilities in their laboratories. In
the sniper case, the Montgomery County Police
Department had to learn about the different feder-
al agency capabilities, and then work with those
federal agencies to develop evidence collection and
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analysis protocol (learning points of contact, chain
of evidence protocols, etc.). As mentioned earlier,
the following agencies handled specific forensic
responsibilities:

+ ATF processed and analyzed ballistics and
firearms

« FBI processed and analyzed DNA; hairs and
fibers; trace evidence; fingerprints; audio and
video enhancements; as well as conducted
computer forensics examinations and finan-
cial forensic analysis

+ Secret Service processed and analyzed hand-
writing, paper and ink

External forensic expertise should be brought—as
it was in the sniper case—into an investigation as
soon as possible to ensure that the proper evidence
is collected, analyzed and shared. For instance, the
Montgomery County Police Department did not
have a firearms analysis unit capable of conduct-
ing projectile and shell casing analyses. The
department had several options for obtaining this
analysis, including the Maryland State Police or a
local agency with the necessary expertise. Yet, the
department turned to the ATF because of its
expertise and because of familiarity—one of its
two national laboratories was within two miles of
MCPD headquarters.

Federally Deputizing Local and State Officers

During task force investigations involving federal,
state and local agencies, it may be necessary to feder-
ally deputize non-federal officers. Deputized status
allows non-federal officers to participate in federal
law enforcement efforts, including serving search
warrants and making arrests. The status also pro-
vides officers and agencies with legal protections.

Any federal law enforcement agency can request
the authority to provide federal deputy status from
the U.S. Marshals Service (U.S. Code, Title 28,
Section 566(c)). The following matters should be
considered when seeking deputy status for local
law enforcement officers:

+ A federal law enforcement agency must
sponsor the officer.
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+ The U.S. Marshals Service has to receive a let-
ter from the sponsoring federal agency
requesting deputization.

+ U.S. Marshals Service personnel have to per-
sonally swear in the officer(s).

+ Length of term of service would normally not
exceed one year or the completion of the per-
tinent investigation.

+ With appropriate documentation and concur-
rence, deputization can be accomplished
within 24 hours.

ENGAGING THE CRITICAL INCIDENT
RESPONSE GROUP (CIRG)

The FBT’s Critical Incident Response Group (CIRG)
facilitates the Bureau’s rapid response to, and man-
agement of, crisis incidents. CIRG was established in
1994 to integrate tactical and investigative resources
and expertise for critical incidents that require an
immediate law enforcement response. Located in
Quantico, Virginia, CIRG can deploy investigative
specialists to respond to terrorist activities, hostage
takings, child abductions and other high-risk, repet-
itive, violent crimes. Other major incidents CIRG
may respond to include prison riots, bombings, air-

plane and train crashes, and natural disasters.2>

CIRG has three major branches: Operations
Support, Tactical Support and The National Center
for the Analysis of Violent Crime. Each branch pro-
vides distinct operational assistance and training to
FBI field offices as well as state, local and interna-
tional law enforcement agencies. CIRG personnel
are on call around the clock, seven days a week, to
respond to crisis incidents. Listed below are some of
the units that might provide valuable assistance to
state and local law enforcement during a high-pro-
file investigation or critical incident.?
Operations Support Branch
+ The Crisis Negotiation Unit (CNU) main-
tains an around-the-clock, immediate opera-
tional response capability to conduct and
manage on-scene negotiations during any sig-
nificant crisis in which the FBI is involved.
CNU negotiators also routinely provide tele-
phonic assistance to both FBI field negotiators
and domestic police negotiators during crisis
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situations. The FBI has approximately 340
crisis negotiators in the 56 field offices. The
CNU is responsible for managing these assets
and providing whatever training and equip-
ment is necessary for the field office negotia-

tors to successfully resolve crisis situations.?”

The mission of the Crisis Management Unit
(CMU) is to operationally support FBI head-
quarters and field entities during critical inci-
dents or major investigations by establishing
Joint Operations Centers. The CMU also con-
ducts crisis management training and related
activities for the FBI, and other international,
federal, state and local agencies or depart-
ments. In support of this mission, the CMU
conducts several regional field-training exer-
cises each year. Each exercise involves multiple
field offices and hundreds of employees.

The Rapid Deployment Logistics Unit
(RDLU) is responsible for the coordination of
all Rapid Start Information Management
System (RSIMS) matters in support of major
investigations and operations. This system is
designed to provide law enforcement person-
nel with the capability to manage large vol-
umes of investigative leads in major cases and
crisis incidents. It allows the user to build a
case-specific database and track leads into a
variety of reports. The RDLU manages a
cadre of RSIMS data loaders, Rapid Start spe-
cialists and systems facilitators for the CIRG
to augment offices during crisis incidents,
major training exercises and special events.

25

26

27

The ATF Critical Incident Management Response Team
(CIMRT) has similar types of assets that were deployed
during the sniper case.

These descriptions of FBI resources are adapted from
material found on the FBI’s website at www.FBIL.gov.

According to ATF, the Negotiations Operations Center
(NOC) located in the JOC was staffed by a combination of
FBI, ATF and MCPD personnel. The ATF Crisis
Negotiation Unit's CIMRT representatives, as well as ATF
crisis negotiators from the field, provided an ATF presence
in the NOC. There was an orderly division of labor and all
three entities provided necessary personnel and expertise
during all shifts.



Tactical Support Branch

+ The Hostage Rescue Team (HRT) is a full-
time, national-level tactical team, headquar-
tered in Quantico, Virginia. The mission of
the HRT is to be prepared to deploy to any
location in the nation within four hours of
notification by the Director of the FBI or his
designated representative, and conduct a suc-
cessful rescue of U.S. persons and others who
may be held illegally by a hostile force, be it
terrorist or criminal in nature. The HRT is
also prepared to deploy to any location and to
perform other law enforcement activities as
directed by appropriate authorities.

National Center for the Analysis of Violent
Crime (NCAVC)23
+ The mission of the Behavioral Analysis Unit

(BAU) is to provide behavioral-based inves-
tigative and operational support by applying
case experience, research and training to com-
plex and time-sensitive crimes, typically
involving acts or threats of violence. The BAU
receives requests for services from federal,
state, local and international law enforcement
agencies. BAU services are provided for on-
site case consultations, telephone conference
calls, and/or consultations held at the BAU
with case investigators.

BAU also provides assistance to law enforce-
ment through “criminal investigative analy-
sis,” a process of reviewing crimes from
behavioral and investigative perspectives. BAU
staff—commonly called profilers—assess the
criminal act, interpret offender behavior
and/or interact with the victim for the pur-
poses of providing crime analysis, investiga-
tive suggestions, profiles of unknown offend-
ers, threat analysis, critical incident analysis,
interview strategies, major case management,
search warrant assistance, prosecution and
trial strategies, and expert testimony.

* The Child Abduction and Serial Murder
Investigative Resources Center (CASMIRC)
provides investigative support by coordinating
and providing federal law enforcement
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resources and training. It applies other multi-
disciplinary expertise, and assists federal, state
and local authorities in cases involving child
abductions, mysterious disappearances of
children, child homicide and serial murder
across the country. Along with establishing a
national database and training programs,
CASMIRC can coordinate the investigation of
major or violent crimes with federal, state and
local authorities by providing on-site consul-
tation and advice.

+ The Violent Criminal Apprehension
Program’s (VICAP’s) mission is to facilitate
cooperation, communication and coordina-
tion among law enforcement agencies and
provide support in their efforts to investigate,
identify, track, apprehend and prosecute vio-
lent serial offenders. VICAP is a nationwide
data information center designed to collect,
collate and analyze crimes of violence—
specifically murder (additional information
on VICAP is in Chapter Five).

Behavioral Sciences?’

Although FBI profilers and negotiators work in
CIRG, they can take different approaches to com-
municating with suspects during an investigation
or a hostage/barricade incident. For some cases,
profilers’ and negotiators’ approaches may be the
same, but for many others they will pursue diver-
gent strategies. As one federal manager said,
“negotiators want to engage the suspects, and pro-
filers want to determine the suspects’ next move.”
It is important for local law enforcement to under-
stand these differences and how they can affect
decision making. For example, when advising the
leadership on how to communicate with the
shooters, negotiators may stress a firm approach
with the suspects, and even suggest language that
could be considered confrontational. Profilers,
however, may encourage the use of low-key lan-
guage that would suggest to the shooters that the

28 Two ATF profilers have been assigned to this unit.

29 At the time of this writing, information on the FBI’s
Behavioral Science Unit could be found at
http://www.fbi.gov/hq/td/academy/bsu/bsu.htm.
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leadership is approachable and willing to talk
things through. These different strategies may not
hold true in every case, but law enforcement lead-
ers must realize they may receive conflicting advice
from profilers and negotiators.

WORKING WITH THE CRITICAL
INCIDENT MANAGEMENT RESPONSE
TEAM (CIMRT)

In 1995, the ATF took measures to enhance its
capabilities and readiness regarding critical inci-
dents, both proactive and reactive. After much
research and development, the ATF established a
Critical Incident Management Systems (CIMS)
Program to train a broad spectrum of ATF person-
nel in crisis management and critical incident
resolution.

The Special Operations Training Branch, Career
Development Division, Office of Training and
Professional Development developed a long-range
crisis management training program, which was
instituted in 1998. The training consisted of both
classroom instruction and practical exercises, all of
which provided employees with a sound founda-
tion for establishing and maintaining Critical
Incident Command Post operations, whether in
an ATF-specific environment or as part of a JOC.
Additionally, a Critical Incident Management
Response Team (CIMRT) consisting of specially
trained Headquarters personnel was established.
This team, consisting of personnel from the ATF
Training Division and Special Operations
Division, is available to respond to the field and
assist in command post operations as well as tacti-
cal responses during critical incidents. Command
post operations specialists as well as Special
Response Team personnel (including a crisis nego-
tiations and medic component) are available.

The ATF Critical Incident Management System
has been implemented on numerous occasions
since its inception. The ATF response to the attacks
of September 11, 2001 provided ATF entities
throughout the country with a coordinated and
proactive response to this catastrophic event.
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SETTING UP JOINT OPERATIONS
CENTERS

Location and Facility

The FBI and ATF were responsible for establishing
a Joint Operations Center in Montgomery County
to better coordinate the law enforcement efforts
during the sniper case. Logistical support was pro-
vided by the Montgomery County Police
Department. In Richmond, the FBI and ATF
established JOCs, and in Spotsylvania County a
task force was re-established that previously inves-
tigated a serial homicide case.

By October 4 (Day 3), hundreds of investigators
were assigned to the sniper case, operating out of
the Montgomery County Police Department
Major Crimes Division on the first floor of head-
quarters. Constrained by space for equipment and
personnel, Incident Command decided that it was
essential to establish a JOC suitable for managing
such a complex case. In order to accomplish this
task, the leadership determined that members of
the FBI’s Critical Incident Response Group from
Quantico and those of the Critical Incident
Management Response Team from ATF
Headquarters would coordinate the establishment
and maintenance of a JOC. In part, this decision
was based on the FBI’s previous experiences in
Oklahoma City in 1995 and the Pentagon on
September 11. It should be noted that the MCPD
representatives associated with the Operations
Group were initially unfamiliar with the JOC con-
cept as envisioned by the CIRG and CIMRT per-
sonnel. However, federal personnel stressed that
the MCPD’s decision to include innovative and
experienced middle managers among the
Operations Group allowed them to become full
and essential participants in the Operations Group
activities.

This JOC was meant to provide more suitable
space for the current group of investigators, and to
accommodate the influx of command staff, patrol
officers, investigators and equipment that would
still arrive. Unfortunately, the MCPD lacked a
facility with the necessary space for a JOC.



“The JOC was built without our full
understanding of what it was.
We had never been trained in how
to establish or operate a JOC for a
case of this magnitude.”

Chief Charles Moose,
Montgomery County Police Department

MCPD personnel were able to secure vacant office
space adjacent to their headquarters. Once the
space was leased, members of CIRG and CIMRT
set about designing and constructing the JOC.
Encompassing an open space of some 5,000 square
feet on three levels, the building was divided into
different workspaces. This task was accomplished
in just over 24 hours. An integrated team of CIRG
and CIMRT, along with personnel from MCPD,
formed the JOC Operations Group. Working in
shifts, this group maintained the operational
integrity of the JOC through the duration of the
critical incident.

The FBI agreed to pay for the building rental,
tables and equipment, including projection
screens, fax machines and telephones.3? Miles of
telephone line and computer cable were strung
from the ceilings. Nextel donated cell phones with
walkie-talkie functions. The FBI and ATF con-
tributed substantial resources and equipment for
the JOC. The MCPD made use of 800 MHZ radios
already purchased that were still in the box, pend-
ing training of personnel. Other computers and
radios were taken from the MCPD’s inventories
and added to the JOC. The ATF provided a server
that held all of the data collected from the case and
acquired a satellite television system to monitor
media coverage. In just four days, the Sniper Task
Force went from cramped hallways to a relatively
spacious office building. Within just one week,
however, the task force realized that even 5,000

square feet was not enough space.3!

As mentioned earlier, on Day 3 the Spotsylvania
County Sheriff’s Office and the FBI reconvened
their recently disbanded Silva-Lisk serial murder
task force in the FBI’s Fredericksburg Resident

Office using the FBI’s Rapid Start lead management
system as the centerpiece. This Spotsylvania County
task force then coordinated the investigation of the
two sniper shootings in that jurisdiction.

On October 19 (Day 18), the central Virginia exec-
utives and the FBI set up a JOC in the FBIs
Richmond Field Office. This newly constructed
building was centrally located, familiar to the
users, and had ample space for conference rooms
and executive meeting rooms, which facilitated the
implementation of Rapid Start.

In each of these locations, the ability to gather per-
sonnel from different agencies in one space was
critical to the effectiveness of the task forces,
according to officials who worked in them.

“Federal resources were forthcoming
without delay or questions.”

Chief Carl Baker,
Chesterfield County Police Department

Ideally, a JOC would be established after the initial
critical incident is over and would be used to help
support the investigation. Because the Montgomery
County JOC was established in the midst of the
event, not everything went as smoothly as it might
have. Many individuals, especially those in local
agencies with no experience in a JOC, went through
a rigorous on-the-job-training program in com-
mand center management.

To help aid in the management of command
centers, whether they are JOCs or local structures,
local law enforcement must identify ways to
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30 Federal agencies may not always be able to provide the
resources provided in the sniper case for all complex, multi-
jurisdictional investigations.

31 For information on how to construct an Incident

Command Center, see Shores, Lisa. (forthcoming).
Planning an Incident Command Center: The Value of
Cross-Agency Comparisons, An example from the
Charlotte-Mecklenburg (NC) Police Department,
Prepared for the Department of Homeland Security, Office
of Domestic Preparedness.
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develop training for command post managers,
including functional organization, responsibilities
of key personnel, room and space requirements
and more.

Every agency executive should ask where and how
a JOC should be established if such a need arises,
and develop a plan for quickly operating the facil-
ity. Having to begin the planning process in the
middle of an active investigation wastes valuable
time that could be better spent focusing on the
investigation than on building the infrastructure.

Agencies need to be able to identify a minimum of
5,000 square feet of space for an effective com-
mand post. Having one primary and several sec-
ondary sites is preferable. Facilities such as high
school gymnasiums, community centers, National
Guard armories, theaters, firehouses, or even a
parking garage are possibilities. To the extent pos-
sible, the space should allow all the participants to
be visible to each other, but should also include a
number of private rooms for meetings.

When choosing potential sites, agencies should
conduct a security survey of the facility and sur-
rounding areas to assess the ease in which unau-
thorized personnel or the press could enter.
Agencies need to have, or develop, a plan for site
security, including access and identification cre-
dentials for such individuals as investigators, sup-
port staff and media. The Secret Service and ATF
provided this function for the Montgomery
County task force.

Prior to an incident, agencies should develop plans
that consider how they will obtain resources nec-
essary to operate a command center. Agencies
should acquire, or know where to acquire, critical
resources such as phone lines, computers, genera-
tors, tables, flip charts, chalk boards, paper, pens,
food and beverages.

Managing Human Resources

The JOC was the second level of management,
directly below the three executives who led the task
force. An Operations Group ran the JOC on a daily
basis. Like the three executives who led the task
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force, the JOC operations group consisted of three
individuals, one each from the MCPD, FBI and
ATE. These individuals worked together, using a
consensus model of decision making. To assist
them in assigning work, the space in the JOC was
divided according to function (see Appendix F for
a floor plan template), and included a number of
tables and desks arranged by focus. The primary
functions in this JOC were the following:

+ Intelligence

* Investigations
* Logistics

+ Evidence

+ Liaison

+ Rapid Start

+ Crime Analysis
+ Tactical

* Negotiations
* Legal Team

+ Command

Several hundred law enforcement personnel oper-
ated out of the Montgomery County JOC. Few of
them had ever worked together before, and an
even smaller number had ever worked in a JOC.
Those who were responsible for creating order in
the JOC pointed to the need to establish a division
of labor and to staff all positions adequately.

A division of labor, based on functional responsi-
bilities, is crucial to effective command post man-
agement. Individuals who will assume key respon-
sibilities need to be assigned full time to the JOC
and relieved of their routine responsibilities.
Leaders have to ensure that no one person is tak-
ing on too much responsibility or stretching him-
or herself too thin. To help with this, primary, sec-
ondary and relief positions are necessary for
supervisory and coordinating functions.

Those working in the JOC need regular breaks to
guard against burnout. It is imperative that people
be sent home for rest, sleep, food and days off. All
shifts should be fully staffed and provided a relief
factor. Supervisors should remain on the same
shift to ensure consistency with personnel. When
changing shifts in the command center, managers



must ensure that the outgoing shift briefs the
incoming shift. These briefings are paramount and
must be held regardless of what else is occurring.

Liaisons or representatives from participating
agencies stationed at the command center need to
be at least middle managers, capable of making
decisions for their agencies. This is especially true
once an agency has initiated an investigation.
Conversely, command center leaders must wel-
come all liaisons from those agencies with inci-
dents and include them in briefings and decision
making.

Whenever agencies send investigators to a com-
mand center they must also send an appropriate
number of supervisors to accompany them,
preferably adhering to ratios currently used by
their agency. These visiting supervisors should
have a point of contact in the host agency, presum-
ably a supervisor of equal or greater rank.

Security and Logistics

Those interviewed for the project identified a num-
ber of helpful considerations when establishing or
managing a command post. Though not exhaus-
tive, this list provides a range of helpful suggestions
that can guide others undertaking a JOC:

+ The command post should not be in a facility
used for normal resident walk-in business,
such as obtaining traffic crash reports.

+ A controlled front gate and badge system are
needed to allow access into parking facilities.

+ Limit access to only those individuals
required to be in the command post.

+ Set up a separate staging area and room for
officers who will work surveillance and
operational details.

+ Designate a space that investigators can use to
convene by themselves to review and discuss
leads.

+ Limit phones and radios in rooms during
briefings as phones can be used as listening
devices. This will limit distractions and
opportunities for leaks.

+ Compile a phone book of key people in the
command post.
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+ Catered foods are essential for staff, but keep
them out of the central command post. This
helps staff take breaks away from their desks
and keeps work areas clean.

+ Wait a few days after the end of an event to
break down the command post, just in case it
has to go back into operation.

EMPLOYING MILITARY ASSETS

The unusual nature of the sniper case led to the
involvement of unique federal resources—assets
designed for military missions. The U.S. Army’s
RC-7 Airborne Reconnaissance Low Aircraft were
used to provide aerial surveillance with night
vision capabilities in an attempt to detect muzzle
flashes from guns. The decision to use the military
in a criminal case was highly unusual, notably
because of the separations required by the Posse
Comitatus Act that prohibits the military from
performing civilian law enforcement functions.
The separation was maintained in the sniper case
by stationing law enforcement personnel in the
aircraft to conduct analyses of surveillance results
and make decisions about subsequent law enforce-
ment operations. The request for the equipment
came from the task force leadership through the
FBI, and was authorized by Secretary of Defense
Donald Rumsfeld.

CONCLUSION

Local and state law enforcement agencies need to
be aware of available federal resources and how to
access them. Agencies also need to consider how
command centers should be managed and how
they will function in the overall investigation.
Implementing a large command post, like a JOC,
will be a new experience for many law enforce-
ment agencies. The command post may not be a
usual part of how the organization does business,
and it will pose challenges and demands never
before encountered. One manager posed the ques-
tion, “Does creating a JOC create the perception
that the JOC is the most important element in the
investigation?” In much the same way that an exec-
utive can spend too much time on one aspect of
the investigation, agencies can become fixated on
the centrality of the command post. An FBI official
charged with establishing and managing a JOC
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stated that the function of the JOC is to “manage,
support and coordinate, but not take over the
investigation.”

LESSONS LEARNED

Accessing Federal Resources

+ Federal law enforcement resources can
augment those of local and state agencies,
especially in multijurisdictional investiga-
tions, without having to take control of the
investigation.

+ Local, state and federal law enforcement offi-
cials should work to develop a better under-
standing of how federal resources can assist
state and local agencies. Federal agencies can
help by delineating and disseminating their
protocols for providing assistance in high-
profile, complex, or multi-agency investiga-
tions. Federal officials must explain their
responsibilities in the event a local crime is
judged to be a terrorist act. Federal and local
officials may need to consider a seminar for

have specialized forensic abilities. Local law
enforcement should understand these areas of
expertise and draw upon those that match
their forensic needs.

The U.S. Marshal’s Service has the legal
authority to federally deputize local and state
law enforcement officers.

Other federal agencies can also request that
local law enforcement be deputized to assist
in serving warrants outside the jurisdiction or
state, making arrests and more.

Engaging the Critical Incident Response Group
+ The FBD’s Critical Incident Response Group

(CIRG) facilitates the Bureau’s rapid response
to, and the management of, crisis incidents.
CIRG integrates tactical and investigative
resources and expertise for critical incidents
that demand an immediate law enforcement
response. CIRG assistance can be requested
through FBI Field Offices’ Special Agents in
Charge.

local executives on the Serial Killing Law and
other federal resources.

Coordinating Federal Resources

+ Federal law enforcement agencies need to coor-
dinate their own responses when assisting local
or state agencies. State and local law enforce-
ment felt that federal agencies should consider
being under the leadership of one agency or
person during these complex investigations.

+ To facilitate coordination and control, local
agencies need to incorporate into their pre-
planning how they will manage the large
number of investigators that could arrive
from the FBI, ATFE, U.S. Secret Service, U.S.
Marshals Service, other federal agencies, state
law enforcement agencies and other local
jurisdictions.

» Local, state and federal officials should meet
during non-stress times to develop both
informal and formal working relationships.

Understanding Federal Expertise
« The FBI, ATF, DEA and Secret Service, as well
as other federal law enforcement agencies,
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Working with the Critical Incident Management
Response Team (CIMRT)

+ State and local law enforcement should be
aware of the resources that the ATF’s CIMRT
can contribute to a multijurisdictional investi-
gation. Personnel on this team have been
trained in crisis management, critical incident
resolution and joint operations.

Setting Up Joint Operations Centers (JOCs) and
Command Centers

+ Local agencies need to consider how com-
mand centers should be managed, and how
they should function in the overall investiga-
tion. Implementing a large command post,
like a JOC, may be a new experience for many
law enforcement agencies. Command posts
may not be a part of how the organization
normally conducts business, and they will
pose challenges and demands never before
encountered.

+ Local law enforcement should develop or
obtain training in managing command posts,
including the federal JOC, with particular
emphasis on functional organization, responsi-



bilities of key personnel, room and space
requirements, and other basic decision making.
Local and state agencies should identify a
minimum of 5,000 square feet of space for an
effective command post. One primary and
several secondary sites are preferable and
these may include high school gymnasiums,
community centers, National Guard armories,
theaters and even parking garages.

To the extent possible, the space should allow
all of the participants to be visible to each
other, but should also include a number of
breakout rooms for meetings as well as stag-
ing areas for officers working surveillance and
operational details.

Identify any security concerns for the facility
and the surrounding areas. Agencies should
develop a plan for site security, access and cre-
dentials for people who will be on site.

Prior to an incident, agencies should engage
in a planning process that considers how they
will obtain resources necessary to operate a
command center. Agencies should be pre-
pared to acquire critical resources such as
phone lines, computers, generators, tables, flip
charts, chalk boards, paper, pens, food and
beverages.

A division of labor ensuring that no one per-
son is taking on too much responsibility
should be set in place with the requisite pri-
mary, secondary and relief positions necessary
for supervisory and coordinating functions.

A full-time staff for the JOC should be set up
with officers receiving regular breaks, time for
rest, sleep, food and days off to help guard
against burn-out.

Supervisors should remain on the same shift
as investigators to ensure consistency.

When changing shifts in the command center,
ensure that the outgoing shift briefs the
incoming shift no matter what is happening.
Representatives from participating law
enforcement agencies must be included in
briefings and decision-making meetings.
When participating agencies detail investiga-
tors to a command center, they must also
send the appropriate number of supervisors
to ensure adequate staffing.

CHAPTER THREE

Employing Military Assets
+ U.S. military assets can provide law enforce-
ment with sophisticated technology, but can
only be used in accordance with the Posse
Comitatus Act.

Federal Law Enforcement Resources
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CHAPTER FOUR

Managing Investigations

INTRODUCTION

his chapter focuses primarily on the expe-

riences and lessons learned from the ways

investigative resources were organized and
how the investigations were managed during the
sniper case. The following topics will be covered:

* Defining the roles and responsibilities of
investigative personnel

+ Controlling and coordinating investigative
resources

+ Securing and processing the crime scene

+ Managing leads

+ Integrating the role of prosecutors

This chapter does not discuss evidentiary matters
or assess investigative personnel’s decisions or
actions. Rather, it identifies organizational and
procedural challenges that law enforcement agen-
cies will encounter when conducting an investiga-
tion of a highly visible crime or when partnering
with other agencies to conduct combined investi-
gations. It attempts to address some of the chal-
lenges that investigative personnel encountered
during the three-week sniper spree:

+ How should agencies manage a complex
criminal investigation?

+ How can officials focus on the investigation in
the face of significant distractions?

« What are the roles and responsibilities for
investigators, managers and executives in
complex investigations?

+ How can managers coordinate investigative
resources?

+ What should the size of the crime scene be?

+ What are the obstacles to effectively managing
crime scenes?

+ How should investigative managers assign and
track leads?

For the sniper case investigative personnel, these
questions were not always anticipated or easily
answered. For example, regarding the size of the
crime scene, Prince William County Police
Department officials had the foresight to pre-plan
for an unusually large crime scene in the event of
a sniper shooting in their jurisdiction. Despite
their best efforts to predetermine an appropriate
perimeter, officials were forced to increase the size
of the crime scene once a shooting occurred.

“Whatever the size of the crime scene,
double it.”

Chief Charlie Deane,
Prince William County Police Department

In another example, Fairfax County Police
Department officials, who also engaged in careful
planning for a potential shooting, never expected
several hundred law enforcement officers (many of
whom were federal agents) to show up at their
crime scene. As with other efforts in this case, too
many local, state and federal personnel acted inde-
pendently, believing their presence would make or
break the investigation. So, while Fairfax County
officials had planned for a big turnout of law
enforcement personnel, they did not anticipate
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having to assign extra patrol officers to manage all
those who showed up at the scene.

“When | arrived at the Home Depot
crime scene, | looked at the parking
lot and saw in excess of 200 law
enforcement personnel and thought,
this is going to be a challenge.”

Chief Thomas Manger,
Fairfax County Police Department

Based on the sniper case experiences, as well as the
opportunity for law enforcement officials to retro-
spectively evaluate what worked and what did not,
it is possible to extract lessons for other agencies to
consider when investigating a high-profile crime.
Of course, a complete appreciation of the chal-
lenges of such an investigation needs to be consid-
ered in conjunction with other aspects of agency
or task force operations, such as leadership and
task force governance (Chapter Two) and infor-
mation management (Chapter Five).

Background
The following timeline shows the sequence of shoot-
ings in the jurisdiction in which they occurred.

Day I:  one homicide in Montgomery County.
Day2: four homicides in Montgomery County.
Day 2:  one homicide in Washington, D.C.

Day 3:  one critical shooting in
Spotsylvania County.

Day 6: one critical shooting in Prince
George’s County.

Day 8:  one homicide in Prince William County.
Day 10: one homicide in Spotsylvania County.
Day 13: one homicide in Fairfax County.

Day 18: one critical shooting in Hanover County.
Day 21: one homicide in Montgomery County.

Day 23: two suspects arrested in Frederick County.

Seven agencies had to investigate a shooting or
homicide in their own jurisdiction. Consistent
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with existing protocols, each agency conducted its
own investigation, but coordinated that investiga-
tion with the Montgomery County Task Force.
These agencies sent information to and received
information from this task force. Not every agency
sent or received all information about their inves-
tigation, but selectively sent information accord-
ing to their assessment of whether it would bene-
fit the greater task force investigation. In an effort
to enhance coordination, Montgomery County
task force-based FBI, ATF and local investigators
were assigned to each shooting regardless of loca-
tion to review evidence and investigative results.

DEFINING THE ROLES AND
RESPONSIBILITIES OF

INVESTIGATIVE PERSONNEL

One of the striking differences in high-profile
investigations like the sniper case is that the inves-
tigations were conducted in a “top-down manner.”
Virtually every other law enforcement investiga-
tion, including homicides and other serious
crimes, are “bottom-up”—that is, a detective has
primary responsibility for conducting the investi-
gation, making many of the decisions regarding
collecting and analyzing evidence, managing leads
and interviewing witnesses and suspects. In top-
down investigations, law enforcement executives
and managers primarily control the investigation.
The best method will reflect a balancing of the two
approaches—with executives providing leadership
support and resources to the investigators who
specialize in this work every day.

Investigators

Because it is so radically different from standard
procedures, the top-down approach can create sig-
nificant confusion in the management of the
investigation. In particular, this approach plays
havoc with the roles and responsibilities of key
individuals. Investigators who are usually in
charge of case investigations may find their roles
changed in high-profile cases. Agency executives
or investigative managers may take control, or
exert substantial influence over the case; and pri-
mary investigators may have to accept that high-
profile cases belong to everyone.



“As much as possible, | tried to treat
this as a normal investigation.”

Captain Barney Forsythe,
Montgomery County Police Department

Because of the pressures they feel from external
stakeholders during a high-profile case, executives
and managers will want to get more involved in
the decisions usually left to primary investigators.
One manager also noted that the size and high-
profile nature of the sniper investigation led to the
involvement of hundreds of investigators, creating
human resource management problems that pri-
mary investigators do not routinely handle.

Having to share decision-making responsibilities
with others, or actually losing those responsibili-
ties, may be difficult for local investigators to com-
prehend, and may leave them unsure of what to
do. In the sniper case, several investigators said
they were stuck handling administrative and even
clerical duties. “We were told what to do rather
than deciding what to do,” one investigator said.
Not surprisingly, investigators who frequently had
considerable autonomy in conducting an investi-
gation felt their expertise was not used fully.
Investigators interviewed for the project expressed
their frustration at the uncertainty over their roles
and the inability to contribute to the investigation.
Some local investigators said their motivation
sometimes waned because they could not be more
proactive or could not receive vital information.

While investigators and managers acknowledged
the human resource management challenges of
such a large investigation, they insisted that agen-
cies must begin with the principle that the primary
investigator must have the support and latitude to
be effective. To be a lead investigator requires a
certain amount of skill, training and experience—
experience gained by investigating crimes over
several years. As one investigator said, “This is
what we do every day. Why wouldn’t a chief want
us to lead the investigation?”

Yet, in speaking to some of the chiefs and sheriffs
involved, they indicated that because of the enor-
mous public pressure and community fear they
needed to be more involved than they normally
would be in a homicide investigation. Other chiefs,
however, felt it was critical to delegate authority to
those who act as investigators day-in and day-out.
The investigators may be most successful when they
are given both the authority and resources to do
what they do on a daily basis. This does not mean
that the chiefs or sheriffs abdicate their roles; rather,
like any effective leader, they need to manage all
aspects of the investigation while not getting
bogged down in the minutia of the investigation.

“Not every police official is capable of
being a primary investigator.”

Sergeant Roger Thomson,
Montgomery County Police Department

Many investigators stressed their need to stay
informed about developments in the case. This is
especially important when other agencies get
involved, and points to the need to develop proto-
cols for sharing information with all key personnel.
Some individuals believed that there were person-
nel from law enforcement agencies who withheld
information from others because they thought they
could make better use of that information or to
control leaks. Information cannot be withheld from
investigators for these reasons.

Investigators from different jurisdictions must
commit to regularly communicating with one
another to improve cooperation and information
exchange. Sniper case investigators organized their
own conference calls, separate from the executives’
conference calls. However, because of fears that
reporters might gain access to the calls, they later
organized face-to-face meetings. Both the confer-
ence calls and the in-person meetings proved valu-
able in keeping the investigators informed about
case developments. A number of the investigators
knew one another from working on previous cases
together, while others were first-time collabora-
tors. Those interviewed stressed that pre-existing
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relationships among task force investigators can be
vital to the investigation’s success.

Building these relationships can be difficult because
of regular turnover among investigative personnel.
Law enforcement agencies must make the necessary
effort to foster these positive relationships among
key personnel and counter the effects of turnover.

Agencies must consider how they will use all inves-
tigators to achieve optimum effectiveness, which
in many investigations will begin with their shar-
ing information.

Managers

Investigative managers, like other key personnel,
found that this high-visibility case placed enor-
mous demands on them. The amount of work was
overwhelming, and unfamiliar duties and respon-
sibilities challenged even the most resourceful
commander. However, managers believed they
were well served by focusing on the tasks they nor-
mally fulfill in any investigation—manage work-
load, provide oversight and coordinate resources.

“Chiefs and managers need to realize
they may never have a good feeling
about these major investigations simply
because they are so difficult to control.”

Chief Terrence Sheridan,
Baltimore County Police Department

A particular challenge for managers was to carefully
assess how much work they assumed and the extent
to which they became involved in tasks they do not
normally perform. Many tried to adhere to proto-
cols for other investigations. For example, a number
of local agency commanders who did not normally
investigate crimes said they tried not to get involved
in investigative functions. Their true value, they
believed, was to facilitate and coordinate the investi-
gation, and procure resources for investigators.

The focus group revealed that in multijurisdic-
tional cases in the United Kingdom, the investiga-
tive case manager is the primary investigator and
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relies on a team of investigators to track leads and
interview people. When several agencies join
forces in a multi-agency investigation, case man-
agers from those different agencies designate a
lead chief investigator. American law enforcement
agencies may want to adopt this protocol by
appointing a supervisor or manager as the pri-
mary investigator. The primary investigator
should have an executive or resource officer to
help manage and follow up on details, such as
making staffing charts, briefing executives and
coordinating resources with other agencies. The
primary investigator should focus on the work of
detectives and the crime scene. Further, they could
employ investigative coordinators to supervise
several primary investigators and coordinate
efforts with those in other agencies. These coordi-
nators can ensure that support personnel and
other resources are available to investigators.
Coordinators may also act as a “buffer” between
investigators and other agency personnel who
want or need answers to questions or additional
information.

“To be effective, a manager must see
things through different eyes.”

Captain Barney Forsythe,
Montgomery County Police Department

Managing investigators’ assignments and work-
load can be especially demanding when they
demonstrate a strong personal commitment to
solving the crime. Commanders must strike a bal-
ance between keeping a critical investigator in
place for the duration of the investigation and
ensuring that all investigators get rest and time off.
Managers should come down on the side of pro-
viding adequate relief and replacement, especially
if the investigation shows any signs of being pro-
longed. To prevent burn-out, managers must
monitor investigators’ workloads and any other
demands on them, and get people the time off they
need—even if they say they do not want it. As with
investigator relief and back up, managers should
ensure that crucial managerial and decision-mak-
ing positions are adequately staffed.



Because the pace of these investigations can be so
fast and the workload so taxing, even commanders
with extraordinary recall may find that they sim-
ply cannot remember everything that has hap-
pened. For example, several managers from the
Montgomery County Police Department spoke
about how decisions were made and orders given
without them ever being put in writing. While this
practice was needed to keep pace with events, it
made it difficult to recall later when and how deci-
sions were made.

To guard against this, managers should task sup-
port personnel with maintaining an investigative
log. The log should be a timeline of significant
events, information developed, received and acted
upon. Not only will it help managers remember
what has transpired, it will facilitate information
sharing among investigators. Commanders should
routinely review this log.

An important lesson from the sniper case is that
managers should avoid the tunnel vision that may
accompany stressful investigations. One way to
avoid this is to determine specific roles and dele-
gate responsibilities. The overworked manager is
far less capable of seeing the entire investigation.
Another way is to rely on the expertise of investi-
gators. Managers should be briefed by several
investigators and not become too dependent on
one or two investigators when staying apprised of
case developments.

CONTROLLING AND COORDINATING
INVESTIGATIVE RESOURCES

Maintaining Control in One Agency

Investigative coordination and control is crucial
when so many resources from one agency are
devoted to an investigation. The effect of a notori-
ous crime and the resulting investigation can have
an immediate and significant impact on an agency.
In the sniper case, the Montgomery County Police
Department reorganized criminal investigative
units, sections, divisions and entire bureaus to
meet the increased workload. Investigators were
reassigned to handle the existing workloads of
major case investigators who were focused on the

sniper shootings. Investigative policies and proce-
dures were changed to reflect the reorganizations
and reassignments. In addition, some ongoing but
less critical investigations were suspended. The
Fairfax County Police Department reassigned
investigative personnel as well. However, Fairfax
County (with just one shooting) did not have to
reorganize as extensively as Montgomery County
and left investigators in specialized investigative
units (i.e., sex crimes, auto theft) to retain some
investigative expertise in each unit to handle rele-
vant cases.

“In retrospect, | would have initially
sent only half the resources | did
to avoid cluttering.”

Superintendent David Mitchell,
Maryland State Police

Coordinating Multiple Agencies

When several agencies are investigating related
crimes, and when federal agencies provide
resources and assistance, coordinating these
resources can be an overwhelming task. Area agen-
cies that are not immediately involved in a devel-
oping crisis can help a task force operation by
developing a list of resources that are available to
deploy if needed, advise the task force of them and
then wait to be contacted.

In addition, to maintain control of investigators
and coordinate among agencies, the leadership can
form investigative teams comprised of two detec-
tives from different agencies. The Montgomery
County task force paired a local officer with a fed-
eral officer; and matched an “out of town” investi-
gator with someone familiar with the area.

“We could not have solved this case
as quickly as we did without the
involvement of the FBI, ATF and

other federal partners.”

Chief Charlie Deane,
Prince William County Police Department
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Investigators and managers from local agencies
spoke about the coordination challenges in the
sniper investigation. As previously stated, some of
those challenges included investigators from other
local agencies being involved in the case. These
extra personnel had an enormous positive effect
on those agencies’ ability to investigate the homi-
cides and shootings. A number of these investiga-
tors, however, arrived without supervisors.
Officials from every agency with a homicide or
shooting praised the help of these “loaned” offi-
cers, but also pointed out how the lack of supervi-
sory staff and a vague chain of command created
control and coordination problems.

Federal investigators created other challenges
because of their latitude to travel and work freely
among the local jurisdictions, unlike investigators
from the local agencies. Local agency personnel
can “travel” anywhere, but lack authority to act in
other jurisdictions. This distinction is important,
as federal investigators may show up during simi-
lar investigations unexpectedly. According to
many local and state representatives interviewed,
federal law enforcement agencies provided valu-
able assistance and resources. Indeed, some of
them believed the case might not have been solved
so quickly without the help of federal agencies.
Nonetheless, the presence of several hundred fed-
eral investigators challenged local investigative
managers from a coordination standpoint. Some
other related challenges for local managers includ-
ed the following:

* Determining the roles of so many unexpected
agents/investigators

* Duplicating investigative efforts

+ Addressing agents’ inexperience with
homicide investigations or unfamiliarity with
a particular local jurisdiction

“The investigative command and
control in our task force went ahout
as smooth as it could.”

Colonel Gerald Massengill, Virginia State Police
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Both local and federal officials cited numerous
instances of a few federal officers (i.e., investigators,
tactical teams conducting surveillance and counter-
sniper operations) operating in local jurisdictions
without the knowledge of the JOC, the respective
local agency and even federal supervisors. These
actions had no long-term detrimental effect on the
investigation, but they did create work for local
managers who were trying to coordinate local, state
and federal resources. Perhaps more important, it
gave the perception that not every federal officer was
committed to the “team” approach that ultimately
drove this investigation’s success. This problem was
not unique to federal agencies but was a concern
with some local personnel as well.

“Everyone had good intentions for
cooperating, but sometimes
actual behavior complicated

investigative operations.”

Sheriff Stuart Cook, Hanover County Sheriff’s Office

SECURING AND PROCESSING THE
CRIME SCENE

As any law enforcement officer knows, a crime
scene can provide a wealth of information that can
help investigators solve a case. In the sniper case,
the shooters left written messages at three of the
crime scenes—messages that proved instrumental
in solving the crimes, but also had significant
effects on other aspects of the investigation, such
as media relations and suspect negotiations.

Monday, October 7, 2002

Benjamin Tasker Middle School,

Prince George’s County

Bowie, Maryland

In the surrounding woods 150 feet from the school,
Prince George’s County Police officers discover a
death card from a tarot deck with a written mes-
sage: “For you Mr. Police...Code: ‘Call me God.’
Do not release to the press” On October 8,
local news station WUSA-Channel 9 and The
Washington Post report the tarot card’s existence,
which led to a contentious press conference at
which Chief Moose chastised the media.



Saturday, October 19, 2002

Ponderosa Steak House, Hanover County
Ashland, Virginia

Investigators conduct a grid search of the area
and discover an envelope containing a letter from
the shooters. They bag the envelope as evidence
and send it to the FBI lab for analysis. To pre-
serve critical DNA and fingerprint evidence,
investigators needed to wait until the envelope
was processed before opening and examining its
contents. Had investigators opened the envelope
immediately, the critical link would not have
been made between the forensic evidence on the
letter and the suspects. The letter would later
reveal the shooters’ message that they would call
law enforcement at 9:00 A.M. the following day at
a pay phone. Telephone contact was established
later that day with the snipers.

This was the same letter that contained the post-
script, “Your children are not safe anywhere at
anytime” that caused Richmond-area schools to
close for two days while those in northern
Virginia and Maryland remained open.

Tuesday, October 22, 2002

Montgomery County Ride-On Bus, Route 34,
Grand Pre Road

Silver Spring, Maryland

The shooters leave a third message. In addition to
other requests, it states simply: “Your incompe-
tence has cost you another life.”

Establishing, securing and managing crime scenes
were enormous challenges for the local law
enforcement agencies. The demands grew with
each successive shooting, and seemed to be espe-
cially difficult for those shootings that occurred
after sunset, perhaps because agents and investiga-
tors who were already home for the evening
responded to the scene. The three greatest chal-
lenges for agencies were determining the size of
the crime scene, managing/controlling law
enforcement personnel and the media, and coor-
dinating the resources of different agencies.

“Managing a crime scene consists of
briefing bosses and providing leadership
for investigators. Too often, these are
conflicting responsibilities.”

Lieutenant Bruce Guth,
Fairfax County Police Department

The weapon used in the shootings, the possible dis-
tances between the shooter and the victim, and
uncertainty over the shooter’s location created chal-
lenges for local agencies in determining the size of
the scene. They quickly discovered the importance
of establishing perimeters far enough out from the
victim to ensure that the crime scene was large
enough to allow for unimpeded processing. Several
of the agencies had never managed such a large
scene before, primarily because they had never
investigated this type of long-range shooting.

While trying to determine the size of the crime scene,
agencies also had to control access to and manage
those people and resources that were allowed in the
scene. These challenges were daunting.

“One of the most useful experiences
for our agency was when [Chief]
Charlie Deane invited our detectives
to observe how [the Prince William
County Police Department] was
managing their scene.”

Chief Thomas Manger,
Fairfax County Police Department

Pre-incident planning by the Fairfax County
Police Department allowed its officers to designate
the lead detective, crime-scene technician and
on-scene supervisor ahead of time. However, as
mentioned earlier in this chapter, more than 200
law enforcement personnel came to the scene of
the Home Depot shooting, which was overwhelm-
ing despite preparation. Other agencies related
similar experiences about the number of people at
the scene.
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A few agencies said that, in hindsight, they let too
many people into the crime scene. For other agen-
cies, their attempts to limit access to the scene were
hindered by law enforcement personnel circum-
venting controlled access points.

Too many agencies drove their mobile command
posts to the crime scenes. This created confusion
and overcrowding, and frustrated efforts to com-
municate with agency representatives. Too often,
personnel from other agencies did not gather at
the primary crime scene command post, but
stayed in their mobile command posts.

“You only get one opportunity to
process the crime scene.”

Captain R.T. Colgan,
Prince William County Police Department

As part of any pre-incident planning efforts, agen-
cies need to develop procedures to establish and pre-
serve the crime scene. Procedures should include
managing visiting agency personnel. Agencies
should establish security for the crime scene and
limit access to only those who need to be there. At
least two, and maybe more, perimeters may be
required. One suggestion is for visiting agencies to
designate first-line supervisors to serve as commu-
nications liaisons to their personnel. Visiting super-
visors could remain in the second perimeter and
brief their investigators who would be in the outside
perimeter. This would help to keep the scene clear of
unnecessary people and enhance communication to
investigators while assignments are determined.
Agencies should also implement a secondary com-
mand post well outside the crime-scene perimeter as
a staging area for non-essential staff.

Every agency involved in the investigation has to
maintain discipline among its employees.
Personnel have to realize that not everyone has to
go to the scene, and not every person at the scene
has to be briefed.
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“Police work is local. Crimes are solved
by a cop on the street or a vigilant
citizen who passes on a lead, and not by
a ‘super sleuth’ in a remote location.”

Sheriff Stuart Cook,
Hanover County (VA) Sheriff’s Office

MANAGING LEADS

Too Much Information

Leads are the lifeblood of any investigation. In each
agency that had a homicide or shooting, investiga-
tors tried to manage leads according to standard
procedures. Agencies attempted to conduct and
manage the investigation as they would any other
major case. For example, in the Washington
Metropolitan Police Department (MPD), all tips
and investigative leads were filtered through one
investigative supervisor. Internal tips and leads were
assigned to MPD investigators who entered notes
and details on a “lead sheet” that was then entered
into an internal database. Tips that had implications
for other agencies’ investigations were forwarded to
the Montgomery County JOC after being entered
into the MPD database.

In the Montgomery County JOC, however, man-
agers had to consider the enormous number of leads
and the large number of investigators when devel-
oping procedures. The basic JOC process consisted
of supervisors distributing leads to 120 investigators,
who then followed up on the leads, prepared notes
on their findings and gave the notes to supervisors
for review. Even with this process, investigators
found that it was difficult to keep pace with the leads
as they poured in. In virtually no time, the JOC was
filled with boxes of reviewed but uninvestigated
leads. For investigative personnel, lead management
was a never-ending process.

“It was tempting to read every field
interview card, but every time | have
tried to micromanage something it
has been a failure.”

Chief Charles Moose,
Montgomery County Police Department




Sharing Information

An important part of a multi-agency investigation
is keeping all agencies informed about develop-
ments. Criminal leads and suspect information
must be disseminated to affected agencies as
quickly and accurately as possible. Not only is this
information essential to the criminal investigation,
it also can help to counter perceptions that infor-
mation is being withheld. The sharing of informa-
tion can be a delicate issue, but the eventual suc-
cess of any multi-agency investigation may hinge
on whether information is shared—or, the percep-
tion of whether information is being shared.

“Let the detectives be involved in
the information analysis and
sharing process.”

Detective June Boyle, Fairfax County Police Department

Some investigators (and patrol officers) believed
that information was deliberately withheld from
them. Some investigators said the leads they
received were often missing critical information
that would provide a context for the lead. But the
JOC managers insisted that there was no intent to
withhold information from investigators. Because
information came in from multiple sources, and
was not always available at the highest levels, the
challenges to disseminating information to all
involved was considerable. In fact, every effort was
made to share information with investigators.
Nonetheless, the perception remained throughout
the investigation and, for some investigators, even
after the arrests of the suspects. An important les-
son from this case is that—rightly or wrongly—
task forces have to recognize that some personnel
will perceive that information is being “held back”
and they need to proactively address those con-
cerns early and often.

“The bhottom line is that this case
had very little investigative information
to pass around.”

Lieutenant Philip Raum,
Montgomery County Police Department

Eventually the JOC came to rely on an
Investigative Team, comprised of seasoned and
experienced investigators who examined and eval-
uated leads before assigning them, and then again
when investigators returned them. This team
became adept at seeing the big picture and deter-
mining what actions were needed beyond current
efforts. In essence, it performed a quality control
function over field investigations by viewing
developments perhaps more objectively than those
so intimately involved in following up leads. Along
with seasoned investigators (i.e., homicide, rape,
robbery, violent crime task force), investigative
teams like this can be more effective when they
include intelligence personnel and crime analysts.

Protocols

When dozens or hundreds of investigators from
different agencies work together, it will be neces-
sary to develop protocols for investigative tactics.
For example, investigators should follow the same
protocol for verifying suspects’ alibis. These stan-
dard procedures help investigators do their jobs,
and help supervisors or quality control personnel
do theirs. Supervisors also need protocols for
reviewing investigators’ work and making deci-
sions about rechecking a lead, investigating other
leads that grew from the first or moving in a dif-
ferent direction.

“We thought more and more alike the
further we got into the investigation.”

SAC Gary Bald, FBI

Similarly, a task force should develop protocols for
interviewing and interrogating suspects, including
assigning investigators. While investigators from
different agencies and jurisdictions were assigned
to work together on investigating leads and for
surveillance, several investigators said that when
interviewing significant suspects, familiarity
between investigators was important. An interro-
gation is not the time or place for investigators to
try to develop a rapport. Instead, pairs or teams
used to working with each other should conduct
the interviews.
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“Key suspects should be interviewed
by a team of investigators that work
together on a daily basis.”

Detective June Boyle, Fairfax County Police Department

The overwhelming number of leads caused some
problems for investigators in the Montgomery
County task force, and likely will do so for any sim-
ilar investigation. These problems became obvious
once the investigation was well underway, and pro-
cedures were then implemented to correct them. For
example, the volume of leads contributed to redun-
dancies, such as two or more investigators unknow-
ingly interviewing the same person.

Managing the assignment of leads is essential, and
investigators need to report to supervisors about the
results of following up on leads, even when the effort
proves fruitless. Unlike a “routine” investigation in
which a lead would sit while an investigator was not
working, in significant investigations, leads have to
be worked around the clock. Informally handing off
a lead to another investigator is not the solution.
Rather, all leads have to be channeled through a lead
management system for tracking and transferring.

INTEGRATING THE ROLE OF
PROSECUTORS

During an ongoing multijurisdictional investiga-
tion, structured communication and coordination
between law enforcement and prosecutors is critical.
In the sniper case, law enforcement and prosecution
officials consulted with each other. In Prince
William County, police and prosecutors remained in
continuous contact, beginning with the police chief
calling the commonwealth’s attorney while at the
crime scene. Throughout the investigation, police
investigators and prosecutors discussed legal issues
and investigative tactics. In Montgomery County,
the JOC set aside a room for federal and local pros-
ecutors. Prosecutors communicated with each other
at the local and federal level as well as with prosecu-
tors across jurisdictional lines.

Although these arrangements enhanced commu-

nication, in hindsight, those interviewed for this
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project said a formal prosecution task force and
conference call schedule early in the investigation
would have enhanced information exchange and
coordination between law enforcement and prose-
cutors. Prosecutors should be brought into a case
as early as possible to facilitate cooperation and
assist in an impartial and thorough investigation.

“It is essential for future cases of this
magnitude that prosecutors have a
structure in place to work together.”

Paul McNulty, U.S. Attorney, Eastern District of Virginia

One example of collaboration between law enforce-
ment and prosecutors on high-profile cases is
Washington State’s Most Dangerous Offender
Program, which involves prosecutors early in an
investigation. Prosecutors are provided pagers and
respond to crime scenes along with investigators,
allowing officers to continually consult with prose-
cutors and investigate cases consistent with both
law enforcement and prosecutorial protocols. Early
and continuous consultation between investigators
and prosecutors is crucial to effective long-term
case investigation.

A prosecutor task force may not require the same
structure and leadership as a law enforcement task
force. For example, the leader of a prosecutor task
force does not have to be from the same jurisdic-
tion as the leader of the law enforcement task
force. The prosecutor who is least likely to prose-
cute the case may have the time and ability to serve
as a strong facilitator.

During an ongoing multijurisdictional investiga-
tion, prosecutors in all affected jurisdictions need to
communicate and coordinate resources in a struc-
tured manner. Prosecutors at the local, state and fed-
eral levels may have different views on legal issues
that could assist others with their legal strategies and
the ultimate prosecution of the suspect(s).
Prosecutors also can provide resources such as inves-
tigative tools and even pre-trial investigators.



“Juries are the ultimate judges of an
investigator’s work, but investigators
don’t always look at the case from
that perspective.”

Special Agent Brad Garrett, FBI

CONCLUSION

The successful investigation of major crimes is a
fundamental function of local law enforcement
agencies. In high-profile cases, the investigative
function can undergo significant changes or it may
even be neglected because of other case demands. To
the extent possible, law enforcement agencies should
try to use the same investigative model and proce-
dures used every day for other investigations.
Certainly, the creation of task forces and the atten-
dant demands associated with coordination of
resources and personnel will strain the investigative
function even more. The pressures of the case and
demands from external stakeholders will cause
agency officials to bring every resource to bear to
achieve a successful conclusion. All agency person-
nel must be aware of these forces at work, yet remain
focused on how to maintain a carefully ordered
approach that can be sustained over a long term.

“It’s not a question of if there will be
another multi-agency investigation;
it’s a question of when and where.
Law enforcement needs to get ready
for the next one.”

Detective James Trainum,
Washington Metropolitan Police Department

LESSONS LEARNED

Defining the Roles and Responsibilities of
Investigative Personnel

Investigators
* Primary or lead investigators who are accus-
tomed to taking ownership of their homicide
cases should be prepared to accept that, in
high-profile cases, managers or executives will
have a greater need to be kept informed of the
progress of the case and may from time to

time exert direction over the case.
+ Agencies must support the primary investigator.

Individual agencies and task forces need to
assign investigators capable of handling com-
plex or high-profile investigations.

Agencies and investigators should establish an

information protocol for following up leads at

the outset of a multi-agency investigation.

* Information should not be withheld from pri-
mary investigators in an attempt to control
media leaks.

+ Conference calls and face-to-face meetings can

help investigators from all involved agencies

exchange notes and plan investigative tactics.

+ Agencies should designate someone to serve as
a liaison between the investigators and other
agency personnel. This could be the role of an
investigative manager or a resource officer.

Managers

+ Managers must strike a balance between keep-
ing critical investigators in place for the dura-
tion of the investigation and ensuring that
they get rest and time off.

+ Managers should carefully assess how much
work they take on and the extent to which
they get involved in tasks they do not usually
perform. Investigators need a certain degree
of freedom and independence to investigate a
crime methodically.

+ Individual agencies, and especially task forces,
should consider appointing a supervisor or
manager as the primary investigator.

+ Supervisors who act as the primary investiga-
tor should have an executive or resource offi-
cer to help manage and follow up on details,
and coordinate resources with other agencies.

* The lead manager should focus on the work
of detectives and the crime scene.

+ Managers should ensure that crucial oversight
and decision-making positions are adequately
staffed.

+ Managers should seek the observations of
many investigators, not just one or two.

+ Managers should ensure the maintenance of
an investigative log to record significant
events, as well as what information is
received, developed and acted upon.
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Controlling and Coordinating Investigative
Resources

In dealing with high-profile incidents, special-
ized investigative unit expertise (e.g., gangs,
drugs) should be retained to the extent possible.
Assign investigators from different agencies to
work as teams when investigating leads (i.e., a
local officer with a federal officer, an out-of-
town investigator with someone familiar with
the area).

When an agency loans personnel to another
agency, it should send its own supervisors
with its patrol officers and investigators.

Task forces need secure communication capa-
bilities for conference calls.

Investigators should not leave their jurisdic-
tion or track a lead in another jurisdiction
without first discussing the matter with
authorities in that jurisdiction.

Federal investigators cannot “freelance” in
local jurisdictions without first alerting local
law enforcement and coordinating with com-
mand centers.

Securing and Processing the Crime Scene

60

Be prepared to expand, sometimes dramati-
cally, the size of the crime scene in the event
of a long-range shooting.

Designate a lead detective, crime-scene tech-
nician, and on-scene supervisor prior to an
incident occurring in your jurisdiction.
Develop procedures for establishing and pre-
serving the crime scene, including managing
visiting agency personnel.

Establish security for the crime scene and limit
access to only those who need to be there.
Visiting agencies should designate supervisors to
serve as communications liaisons to their per-
sonnel. They should also discourage their per-
sonnel from just showing up at a scene. Com-
mand and control structures exist to ensure that
appropriate resources are obtained quickly and
deployed effectively. An unexpected resource
generates unplanned work for crisis managers.
A secondary command post should be estab-
lished well outside the crime-scene perimeter
as a staging area to address any non-essential
staff at the scene.
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Managing Leads

Leads and suspect information must be dis-
seminated to affected agencies as quickly and
accurately as possible.

Officials should recognize and plan for the
situation in which some task force members
will perceive that information is being with-
held, whether it is or not.

Create an investigative team that serves a
quality control function and views develop-
ments objectively.

Investigators should report the results of investi-
gations to their supervisors, even when the lead
does not produce useful follow-up information.
Agencies will need a comprehensive lead
management system that includes tracking
procedures for receiving, assigning, reviewing
and transferring leads.

Supervisors should not filter information
(even in an effort to prevent media leaks)
before passing it along to investigators.
Supervisors need protocols for reviewing
investigators’ work and making decisions
about re-checking a lead, investigating other
leads that grew from the first or moving in a
different direction.

Task forces should develop protocols for
interviewing and interrogating suspects.
Investigators who are not accustomed to
working together should not jointly conduct
interviews of significant suspects.

(See Chapter Five for more on information man-

agement.)

Integrating the Role of Prosecutors

Law enforcement should invite prosecutors
into an investigation as early as possible to
answer questions, assist with search warrants,
and provide guidance for what will eventually
lead to a successful prosecution.

Prosecutors should explore how prosecution
task forces can influence high-profile investi-
gations and determine the protocols necessary
for effective coordination with law enforce-
ment agencies.



CHAPTER FIVE

Information Management

INTRODUCTION

his chapter discusses the collection,

analysis and dissemination of information

during the sniper case, and how these
functions influenced that high-profile investiga-
tion. It is meant to be instructive for any agency
facing a multijurisdictional effort. Specifically, the
chapter focuses on the following:

+ Ensuring telephone and radio communications

+ Setting up tip lines and call center management

+ Using case management systems

+ Enhancing information management and
intelligence analysis

+ Accessing criminal information databases

These functions are so closely related, indeed
interrelated, that determining where one system
ends and another begins can be difficult. These
functions also can have significant effects on an
entire investigation, influencing the work of inves-
tigators, patrol officers and crime analysts.
Organizing and coordinating these functions can
be incredibly challenging, especially when a case is
ongoing and dynamic.

“The sniper case started and
ended with a call to 911.”

Assistant Chief William 0’Toole,
Montgomery County Police Department

In fact, during the sniper case, not all of these sys-
tems were integrated to the degree that everyone

would have liked. The “1-800 Tip Line,” for instance,
was never fully integrated with the FBI’s lead
management system. This created considerable
difficulties for tracking information during the
investigation, including being able to identify which
jurisdictions had leads and the progress they were
making on them. Some of the questions that law
enforcement officials tried to answer during the
three-week shooting spree included the following:

* How can agencies handle the increased call vol-
ume associated with a significant investigation?
Should telephone tip lines be established in
one call center or multiple centers?

+ How can agencies implement, staff and man-
age a tip-line call center?

+ How should agencies collect, analyze and dis-
seminate telephone tips?

+ How do agencies synthesize information—
motor vehicle, criminal, suspect—across
jurisdiction and state lines and use it in a
meaningful way?

+ How can agencies analyze the vast amounts of
information collected during an investigation?

+ How can criminal and information databases
be used during an investigation?

The information management challenges during
this investigation were unprecedented. Though
some individuals have criticized law enforcement
agencies involved in the sniper case for failing to
manage the extraordinary volume of information
that this case generated, they often overlook that
there was no capable information management
system that could have accomplished those tasks.
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ENSURING TELEPHONE AND
RADIO COMMUNICATIONS

As with virtually any multijurisdictional, intergov-
ernmental law enforcement operation, telephone
and radio communications presented significant
challenges for officials involved in the sniper inves-
tigation. Perhaps the largest telephone equipment
concern occurred in the Montgomery County
JOC. While the command center was housed in an
existing office building, it lacked an electronic
infrastructure. Thousands of yards (if not miles)
of telephone and computer cables had to be pulled
through the building, and telephones had to be
installed.

The telephone system used in the Montgomery
County JOC lacked an in-house switching capabili-
ty and limited the ability of personnel to transfer
calls within the JOC. The JOC would have benefit-
ed from a private branch exchange (PBX) phone
system, which provides significant efficiencies in
routing phone calls into the center. PBX is an in-
house telephone switching system that connects
telephone extensions to each other, as well as to the
outside telephone network. It would usually include
functions such as routing outside calls, call forward-
ing, conference calling and call accounting.

In addition to telephone problems, the lack of inter-
operability created significant radio communication
issues among many local, state and federal agencies.
A notable exception was the combined radio system
used by virtually every local law enforcement agency
in the Richmond area. But even this system did not
preclude radio communication problems between
local, state and federal agencies.

Interoperability among law enforcement agencies
was limited in the Washington, D.C. area despite
several efforts to improve communications. The
MCPD distributed more than 40 800MHz radios
to Maryland State Police troopers. Federal agencies
distributed some portable radios with encryption
capabilities to provide secure communications,
but local clear channel radios could not be
encrypted. Nextel wireless phones and Blackberry
PDAs were also widely distributed and used for
voice and e-mail communications.
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SETTING UP TIP LINES AND
CALL CENTER MANAGEMENT

Background

The Montgomery County Emergency Commun-
ication Center (ECC), the 911 center, answered cit-
izen calls reporting the shootings on the first and
second days. During the second day, the ECC
began answering citizens’ calls about tips and
potential leads even before a tip-line was adver-
tised. The county moved quickly to establish a sep-
arate call center to handle tips, but the volume of
calls quickly overwhelmed the call-takers and the
initial eight telephones, as well as a subsequent
increase to twelve.

With assistance from the FBI and ATF an ad hoc
call center consisting of 15 and then 25 phone lines
was next established in the JOC, but that, too,
proved inadequate to handle the call load.

Eventually, the FBI’s Washington Field Office
(WFO) offered to assume responsibility for the
toll-free tip line and established a stand-alone call
center in the WFO, a 20-minute drive from the
MCPD. The call center was not located in the JOC
or any task force office. The field office relied on its
experience running a tip line in the aftermath of
the September 11 attack on the Pentagon and the
anthrax letters sent through the U.S. Postal
Service. The call center continually expanded until
it was using 100 telephones. Throughout the
investigation, the rate of telephone tips increased
daily. However, the times and sequencing of the
calls was unpredictable, although the calls always
spiked in the hours after a shooting. Overall, the
number of calls was staggering:

*+ On many days, more than 5,000 calls a day
came into the call center.

*+ On one day, the center received 10,000 calls.

* On Friday, October 11, the center received
more than 1,000 calls in one hour.

* During the course of the investigation, the
telephone tip lines received more than
100,000 calls generating some 16,000
investigative leads.



“Along with sending agents to the
affected jurisdictions, I volunteered
my office to stand-up the call center.
It was a difficult operation, but | felt
our recent experience with tip lines

could make a difference.”

Assistant Director In Charge Van Harp, FBI

Many of the calls did not provide credible infor-
mation, although the call-takers tried to write
down as much information as they could on the
standardized forms. When a call produced credible
information, the “tip sheet” was sent to the
Montgomery County task force, one of the local
task forces or directly to an agency, depending on
where follow-up should occur. Most tip sheets
were either hand-carried or faxed to the task forces
or agencies because of an inability to network with
the computerized lead management system, Rapid
Start. Some of those interviewed indicated that the
call center did not always document where the
information went or note its eventual disposition.

A variety of individuals from the WFO answered
calls. Some were FBI and ATF agents, but many more
were secretaries, clerical workers, agents-in-training
or civilian analysts. Most had never done this type of
work before and some even had reservations about
answering the calls. Eventually, a small number of
retired FBI agents answered calls too. Because of how
quickly this investigation developed, none of these
individuals were provided any significant training as
a call-taker. It was suggested that future operations
should, at minimum, provide written instructions
that can be shared with all call-takers.

Despite the centralized 1-800 number, many of the
local agencies that investigated shootings estab-
lished their own telephone tip lines and ran them
from local facilities. Many local and state 911 cen-
ters received calls from citizens with potential tips
during the three-week episode, even in jurisdic-
tions without a shooting. In those jurisdictions
that had a shooting, the volume of calls to the 911
centers increased in the immediate aftermath of
the shooting, and then spiked again whenever

another shooting occurred. For example, on Day
10, when Kenneth Bridges was murdered, the
Spotsylvania County Sheriff’s Office received
some 1,900 tip calls. At one point, the calls arrived
at a rate of 40 per minute. The same spike could be
observed even in agency call centers in jurisdic-
tions neighboring one where a shooting occurred.

Single or Multiple Call Centers

There were varying opinions about whether one
or multiple centers are preferable. Many officials
believe that telephone tip call centers should not
be run from a centralized location far from local
agencies, as this creates a disconnect between local
demands and the resources (in this example,
information) required to meet those demands.
Others believe one centralized call center is more
effective, as multiple tip centers in local agencies
impede the ability of a task force to centrally
monitor tips and leads.

The number and location of telephone tip centers
will probably be a function of the number of agen-
cies involved in the investigation as well as the geo-
graphic scope of the crime. A series of crimes in
close proximity might only require one telephone
tip center, while a series of crimes spread over a
large area might require several call centers to han-
dle the volume of calls. In the sniper case, residents
said that when calling the toll-free tip line, they
received a busy signal, which caused them to call
911 or even non-emergency numbers at local law
enforcement agencies. Also, multiple call centers
may be necessary to meet the desire of residents
who, in the sniper case, expressed an outright pref-
erence for calling their local law enforcement
agency rather than a centralized tip line or the FBI.
If residents decide to call local agencies, those
agencies have to be prepared to answer those calls
by having protocols to collect information from
the callers and forward it to the relevant task force.
Finally, choosing where to locate multiple call cen-
ters may reflect the respective ability of call centers
to collect the information and forward it to a local
task force or agency. If a particular call center is
unable to do that, agencies may feel compelled to
establish another center with a different telephone
number to receive and manage the calls.
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Managing Telephone Tips

Closely related to the number of and location of
call centers are the procedures for analyzing, dis-
seminating and monitoring the information
received from telephone tips. In the sniper case,
the WFO call center’s primary responsibility was
to collect information from the callers and for-
ward that information to the appropriate task
force or agency based on a determination by call
center managers. The call center personnel were
not supposed to analyze the tips and develop an
investigative strategy, nor were they to monitor
action taken on the tips by other agencies. When
an agency or task force received the telephone tip,
staffers reviewed it and assigned it to an investiga-
tor for follow-up.

According to officials interviewed as part of this
project, a call center would ideally be located in
close proximity to the primary JOC, and would be
under the control of the task force leadership or
the primary agency. This would allow for a tighter
connection between the call center and the lead
management operation, eliminating problems
such as incomplete tip sheets, tips going to multi-
ple agencies and redundant investigations of the
same tips. Preferably, this would be a seamless
operation in which one command would monitor
and track all telephone tips, leads and other infor-
mation. A local or state agency, for example, has
the potential to use a computer-aided dispatch
(CAD) capability to integrate electronic tips into a
case management system, eliminating the need to
record tips on paper and then have someone else
log information into a database. In the sniper case,
however, that was difficult because of the geo-
graphic scope of the crimes.

As the investigation consumed more land area,
some of the agencies felt their distance from the
WFO call center constrained their ability to receive
timely telephone tip information consistently. This
became a frustrating challenge to the investigators.
Many officials interviewed believe every telephone
lead should be controlled and disseminated from
one command-and-control center, assigned to an
appropriate investigative team and tracked cen-
trally. In essence, this is what each of the task

64 Information Management CHAPTER FIVE

forces tried to do with every telephone tip and lead
it received.

Coordinating multiple call centers and the lead
management process creates a variety of problems.
One of the most vexing is whether local agencies
should be sending telephone tips they receive to a
central lead management center. The preference of
many local agencies would be to control all locally
generated tips. The tip would be screened by the
local agency, and if it affected another jurisdiction,
it would be forwarded to the task force command
center or a central lead management center. If the
tip required investigation by the agency that first
received it, then that agency would investigate the
tip, and at least notify the central command of its
actions. Ideally, all agencies receiving calls should
use standard computer screens that could be
shared via electronic file. Then, personnel could
consolidate the data and include information
about to whom each tip was referred for investiga-
tion. It is critical to organize this information.

Staffing Call Centers

Telephone tip calls require significantly more time
to handle than the typical 911 call, which takes
about 40 seconds, according to officials in the
Montgomery County Emergency Communications
Center. This extra time requirement has significant
implications for using 911 operators to answer tele-
phone tip calls while still expecting them to provide
the usual level of service on routine calls.
Maintaining an ordinary level of service in extraor-
dinary times requires new strategies for handling
calls. The 911 centers will need a significant number
of additional operators and dispatchers, as well as
additional supervisors, as they will undoubtedly
receive some of the calls not answered by other call
centers.

In the sniper case, several call centers, including
911 centers and dedicated tip centers, were unable
to keep pace with the workload and may have
inadvertently disregarded calls from the suspects
because call-takers were overwhelmed, inade-
quately equipped or trained. Rockville, Maryland,
for example, is an incorporated city within
Montgomery County and has its own independent



police department. The Montgomery County task
force and JOC were headquartered within the
Rockville city limits. Consequently, the Rockville
police emergency operators received hundreds of
telephone tips, but could only advise the callers to
hang up and phone the toll-free tip line because
they lacked a mechanism for transferring the calls.

Call-takers may require reassurance to deal with
higher levels of anxiety associated with the
increased call workload and the stress of the entire
investigation. Call-takers must have the proper
training and be given procedures to follow. Retired
police officers may be able to staff call centers dur-
ing a high-profile investigation or critical incident.
(The National Center for Missing and Exploited
Children and the United Kingdom have success-
fully employed protocols for using a cadre of
retired officers who have passed background
checks and may be available to assist.)

Agencies may want to consider using a private
company to handle a telephone tip line and should
explore that option before a crisis occurs. In the
Baton Rouge serial murder case, the law enforce-
ment agencies contracted with a private telephone
communications company to run their tip lines.
The primary reason for this decision is that the
company had the expertise to handle the calls,
including sufficient telephones, the capacity to
digitally record every call, and trained and experi-
enced call-takers. The law enforcement agencies
involved in the investigation developed protocols
for the company to use when answering calls,
including how to handle “hot calls” that required
immediate law enforcement attention.

In Montgomery County, a privately operated tip
center offered to establish the telephone hot line
for the Sniper Task Force. The offer was consid-
ered, but declined when an agreement could not
be reached concerning continued use of a dedicat-
ed phone line and the need to properly vet
call-takers needed for a potential trial, as well as
issues regarding tip sheet retention. Obviously,
these are only some of several considerations in
determining whether to use a third party to oper-
ate a call center.

Preparation and Planning

Generally, law enforcement lacks coherent plans for
staffing telephone tip lines and training call-takers,
as well as procedures for answering calls and collect-
ing actionable information. Running a tip-line oper-
ation out of an Emergency Communications Center
requires a dedicated block of non-emergency tele-
phone lines, as well as an appropriate physical space
for call-handlers and equipment. Agencies should
identify a location that could be used as the tip line
center and have an incoming toll-free number in
reserve, or have specific contacts with communica-
tions companies and a plan for installing such lines
on short notice. Similarly, communication center
managers would benefit by knowing at least the
names of, if not having relationships with, key man-
agers in cell phone companies. Invariably, it seems,
agencies will find that they will have to request those
resources in the middle of the night.

If possible, agencies should have pre-existing pur-
chase orders, or at least procedures for emergency
purchase orders, for equipment that will be need-
ed in a crisis. Agencies should also predetermine
how to create budget line-item codes for major
events. This allows almost immediate tracking of
expenses related to the event.

The Montgomery County Police Department did
not have mutual aid agreements with other local
communication centers. The primary reason cited
by emergency communications managers is the dif-
ficulty, even impracticality, of learning different
phone and radio systems, especially in light of the
limited opportunities for mutual aid. Additionally,
many agencies do not use a standard 10-code lan-
guage, which just increases the learning curve for
dispatchers detailed to another emergency commu-
nications center. To avoid these types of difficulties,
a federally established center may be the best option.
As with all law enforcement functions, the key to
maintaining effective tip-line centers is to plan for all
contingencies and make appropriate preparations.

TRACKING LEADS

The FBI’s Rapid Start was used as a tracking system
and repository for telephone tips and other leads
for the Sniper Task Force. Rapid Start was set up in
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the Montgomery County JOC. A second Rapid
Start was set up by the FBI’s Richmond Field Office
in Fredericksburg, VA, in response to the shootings
in Spotsylvania County. The system was later
moved to the Richmond Field Office after the
shooting in Hanover County. Rapid Start is a stand-
alone system, thus the two Rapid Start systems were
never networked, nor were they connected to any
other information management system.

“Even though it had its problems, Rapid
Start was better than anything we had.”

Chief Charles Moose,
Montgomery County Police Department

The raw data for Rapid Start includes telephone
tips, leads and other information, such as license
plate numbers. All information entered into Rapid
Start must first be entered by hand onto a Rapid
Start Information Control Form. That form is
then manually delivered to data entry operators, in
this case FBI civilian analysts and MCPD civilians
(who received a 2-hour crash course in Rapid
Start), who keyed the information into the sys-
tem.32 As mentioned earlier, in the sniper case all
telephone tips from the WFO call center had to be
hand-carried or faxed from Washington, D.C. to
Montgomery County. Once information was
entered, Rapid Start had the ability to generate,
assign and track investigative leads.

Rapid Start’s Limitations

It is important to note that Rapid Start was devel-
oped as a system for assigning and tracking leads,
and was not designed to function as a comprehen-
sive case management system. Consequently, it
was unable to meet the demands of the sniper
case. The complexity and scope of the investiga-
tion generated so many tips and leads that data
entry operators were overwhelmed by the amount
of information involved. Indeed, in the central
Virginia JOC, license plate information was col-
lected at roadblock checkpoints with the intention
of it being entered into Rapid Start, but the pace of
the investigation and the amount of information
collected kept it from ever being entered.
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In addition, because Rapid Start is a lead-tracking
system, it has no basic analytic capabilities. It cannot
identify and analyze possible patterns of suspect
activity. Some investigators said that an over-reliance
on Rapid Start caused the case managers to focus too
much on individual leads, at the expense of investiga-
tive perspective and sophisticated analyses.

Other agencies have had similar experiences with
Rapid Start’s limitations. In the Baton Rouge seri-
al murder investigation, law enforcement agencies
overloaded Rapid Start with too much informa-
tion and rendered it unable to provide meaningful
analyses. Consequently, the Baton Rouge task force
created its own database using a Structured Query
Language (SQL) server with a search capability.

“Information systems do not solve
murders, investigators do.”

Captain A.J. McAndrew, Maryland State Police

In fairness, however, law enforcement’s expecta-
tions for Rapid Start frequently exceed its intend-
ed capabilities. Its protocols are as much for evi-
dentiary and prosecutorial needs as for analyzing
information to create credible leads for investiga-
tive follow-up. It is a stand-alone system designed
to be used in one site, and is not capable of man-
aging information for major investigations in
multiple sites. Its software is not compatible for
use with modems or networks.

But, Rapid Start can be left with a local agency for
continued use for case follow-up and prosecutori-
al assistance. Another advantage is that a great
number of leads can be entered into the system.

The FBI recognizes Rapid Start’s limitations and is
developing a new generation of lead-tracking sys-
tems. ICON Plus, which will replace Rapid Start, is
built on an Oracle database. It is a paperless system,

32 The FBI holds regional training seminars with coordinators
from law enforcement agencies who could then train others.
Two training programs are available at this writing: a two-
to-three hour overview and a full weeklong program.



eliminating the need for handwritten information
control forms. ICON Plus will be able to operate
with connectivity to a main server, and will have a
search capability from remote locations.

Building a Better Case Management System
Rapid Start, ICON or any system not routinely used
in the day-to-day operations of an agency will create
problems when people try to use it for the first time.
Lack of experience with a system makes people reti-
cent about trying it, especially during a high-profile
investigation. It is unrealistic to expect personnel to
learn a new system in the middle of a crisis.
Ultimately, agencies must try to make their case
management systems more robust, so they can han-
dle the demands of a complex investigation.

The effectiveness of law enforcement task force
investigations will be enhanced by a case manage-
ment system that

+ serves as the electronic repository for all tips,
leads and other information related to a case
including, for example, the capability to store
and analyze 100,000 telephone tips;

+ achieves portability;

+ remains compatible with systems in other
agencies;

+ has a web-based system accessible to
authorized agencies;

+ feeds multiple information systems based on
one-time data entry;

« performs sophisticated data analysis, such as
cross-checking and soundexing; and

+ provides action tasks for investigators to
consider.

ENHANCING INFORMATION
MANAGEMENT AND INTELLIGENCE

ANALYSIS

The Maryland State Police created and staffed an
intelligence center for the sniper investigation.
Using State Police resources, as well as those from
the Washington/Baltimore High Intensity Drug
Trafficking Area (HIDTA), the State Police were
able to mobilize an array of intelligence and analy-
sis resources that eventually used more than 140
different databases.

When the sniper investigation began, the
Washington/Baltimore HIDTA was in the process
of completing or installing a new case manage-
ment/crime analysis software package called Case
Explorer. Full presentation and implementation of
the software was not scheduled to occur for two to
three more weeks, but the crisis engendered by the
sniper shootings prompted its immediate rollout.
Word of the capabilities of Case Explorer had
already spread throughout the local law enforce-
ment intelligence community, so some of the man-
agers on the Task Force Intelligence Committee3?
were marginally aware of its usefulness.

“There are no perfect machines
to do this analysis; it still comes
down to people.”

Chief Charles Moose,
Montgomery County Police Department

Case Explorer is a case management application
developed for law enforcement and other public
safety organizations. It provides basic case man-
agement features, information sharing functional-
ities and analysis capabilities—allowing multiple
groups to manage case data within a shared data-
base. The software enables analysts to conduct link
analysis and create a variety of charts and maps.
The general consensus of the Intelligence
Committee was that Rapid Start was likely more
useful as a telephone tip database management
tool but not as a viable case management applica-
tion. They looked to Case Explorer to manage the
massive amount of information coming in
through tips and investigative processes.

Implementation

The task force intelligence component formed the
Analytic Center. The intelligence center initially
was housed in the Montgomery County Police

33 A number of committees were created as part of the task
force to manage specific aspects of the investigation, such as
public information and intelligence. The Task Force
Intelligence Committee was composed of intelligence ana-
lysts and investigators from law enforcement agencies in the
region.
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Training Academy, an off-site location from the
JOC. The training academy provided sufficient
workspace for the analysts as well as networked
computers. State police managers assumed respon-
sibility for the staffing, daily management and over-
sight of the Analytic Center. (The Analytic Center
was ultimately relocated to the JOC.)

HIDTA program managers prepared an intensive
but brief training session for all analysts and data
input personnel, and remained onsite to resolve
any operational difficulties with the software for
the duration of the investigation. By Wednesday,
October 9 (Day 8), the system was ready to receive
sniper investigative data. (Agencies interested in
installing Case Explorer prior to an incident would
have to allow HIDTA access to criminal suspect
information.)

Analytic Center Work Process
* Data Input. Data were entered into the Case
Explorer system based on information gath-
ered from the first series of shootings, result-
ing investigations and telephone tips.

+ Hit Identification and Review. Software gen-
erated numerous matches based on search
criteria, and analysts reviewed those matches.

+ Investigative File Development. Valid hits
went to a “Work-Up Group” of analysts who
prepared all necessary background informa-
tion for an investigator’s file.

+ Investigative File Review and Assignment.
The Analytic Center supervisor reviewed the
investigator’s file, and assigned it for analytic
follow-up.

+ Database Integration. As the system began
working, the Analytic Center imported data
from a variety of information systems, (e.g.,
state criminal information databases, motor
vehicle departments, and courts). An intelli-
gence manager contacted the respective
information system manager, identified the
data needed and the format, and provided
instructions for securely sending the data to
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the intelligence center. Data updates into Case
Explorer occurred several times daily through
online data transfers or on CDs that were
delivered to the Analytic Center.

+ Investigative Hits. As investigative parameters
expanded, the number of hits quickly
approached several hundred thousand, and
effectively overwhelmed the investigative
capacity of the task force. Consequently, the
Analytic Center modified its definition of a
valid hit as a circumstance in which individu-
als, places or things would arise out of the
convergence of two or more data elements.
For example, a person owning a white van,
living in the area of the shootings, and regis-
tered as the owner of a .223 rifle constituted a
valid hit. Simply being an owner of a white
van would no longer place the person into an
investigative file.

Coordinating Intelligence and Investigations
Integrating the analytic and investigative functions
were complicated by the distance separating them
and lack of face-to-face communication. While the
police training academy enabled the quick estab-
lishment of the Analytic Center, the off-site loca-
tion created communication problems between
the analytic, investigative and operational com-
mand components of the task force. The commu-
nication of real-time information to the JOC
occurred through the standard reporting process-
es (several daily meetings at the supervisory lev-
els). As a result, many investigators did not even
know the Analytic Center existed—they would get
their files, conduct follow-up investigations and
then return their findings to supervisors. Feedback
from the investigators to the intelligence analysts
did not exist on a file-by-file basis. Analysts main-
tained several open files because they rarely heard
back from investigators.

Recognizing these limitations, the intelligence com-
ponent secured the space for the Analytic Center
inside the JOC. Computer equipment set-up and
network integration occurred during the transition
from the Academy to the JOC, allowing the analytic
component to operate without interruption.



Once located in the JOC, analysts noted an imme-
diate and vastly improved flow of information
between investigators and operational command
staffs. The analysts felt they were more “in the
loop.” Feedback from investigators became more
consistent, as investigators made a point of brief-
ing analysts on their findings. Often, comments
from investigators prompted the analysts to view a
lead from a different perspective, generating a
broader range of hits and supplemental follow-up.
Investigative files generated by the hits from Case
Explorer were now regularly closed once investiga-
tors reported back, both formally and informally.

Case Explorer and other systems were also dis-
cussed in the investigative focus group convened
by project staff in July 2003. There it was learned
that law enforcement agencies in the United
Kingdom have grappled with how to coordinate
the array of information needed in an effective
high-profile investigation. The U.K's current sys-
tem, called Home Office Large Major Enquiry
System (HOLMES), incorporates elements of case
management, information analysis, and intelli-
gence-investigative coordination that could be
instructive for those studying systems in the
United States.

HOLMES: Home Office Large Major Enquiry System
The United Kingdom’s Law Enforcement Data Infusion Structure34

Prior to 1986, crucial information on major crime investiga-
tions was stored in a manual index card system, usually by a
senior investigating officer from Scotland Yard. With loads of
information slowly accumulating on investigators’ desks, law
enforcement in the United Kingdom sought a computerized
version of the index card system. The result was HOLMES, a
system developed as both an investigative tool and an infor-
mation management system.

In the 1970s, the United Kingdom began seeing more serial
offenders, most notably, the Black Panther and the Yorkshire
Ripper. Before HOLMES had been implemented, the Ripper's
name (Sutcliffe) had surfaced several times in the card sys-
tem, but due to the lack of searching facilities, his name was
not brought to the forefront of the investigation until much
later. By 1986, all 56 police forces in the United Kingdom used
HOLMES, a computerized system used for the investigation of
major offenses such as murder, rape, kidnapping and terror-
ist attacks. HOLMES increased the ability of investigators to
store, identify and share data. The need for more efficient
interoperability and compatibility required the design and
construction of a new system.

Though the original HOLMES system provided effective adminis-
trative support for investigating major crimes, the expansion of
technology revealed some weaknesses, especially with investiga-
tion support and linking separate incidents. In 1994, the Police
Service introduced a plan to replace the existing HOLMES with a
new system. This new system became known as HOLMES 2.

Currently operational in all of the United Kingdom’s police forces
and contracted through the information technology company
Unisys, HOLMES 2 provides one system for both major investiga-
tions and major disasters as well as a unified system for use by
all police departments throughout the United Kingdom. HOLMES
2 has the ability to link systems together within different police
forces in a real-time secure environment; this assists in inves-
tigations that cross county boundaries and allows the provision
of mutual aid to a force in a major disaster situation.

HOLMES 2 offers greater capabilities than the original, using
both an Incident Room for major investigations (similar to the
JOC) and a Casualty Bureau for major disasters. In a major
investigation, the main function of HOLMES 2 is to record
information from various sources, provide research facilities,
manage information and resources and provide a paper flow
system for documents to ensure that no document or piece of
information is overlooked in an investigation.

HOLMES 2 facilitates the ability to manage both documents
and actions when conducting an investigation. It also pro-

continued on page 70

34 The information on HOLMES was compiled by Alex
Hayes based on information from the Unisys-HOLMES
website and materials provided by Detective
Superintendent Mark Warwick of the Thames Valley
Police in the United Kingdom. At the time of this writing,
more information on HOLMES could be found at
www.holmes2.com.
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ACCESSING CRIMINAL INFORMATION
DATABASES

In the sniper case, it was not difficult to see the con-
nection among the 13 shootings. Since the method
was so unusual, and because four shootings took
place within 90 minutes on Day 2, the crimes imme-
diately attracted the attention of law enforcement
and the media. The connection was ultimately estab-
lished and confirmed through ATF ballistics analyses.

How would law enforcement establish connections
among murders that were not so high profile, or
were more geographically dispersed? It is likely that
a connection might not have ever been made, or it
would have been made by happenstance rather than

by any systematic analysis. For instance, law enforce-
ment officials might see a story on television news or
in a newspaper, investigators might compare notes
in informal conversations or monthly meetings of
investigators from nearby departments, or crime
analysts might make a link if they are sharing agency
databases. However, an investigator or analyst might
also never be able to make the link because there is
no single national information system for homi-
cides, shootings or ballistics.

Law enforcement agencies in the United States use
several different databases, such as the Violent
Criminal Apprehension Program (VICAP),
Automated Fingerprint Identification System

HOLMES continued from page 69

vides a Windows-based environment, which is used by every-
body working in an Incident Room to perform particular roles
including queuing systems for documents as well as for
actions—making certain each task is accomplished before
another can begin. Conveniently, a// documents and actions
form a Free Text Database, which is searchable across the
board for all those with access. HOLMES 2 provides complex
searching tools such as a provision to enable automatic noti-
fication when particular information is entered into any of the
eight structured indexes.

The first index involves nominal searches, a record of each
name that has surfaced throughout the course of the investi-
gation. The second search is by /ocation, in which investiga-
tors can search by address or other type of locale including
rivers and motorways. Searches on vehicles can be made,
including different types with unique registrations like cara-
vans or helicopters. Telephone searches may also be conduct-
ed including fax, mobile and pager numbers. Searches can be
made by organizations or businesses that may be under
investigation for fraud. Another search index is by sequence of
events, allowing investigators to access data pinpointed from
a specific increment of time. Additional searches include
those by category, a general search with the ability to group
information not suitable for other indexes, as well as by
exhibits, a database recording all of the evidence seized
throughout the course of the investigation. All of the above
indexes (except for sequence of events) have unlimited cross-
referencing abilities, including all documents and actions.

This provides possible links between individuals, phone num-
bers, addresses, whereabouts and other elements.

A number of unresolved murders (or cold cases) entered on
the original HOLMES system have been transferred to HOLMES
2 and continue to be investigated and are now able to be
prosecuted. The Casualty Bureau has also successfully used
HOLMES 2 to provide the Metropolitan Police Service on behalf
of the Foreign Commonwealth Office information for identify-
ing British citizens involved in the terrorist attack of
September 11. The pilot testing of remote access is currently
attempting to enable police officers to enter information
directly into a hand-held device from remote locations, which
can be automatically transferred to the main system.

The introduction of the original HOLMES system to agencies in
the United Kingdom greatly assisted police officers in prevent-
ing, investigating and responding to crimes. And with every
police organization now equipped with the improved HOLMES 2
system, law enforcement’s ability to investigate crime and com-
bat terrorism remains on the forefront of technological
advances. Much like the systems created in the United States
such as Rapid Start and Case Explorer, the HOLMES 2 system
can also be an effective case management tool. Its ultimate
effectiveness, however, is reached when implemented national-
ly. While local police departments can use it to catalogue and
investigate common offenses within their jurisdiction, its query-
ing capacities work best when conducting multijurisdictional
investigations or responding to a major disaster.
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(AFIS), Combined DNA Index System (CODIS)
and National Integrated Ballistics Identification
Network (NIBIN), to query about serious crimes
and suspects. Each of them, however, provides only
a partial picture of criminal and suspect activity.
VICAP, however, offers perhaps the greatest poten-
tial for providing law enforcement with a national
database on homicides and other crimes of violence.

Violent Criminal Apprehension Program (VICAP)
VICAP is a nationwide data information system
designed to collect, collate and analyze crimes of
violence—specifically murder. The VICAP mission
is to facilitate cooperation, communication and
coordination among law enforcement agencies and
support their efforts to investigate, identify, track,
apprehend and prosecute violent serial offenders.

The FBI administers the stand-alone system,
which is dependent on local agencies providing
case information. Participation in the system is
free, and the FBI provides the necessary software
to local agencies. The time required to enter case
information takes between 20 and 60 minutes per
case, depending on the complexity of the case.

Along with being an information-sharing tool for
investigators, VICAP is a resource for FBI profilers
when making court-accepted behavioral linkages
between cases for prosecutors and local investigators.

VICAP has received mixed reviews from local and
state officials. One of the challenges with using
VICAP is that the reporting forms are different from
those used in local agencies, which forces investiga-
tors to complete an additional set of reports.
Another criticism is that local and state agencies
cannot query the national database directly, but have
to submit their query to the FBI, which does it for
them. An additional concern is the lag time between
when crimes are committed and when information
is entered into VICAP, which has no established time
requirements for entering case information.

Making VICAP More Effective

It is important to recognize that while the
Montgomery County task force and this report
focused on the incidents that occurred on and

after October 2, 2002, the snipers were involved in
a series of similar crimes across the country prior
to this date. Links to these other cases were made
only after the shootings in the D.C. area became
nationally known, highlighting the importance of
rapid entry of time-sensitive criminal information
into VICAP—information that is critical to identi-
tying similar patterns, trends and evidence. VICAP
has the capacity to serve as an early warning
system to spot commonalities and stop future
criminal acts.

In 2005, VICAP is expected to exist as a web-based
system on Law Enforcement On-Line (LEO),
allowing local investigators to not just enter case
information but to search the system. Eventually,
VICAP will have the capabilities to gather and dis-
seminate sexual assault case information as well.

For VICAP to succeed, local and state law enforcement
agencies will need to significantly increase their partic-
ipation in VICAP by making it a priority, training
investigators in its use and ensuring that case informa-
tion is entered in a timely manner. Officials inter-
viewed for this project stressed that VICAP, and all
national database systems, have to be as user-friend-
ly as possible if investigators are to employ them.
Suggested improvements include the following:

+ Build a technology bridge between VICAP
and other data systems to reduce multiple
entry of the same information

+ Allow investigators to enter all case
information at one time

+ Place the national database terminals on
investigators’ desks

Those interviewed for the project proposed that to
improve reporting by local and state agencies,
VICAP should place staff or fund personnel in
large local agencies to enter information into the
system. For example, law enforcement in the
United Kingdom uses “contact officers” to obtain
case information and enter it into national data-
bases. Contact officers are responsible for a certain
number of departments and work with them to
collect the raw information for the system rather
than merely waiting for it to arrive.
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Several states, including New York and Nevada,
have legislated mandatory reporting by all local
agencies or have required data entry within 30
days of the incident. Other states may be consider-
ing mandatory reporting to VICAP, and could
promote participation in other national databases,
such as AFIS, CODIS and NIBIN. Increased fund-
ing for these national databases at the federal, state
and local levels would facilitate greater use of these
systems.

Other Information Databases

It should now be obvious that law enforcement
needs a secure network for sharing criminal infor-
mation and intelligence. It must be a national sys-
tem of interconnected resources that would enable
investigators to identify linkages between violent
crimes in different jurisdictions and fully leverage

and utilize information sharing. Volumes could be
written about the myriad systems and their
strengths and weaknesses. For the purposes of this
report, only a few examples of well-known efforts
follow to provide the reader with context in which
to assess the relevant recommendations.

Because funding constraints continue to plague
law enforcement at the local, state and federal lev-
els, care should be taken not to duplicate “new”
systems or capabilities when the same capabilities
already exist in case management and information
sharing networks. Current systems that can be
adapted to meet investigative, intelligence or case
management needs should be prioritized, net-
worked and leveraged to their fullest potential.

CLEAR

The information that follows was provided by the Chicago Police Department.

Another tool used is Citizen Law Enforcement Analysis and
Reporting (CLEAR).3> CLEAR is a dynamic, relational database
that was custom designed to sift through large amounts of data
in order to provide Chicago Police Department (CPD) members
with the tools they need to fulfill their primary mission: public
safety. CLEAR was designed with four high-level goals in mind:
1) improve the management of the department, 2) reduce crime,
3) improve information sharing with the community to build bet-
ter relations and 4) integrate information with other criminal
justice agencies to enable unified strategies. The focus was to
make better use of the large amounts of data that are collected
every day and to be able to transcend geographical and institu-
tional barriers to public safety.

The CPD has capitalized on the power of using one relational
database to drive all business processes. This enables offi-
cers and management to identify patterns such as burglaries
in different neighborhoods by instantly comparing more than
100 million data variables. More than 200 federal, state and
local agencies use CLEAR in their day-to-day operations.

According to the CPD, the following is a brief overview of the

informational capacity of CLEAR:

A criminal history system that tracks more than 3 million
offenders and associates those individuals with more than
2 million criminal case files.

« A data warehouse module that includes data on more than 5
million arrest records for Chicago and more than 130 subur-
ban law enforcement agencies. These agencies share real-
time information on 950 arrestees daily, adding more than
315,000 arrest records a year to the system. In a two-year
period, there were nearly 5 million investigative queries made
by both internal and external users of the system.

An evidence and recovered property module that tracks all
inventories of property seized or collected.

A mug shot system containing 3.6 million arrest photo-
graphs in which officers can query and develop line-ups
based on common features.

A Contact Card System that adds information on 10,000
police interactions per week. Its purpose is to provide an
electronically searchable written record of an investigatory
stop that does not result in an arrest, and which may later
serve a useful investigative purpose. By the end of 2004, it
is expected that 100 external agencies will be using this
system to track their investigatory stops.

35 More information on CLEAR is available on the City of
Chicago’s website http://egov.cityofchicago.org and a
publication on how information technology is applied
on the streets (Pastore 2004).

72

Information Management CHAPTER FIVE




Examples of National Criminal Databases
The information that follows was provided by the U.S. Justice Department Office of Justice Programs,
Bureau of Justice Assistance.

Several case management and information sharing systems
either exist or are under refinement. For example, the Regional
Information Sharing System (RISS)3¢ has been in existence
since 1972, and should not be overlooked as a potential
resource to address multijurisdictional crimes and multijuris-
dictional information sharing within a secure communication
environment. RISS implemented an automated communica-
tion network in the mid-1990s that allows investigators and
crime analysts to submit, share and retrieve information
using (RISS.net) in a secure but unclassified environment.
RISS’s security protocol can either reside with the user, allow-
ing that person to log into the secure RISS.net anywhere there
is Internet service, or it can reside in the investigator's office
computer. The databases maintained by the RISS centers, and
updated by RISS member agencies, allow entry and audit
trail/tracking of who submitted/queried on the item, person or
activity in question. RISS is designed to place people previ-
ously unknown to each other in touch with their counterparts,
when, either through submission or query, two or more parties
express an interest in the same specific element.

There are other information-sharing options that have been
recently developed that use RISS.net’s communication back-
bone for connectivity. (The FBI's Law Enforcement Online
(LEO) has established interconnectivity with RISS.net that
allows member agencies to share law enforcement informa-
tion.) One such option within RISS.net allows for such entities
as community service, public safety (Fire, EMS), public
health, emergency management and utility personnel, in
addition to the traditional law enforcement community, to
share information among themselves in a secure forum
through the anti-terrorism information exchange (ATIX) pro-
gram. Thus, homeland security officials, mayors, county exec-
utives, school superintendents, public health and hospital
directors, transportation, hazmat agency executives, and oth-
ers can communicate and share information quickly and
effectively in a secure fashion. The National Criminal
Intelligence Sharing Plan recommends that the RISS and LEO
systems serve as the initial sensitive but unclassified secure
communications backbone for implementation of a nation-
wide criminal intelligence sharing capability. It contains
model policies and standards for leveraging existing infra-
structures for sharing criminal intelligence across all levels of
government. The Plan provides

« processes and mechanisms to promote intelligence-led
policing,

» models for law enforcement intelligence systems,

« policies for protecting privacy and civil rights,

« a secure technology architecture for sharing intelligence,

« a national model for intelligence training,

« an outreach plan for promoting timely and credible
intelligence sharing, and

« a plan for leveraging existing intelligence systems and
networks.3”

Another tool that was recently added as a resource on RISS.net
is the Factual Analysis Criminal Threat Solution (FACTS), which
was created as part of the Multistate Anti-Terrorism
Information Exchange (MATRIX) project. This tool facilitates
the integration and exchange of information within the partic-
ipating states, including criminal history, driver’s license data
and digitized driver’s license photographs, vehicle registration
records and incarceration/corrections records, with significant
amounts of public data record entries. FACTS allows law
enforcement to process large volumes of information in min-
utes that would take hours if done manually.

Other examples of tools that greatly aid law enforcement in
solving major cases include CriMNet, which is an enterprise
architecture that puts in place a statewide framework of peo-
ple, processes, data, standards and technology focused on
providing accurate and comprehensive data to the criminal
justice community in the State of Minnesota. Pennsylvania’s
Justice Network (JNET) is another example of a collaborative
effort among municipal, county, state, bordering states and
federal justice agencies to build a secure integrated system to
allow for justice information sharing by authorized users.
These and other systems of this type that exist throughout the
country should be evaluated for their possible application to
large-scale incidents like the sniper case.38

36 Additional information regarding the Regional Information
Sharing System (RISS) is available at http://www.iir.com/riss/.

37 More information regarding the National Criminal
Intelligence Sharing Plan is available at http://www.it.ojp.gov.

38 More information on CriMNet is available at
http://www.crimnet.state.mn.us/. Additional information
on the Pennsylvania Justice Network is available at
http://www.pajnet.state.pa.us.
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CONCLUSION

Integrating multiple information management
systems into one coherent system was a challenge
that was never fully realized in the sniper case.
Though the public expects successful resolution
through rapid law enforcement analysis and inter-
diction, the notion that such an information sys-
tem could have been built in three weeks is folly. A
commercial off-the-shelf or custom-built system
that could have handled the information generat-
ed by the multiple jurisdictions involved in the
sniper case does not exist today. The challenge for
law enforcement is to develop and employ case
management systems so that crime analysts and
law enforcement officers have a collection of inter-
connected resources at their disposal during rou-
tine and high-profile investigations involving mul-
tiple jurisdictions. By supporting national policies
that identify effective management information
systems and protect privacy rights, law enforce-
ment executives can minimize social disruption
during significant crime incidents. Ultimately,
cases will be solved by determined and skillful
investigators. To be effective, they must have the
tools and support they need.

LESSONS LEARNED
Ensuring Telephone and Radio Communications
+ Command centers must use private branch
exchange (PBX) phone systems, which pro-
vide significant efficiencies in handling phone
calls coming into, as well as within, the call
center.
+ Radio systems should be interoperable and
encrypted whenever possible.

Setting Up Tip Lines and Call Center
Management

+ Develop, and when possible, implement an
investigative and technological infrastructure
to support tip lines prior to an incident.

+ Before an event, identify a location that will
be used for the telephone tip center that is
close to the command centers.

+ Telephone tip call centers require a large
number of toll-free telephone lines, caller
identification service and the ability to tape
all incoming calls.
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+ Law enforcement agencies at all levels need to
develop coherent plans for staffing telephone
tip lines and training all call-takers.

+ Agencies should consider using retired law
enforcement officers to take calls. Agencies
should screen and train these retired officers
as they would all call-takers.

+ Law enforcement agencies should also consid-
er using private telephone communications
companies to establish and staff call centers if
they lack the necessary personnel.

Using Case Management Systems

+ Law enforcement needs an automated
information management system to manage
leads and information during a significant
investigation.

+ In a task force arrangement, personnel must
be accountable to a single command-and-
control structure.

+ Individuals must be familiar with the systems
they will use during the investigation, and
ideally should employ the same system as they
use every day.

« Effective case management systems should

o serve as the electronic repository for all
tips, leads and other information;

° be compatible with systems in other
agencies;

o be web-based and accessible to authorized
agencies;

o feed multiple information systems based
on one-time data entry;

o perform sophisticated data analysis, such
as crosschecking and soundexing; and

o provide action tasks for investigators to
consider.

+ Agencies must supervise case management
staff closely and schedule briefings during
shift changes.

+ Agencies must continually work to improve
quality control and eliminate redundancy of
tasks and lapses in analysis.



Enhancing Information Management and
Intelligence Analysis

* Locate the intelligence component with the
investigative and operational command com-
ponents of a large task force.

* The case management system can best be
used when individuals completely familiar
with the software system are standing by to
offer continual training to investigative staff.

+ System support personnel need to be on hand
so that interruptions in network access are
minimal.

+ When using several databases, their daily
updates and the information from tips and
other investigative efforts will require a server
of sufficient size, speed and capacity.

* The Case Explorer software is free and
available to local law enforcement agencies
through partnerships with HIDTAs.

+ American law enforcement should study pro-
grams such as HOLMES 2 and determine the
extent to which it can be applied or adapted
for use in the United States.

+ VICAP has the potential to provide law
enforcement agencies with a comprehensive
national database on violent crimes and
offenders, provided that local and state agen-
cies enter their violent crime information into
the system in a timely fashion.

Accessing Criminal Information Databases
+ Law enforcement needs a secure network for
sharing criminal information and intelligence.
It must be a national system of databases on
crimes and suspects that would enable investi-
gators to identify linkages between violent
crimes in different jurisdictions.
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CHAPTER SIX

Local Law Enforcement Operations

INTRODUCTION

igh-profile investigations draw on more

than just investigative resources; they

seemingly tax all available law enforce-
ment agency resources. From the outset of the
sniper case, agencies drew upon every reserve to
prevent another incident and apprehend the
shooters. With so much of the law enforcement
response focused on investigative tactics to identi-
fy and apprehend the offenders, agencies can over-
look the need to bolster other essential assets.

This chapter focuses on the many law enforcement
units and functions in local and state agencies that
provided the “other” law enforcement services
essential to an effective investigation. This is not
an exhaustive discussion of all contributing agency
functions; rather, it is a more focused examination
of those functions that played significant roles in
the sniper case, and would likely be employed by
agencies facing similar circumstances. These sig-
nificant agency functions include the following:

« Patrol

« Traffic

+ Evidence and forensics
+ Tactical response

+ Aviation

+ Administration

In the sniper case these law enforcement functions
filled critical and visible roles during emergency
responses to the shootings, crime-scene investiga-
tions and roadblocks. As the case consumed weeks

and extended into multiple jurisdictions, officials
encountered such challenging questions as the fol-
lowing about how to most effectively use these
resources:

« What should administrators do to make full
use of patrol resources and expertise?

+ How can administrators keep patrol officers
informed of developments when so little
information exists?

+ How can an agency strike a balance between
devoting resources to a high-profile investiga-
tion while still meeting the community’s
other law enforcement needs?

+ If uniformed officers are conspicuous sniper
targets, how can agencies minimize their
vulnerability?

* Do organizations need to temporarily
reorganize?

* Do work schedules need to be modified?

+ What tactics can agencies employ to
apprehend the shooters before or right after
a shooting?

PATROL

Because the patrol force is each agency’s most vis-
ible representative, it will often develop the
strongest connections to the community. During a
high-profile case, those connections can be used to
develop solid leads by working with residents.
With the right information, and using the correct
tactics, patrol officers can affect the behavior of a
perpetrator. Keeping patrol officers informed of
case developments and intelligence is the key to
keeping them engaged in the investigation. Law
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enforcement agencies involved in the sniper case
faced five specific challenges in managing the
patrol function:

+ Keeping patrol officers informed of case
developments

+ Keeping patrol officers involved in the investi-
gation

+ Using patrol units to suppress or redirect
sniper activities

+ Providing routine police services to the com-
munity

+ Ensuring officer safety

Keeping Patrol Officers Informed of Case
Development

To help patrol officers stay informed about the
investigation, agencies tried to brief them on case
developments and provide them with intelligence
about suspects. One way this was accomplished
was through regular briefings of patrol officers.
The Prince William County Police Department
instituted daily briefings for all patrol shifts that
included the latest case developments, “be-on-the-
lookouts” (BOLOs), and possible suspect informa-
tion (see Appendix G for written briefings used by
local agencies). The Montgomery County Police
Department used its web board, rather than police
radios, to update officers on developments.
Arlington County Police Department supervisors
wrote case developments on a white board near
the roll-call room, and augmented that by keeping
stationhouse televisions tuned to the all-news net-
work.

“Don’t lose your patrol team.”
Lieutenant Bill Tower, Maryland State Police

However, in many agencies, patrol supervisors and
officers were troubled by what they saw as a lack of
meaningful briefings during shift changes. Many
officers felt communication between command
staff and patrol was insufficient. Part of this prob-
lem might have been a function of the general lack
of information that existed in this case, but it
might also be due to the briefing procedures as
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well. An agency has to determine whether to pass
along incomplete or uncertain information or wait
for more substantive information. Some managers
said that even imperfect information is better than
no information, if for no other reason than that it
helps to keep patrol officers involved in the inves-
tigation. Other managers were adamant that
incomplete, inaccurate or uncertain information
should never be disseminated.

Agencies also have to consider who is briefing offi-
cers, and what they say. Officers interviewed for
this project alluded to the importance of “trusting
the messenger.” Although officers appreciated
when their regular supervisors provided briefings,
they felt more connected to the investigation when
a commander or someone from the JOC took the
time to provide them with meaningful informa-
tion, and not just say “no comment,” which offi-
cers reported happened in a few agencies.

Keeping Patrol Officers Involved in the
Investigation

Patrol officers can make a valuable contribution to
the investigation by collecting street-level infor-
mation and developing intelligence. When gather-
ing information from residents through door-to-
door inquiries, for example, patrol officers can be
more effective if provided specific interview ques-
tions tailored to different communities (e.g., a
university or business district). Often, suspects in
high-profile cases appear to be ordinary, blend in
and remain unnoticed by most people. However,
specially tailored interview questions, developed
with the assistance of law enforcement behavioral
scientists, can prompt residents to remember
important details.

Similarly, agencies need to ensure that procedures
exist, such as a field interview card system, to col-
lect information that patrol officers glean from
interviews. Perhaps most important, agencies need
to provide feedback to patrol officers about infor-
mation they submit. Officers in several agencies
complained that they never knew what happened
to information after it was submitted. Further,
some officers said that after submitting a solid
lead, they were denied feedback on the lead



because the agency wanted to guard against media
leaks (see Chapter Seven for a discussion of media
issues).

Using Patrol Units to Suppress Sniper Activities
A patrol force can play a crucial role in influencing
suspect activity and dealing with public panic and
fear (see Chapter Eight for a discussion of com-
munity outreach efforts). Agencies used some of
the following strategies to disrupt the sniper sus-
pects and to demonstrate a presence that would
ease community fear:

+ High Visibility. In Washington, D.C., the
MPD stationed cars with activated emergency
lights on major thoroughfares at the District-
Montgomery County border. The Fairfax
County Police Department placed marked
units on the highway bridges that connect
Montgomery and Fairfax Counties.

+ High-Risk Locations. A number of agencies
identified potential target hot spots and used
directed patrol strategies in those areas.
Agencies assigned extra patrols in wide-open
commercial retail areas similar to those where
the shooters most frequently struck. Many
agencies stationed officers in front of
schools—the Maryland State Police per-
formed this function in several Maryland
counties.

+ Exit Routes. Police agencies in northern
Virginia relied on mapping technology to
identify potential escape routes from wide-
open commercial areas and placed marked
and unmarked cars in these areas.

Providing Routine Police Services to the
Community

A significant challenge for law enforcement execu-
tives and managers is that during high-profile
investigations, communities continue to rely on
their agencies for routine law enforcement servic-
es. Indeed, requests for service or assistance may
increase due to citizens’ increased vigilance
regarding suspicious persons, and their increased
apprehension. Routine police activity, together
with dramatic increases in workload related to the
investigation, can create a significant burden on

agencies’ ability to meet the public safety needs of
their communities. Nonetheless, the community
needs to be reassured and see that law enforcement
is handling daily police business.

“The community expects the same serv-
ices to be provided, crisis or no crisis.”

Captain T.S. Mcinteer,
Prince William County Police Department

During the sniper case, perhaps the biggest chal-
lenge for the patrol force was to balance its routine
responsibilities with the new demands of the
investigation. The day-to-day calls for service tasks
and other duties did not dissipate, although they
did fluctuate. In some agencies, the perception was
that calls for service went down, while officials in
other agencies reported that they went up. One
supervisor said that nuisance calls went down, but
calls related to the sniper shootings went up. Chart
6-1, on the next page, shows the considerable
fluctuations in calls for service in three of the
affected jurisdictions—Montgomery, Fairfax and
Spotsylvania Counties—for October 2002. The
vertical lines represent the 10 dates on which at
least one shooting occurred. Chart 6-2 illustrates a
comparison of calls for service from these counties
in 2000, 2001 and 2002.

In the pressured environment of the high-profile
investigation, agency leaders can be distracted
from appreciating the contribution of patrol offi-
cers in handling the routine workload. If officers
feel neglected, their performance can suffer signif-
icantly. Chiefs and sheriffs need to make time to
personally confer with patrol officers and recog-
nize their contributions.

ENSURING OFFICER SAFETY

Executives, commanders and officers were highly
cognizant of officer safety issues during this inves-
tigation. The suspects threatened police officers in
written communications and had amply demon-
strated their predilection for shooting unsuspect-
ing victims from significant distances without
detection. Many law enforcement officials believed
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CHART 6-1
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it was only a matter of time before the snipers shot
a uniformed officer.

Fixed-post assignments, in particular, generated
anxiety about officer safety. Officers were told to be
highly visible but were also reminded of the need to
be careful. These contradictory messages made
many officers uneasy and seemed to haunt the
administrators and supervisors who gave the orders.

Many agencies assigned patrol officers to fixed
posts at schools and shopping centers. In
Montgomery County, patrol officers provided
perimeter security for police headquarters. Seven
police officers filled these posts during the daylight
shift, and court security sheriff’s deputies worked
the posts at night. Montgomery County managers
impressed upon officers the importance of the
perimeter security duty, especially since some offi-
cers expressed discomfort with the assignment
because of a lack of experience performing it. In
Arlington County, supervisors made frequent vis-
its to fixed post assignments, and frequently rotat-
ed officers to reduce boredom and maintain alert-
ness. In many agencies, supervisors stressed the
importance of fending off inattentiveness and
boredom, especially for those officers unfamiliar
with this type of assignment.

“From an officer safety perspective,
the dumbest strategy was assigning
officers to high visibility posts, such
as in front of the schools. But we had
no choice, and the officers gallantly
accepted these assignments.”

Chief Charles Moose,
Montgomery County Police Department

In Prince William County, police commanders
repeatedly emphasized that officers needed to expe-
ditiously handle calls in high-risk areas, and mini-
mize their visibility as potential targets. With nerves
on edge and with law enforcement officers seeming-
ly everywhere (often in plain clothes), many agen-
cies stressed that officers needed to be vigilant to
prevent “friendly fire” incidents. The Prince William

County Police Department made a point of remind-
ing officers of the signal used at that time to identify
themselves as police officers when at an incident.
The Montgomery County Police Department used
several methods. Personnel from other agencies
involved in surveillance operations were required to
appear at patrol roll calls. This increased the possi-
bility that officers would recognize one another
should their paths cross while on patrol or respond-
ing to a call. Plainclothes detectives and undercover
officers used passwords when on the street: Officers
called out a name and undercover officers replied
with a set response. Identifying information was also
placed on license plates of undercover cars from out-
side agencies. Tactical officers wore black uniformes.

This case was fraught with instances where officer
safety could have easily been imperiled. But no one
lost sight of how dangerous this situation was, and
administrators, managers and officers made every
attempt to ensure the safety of their fellow officers,
whether they were handling calls for service, con-
ducting surveillance or setting up traffic roadblocks.

TRAFFIC

Approximately 10 days into the investigation, the
task force developed a multijurisdictional roadblock
plan that would be used after any shooting that
could be sniper-related. This plan was to facilitate
the suspects’ capture or to force them to engage in
furtive or suspicious behavior that would attract the
attention of law enforcement officers and/or mem-
bers of the public. The initial plans were developed
at a regional meeting of law enforcement leaders and
continued to evolve during the investigation. The
plans eventually included law enforcement agencies
across the entire D.C. and central Virginia regions,
and were coordinated through state and county
highway agencies. Multijurisdictional roadblocks
were used after the following shootings:

Wednesday, October 9, 2002,

approximately 8:18 p.M.

Manassas, Virginia

Virginia State Police immediately shut down
adjacent Interstate 66. Troopers began stopping
and searching white vans that fit a witness’s
description. The shooting of Dean Meyers at a
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Manassas gas station marked the first of several
uses of an interstate dragnet by law enforcement.

Friday, October 11, 2002,

approximately 9:30 A.M.

Fredericksburg, Virginia

This was the first time the task force’s coordinated
multijurisdictional plan went into effect. Virginia
State Police and many local agencies shut down
Route 1 and every on-ramp onto I-95. Again, offi-
cers stopped and searched all white vans fitting
witness descriptions.

Monday, October 14, 2002,

approximately 9:15 p.m.

Falls Church, Virginia

Another massive dragnet ensued, this time clos-
ing down major surface roads in the immediate
vicinity of the shooting as well as the most trav-
eled stretch of highway in the D.C. metro area,
Interstate 495, known to the region’s residents as
“The Beltway.”

Saturday, October 19, 2002,

approximately 7:59 p.M.

Ashland, Virginia

Federal, state and local law enforcement agencies
deploy another 1-95 dragnet, and still no suspect
is apprehended.

Tuesday, October 22, 2002,

approximately 5:56 A.M.

Silver Spring, Maryland

For the fifth time, major surface roads and high-
ways were closed. The plan for the multijurisdic-
tional roadblock was the most sophisticated one
yet, based on a series of concentric circles and
time intervals for blockading key intersections.
Yet, without knowing what vehicle to look for, the
dragnet yielded no suspect. Just a few days after
the arrests of Malvo and Muhammad, a UPS
driver called the MCPD to report that he sat
behind the suspects’ car during the October 22
roadblocks. He was certain about his recollection,
because the suspects’ tag number included the let-
ters NDA, which is used as a disposition code by
UPS drivers.
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Agencies need to carefully consider the purpose of
roadblocks, the information needed for them to be
effective, how to stop traffic and how to get it mov-
ing. Roadblocks have the potential to be effective
when coordinated across regions and states, and
when coordinated with public highway and trans-
portation agencies. A software package
(RoadBLOCK??) was used to help determine
which roads to close and where to establish check-
points. For instance, checkpoints were established
at 3, 5, 7 or 10 miles from the incident depending
on the time elapsed from the initial call and the
expected travel times.

“The roadblocks had a notion of value
but the execution could have heen more
effective with more specific information

ahout the suspects’ vehicle.”

Chief Terrance Gainer, U.S. Capitol Police

While roadblocks do serve the purpose of showing
the public that law enforcement is “doing some-
thing,” they should be designed primarily as an
effective law enforcement tool. Regional roadblocks
so significantly disrupt traffic that they have to be
used judiciously and should be accompanied by a
public education initiative. Although residents were
generally supportive of the roadblocks, their accept-
ance may have waned if the roadblocks had contin-
ued without any success for much longer.

The roadblocks were so effective in disrupting
traffic patterns that traffic reports on radio and
television stations mentioned them. “Avoid the
Wilson Bridge right now; the police roadblock has
brought traffic to a standstill.” After phone callers
alerted the stations that this information could be
tipping off the snipers, details about the road-
blocks were omitted from traffic reports. This is an
example of how the sniper case affected the region,
but also points to the need for agencies in future
high-profile investigations to alert the media

39 At this writing, RoadBLOCK has been replaced by emaps and
information on the system can be obtained by calling (410)
295-3333 or at www.digitalcorp.com/emaps.htm.



about appropriate coverage of police operations
(see Chapter Seven for an extensive discussion on
law enforcement and media relations).

“I wasn’t sure what the roadblocks
would accomplish. They were never
really successful, but we couldn’t
afford not to use them.”

Sheriff Stuart Cook, Hanover County Sheriff’s Office

Roadblocks can be an effective tool for freezing
action immediately after an incident. But once the
action is frozen, agencies have to have a plan for
what they intend to accomplish. If the intent is to
use roadblocks to gather license and vehicle infor-
mation, then the necessary systems must be in place
to collect and analyze the data. In central Virginia,
officers collected so much vehicle and tag informa-
tion at roadblocks that it could not all be entered
into Rapid Start. Most of this information sat in
boxes, never entered into the database.*? After the
case broke, the information was scanned and placed
on CD-roms and provided valuable evidence.

“The roadblock plan was implemented
with the best of intentions. In hindsight,
however, it wasn’t successful because we
didn’t know what we were looking for.”

Chief Frederic Pleasants, Jr,
Ashland Police Department

The idea of establishing roadblocks to contain and
inspect traffic appears to be a relatively simple
concept. But, as demonstrated in this investiga-
tion, establishing roadblocks for investigative pur-
poses can be complex for any one agency to carry
out. When multiple agencies attempt to develop
coordinated roadblock plans, the task becomes
incredibly complex, and requires extensive fore-
sight and planning.

EVIDENCE AND FORENSICS

In a complex, multi-scene case, collecting and ana-
lyzing evidence is critically important to identify-

ing and eventually prosecuting suspects (Chapter
Four includes a discussion about managing crime
scenes). In the sniper case, a variety of law enforce-
ment personnel processed the crime scenes,
although local agencies had primary responsibility
for much of the collection and identification (bag-
ging and tagging). As mentioned in Chapter Four,
this evidence then was transferred to the appropri-
ate federal agency based on their expertise:

* ATF processed and analyzed ballistics and
firearms.

+ The FBI processed and analyzed DNA; hairs
and fibers; trace evidence; fingerprints; audio
and video enhancements; as well as conducted
computer forensics examinations and finan-
cial forensic analysis.

+ The Secret Service processed and analyzed
handwriting, paper and ink.

Federal agencies may use different approaches to
managing crime scenes and collecting evidence,
and they have very different capabilities in their
laboratories. All agencies involved in crime-scene
and forensic functions should know and appreci-
ate these differences and incorporate them into
policies for crime-scene management. Many state
police agencies have very sophisticated laborato-
ries as well, and can provide significant assistance
during a high-profile investigation.

External forensic expertise (whether federal, state
or local) should be brought into an investigation
as soon as possible. The lack of a forensic expert at
the beginning of an investigation could cause
important evidence to be overlooked or not col-
lected, or analyzed, shared or stored inappropri-
ately. DNA evidence, for instance, can be compro-
mised by other forensic processes.

Local, state and federal agencies need to develop
evidence response and collection protocols for
multi-agency operations. The protocols should

40 Iy the United Kingdom, agencies are using the Automatic
Number Recognition System that captures and identifies tag
information from in-car video cameras, freeing officers from
having to write down tag numbers.
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specify who might enter crime scenes, who can
collect evidence, the types of evidence they can
collect, procedures for analysis and more.
Protocols should also address specialized evidence
search techniques, such as which type of canine
(e.g., one trained in explosives/ballistics or search-
ing for human scents) should search a scene first,
based on the type of evidence sought and rules for
scene preservation.

The protocols should include steps that enhance
consistency in collecting and analyzing evidence
and maintaining the chain of custody. As with
many of the recommendations for coordinated
operations, evidence and forensic protocols
should be developed before a multi-agency inves-
tigation. Once developed, the protocols must be
distributed to every agency that might be involved
in handling a crime scene.

TACTICAL RESPONSE

Tactical officers in all agencies performed critical
services during the sniper investigation, including

+ providing surveillance at potential shooting
sites identified through mapping analysis;

+ conducting traffic roadblocks;

+ providing protective services at press confer-
ences and other high-profile scenes;

+ placing response teams at heliports for expe-
ditious response to a shooting scene; and

+ identifying potential sniper sites and then
providing guidance on how to deal with those
sites, including establishing counter-sniper
operations.

In Montgomery County, a combined tactical opera-
tion was established very early on Day 2. Relying on
existing relationships among commanders in the
Montgomery County Police Department, the
Maryland State Police and the FBI’s Hostage Rescue
Team, MCPD established a tactical command post
at its training academy. The mission of the tactical
operation in Montgomery County was to protect
residents and first responders, and stop the shooters
by apprehension or intervention. This was a careful-
ly coordinated operation that relied on a separate
command post, chain of command, briefing sched-
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ule and radio communications. To some extent they
operated independently of other law enforcement
operations, and while this worked well because of
individual tactical commanders and their familiari-
ty with each other, this arrangement could have
unintended consequences in other investigations.

During Day 2, tactical operations in Montgomery
County focused on assessing the overall threat
level and likely targets. A significant part of this
effort entailed determining what had happened at
the different shooting scenes. To that end, two
trained law enforcement snipers responded to the
scenes and assessed each shooting, gauging factors
such as the shooter’s possible location, the projec-
tile trajectory and distance traveled, and the vic-
tim’s wounds. Aerial photographs were taken of
each scene, and tactical commanders visited the
scenes as well.

“The goal of the tactical teams was
to be over-prepared.”

Captain Drew Tracy,
Montgomery County Police Department

From this assessment, law enforcement operations
tried to counter the threat by assigning patrol and
undercover officers to likely shooting locations,
such as gas stations and shopping centers adjacent
to major roadways. Tactical officers engaged in
proactive patrols at these locations, identifying
and questioning individuals behaving suspicious-
ly. Tactical teams also responded to loud noise calls
for service and provided back up to patrol units
responding to high-risk calls for service.

To provide adequate coverage throughout
Montgomery County, the tactical operation relied
on the combined resources of the Montgomery
County Police Department, Maryland State Police
and FBI to form three-officer cars. The three-offi-
cer teams, which always included one
Montgomery County officer, remained intact for
the entire investigation. Also throughout the
investigation, the tactical command was able to
assign between 12 and 18 three-officer cars per



shift, achieving its goal of having a tactical action
team able to respond to the scene of any addition-
al shootings within three minutes.

In Prince William County, the police department
drew upon federal and local law enforcement
expertise to develop tactical plans. The shooting in
this county on Day 8 was the latest in a developing
pattern of sniper targets near interstate intersec-
tions. In response, law enforcement officials devel-
oped a tactical response plan to counter the threat.
Police and FBI snipers assessed each Interstate (I-
95 and I-66) intersection to identify likely sniper
staging areas. Those areas were placed under sur-
veillance. ATF agents from around the country
also augmented resources. Police tactical officers
and U.S. Marshals were paired together and oper-
ated as response teams in these high-risk areas in
the event of a shooting or suspicious person.

Tactical officers in all jurisdictions were thrown into
a number of unfamiliar situations but handled most
of them successfully. Because tactical officers were
performing functions different from routine tactical
operations, supervisors had to emphasize these dif-
ferences and coordinate the activities of personnel.
Tactical teams also operated with officers from dif-
ferent agencies. Some tactical officers operated in
unfamiliar communities. As much as possible, local
agencies tried to assign tactical officers from outside
agencies with officers from the home agency. While
this helped to increase the effectiveness of these tac-
tical teams, it also required establishing shared goals
and coordinating tactics and rules of engagement
consistent with the mission.

Tactical units did not have the luxury of pre-inci-
dent planning for this investigation. They did, how-
ever, engage in extensive planning throughout the
three-week event, and even practiced scenarios con-
sistent with different contingencies. For example, at
the Myersville rest area on Day 23, tactical officers
from the MCPD, Maryland State Police and FBI
rehearsed together before extracting and arresting
the suspects. Whenever possible, they engaged in
extensive planning, practiced particular operations
and overcompensated for the time, resources and
personnel needed for a successful tactical operation.

Aviation

As the investigation progressed, law enforcement
personnel increased their use of helicopters, and
so did the media. Media helicopters were used to
observe and photograph or tape roadblocks, crime
scenes and police actions. Local, state and federal
law enforcement helicopters were used to trans-
port officials, tactical teams and evidence, provide
a platform for surveillance and allow officials to
observe crime scenes.

In some jurisdictions, especially Montgomery
County, helicopters flew “low and loud” over
schools and shopping centers in an attempt to
reduce fear among residents. Although those who
suggested this strategy believe it was helpful, oth-
ers involved in the investigation believe the aggres-
sive use of military-style helicopters induced more
fear than they alleviated. Yet, at the time of the
sniper shootings, this was also a strategy designed
to suppress sniper activity.

As the number of helicopters increased, it became
necessary to establish protocols for air space. For
some of the crime scenes, local law enforcement
worked with their federal counterparts to convince
the Federal Aviation Administration to restrict air-
space over the scene. This was easier for some
scenes than others. The rest stop where the snipers
were arrested, for example, was in such close prox-
imity to the presidential retreat, Camp David, that
one phone call from the Secret Service SAC
restricted airspace and kept media helicopters
from hovering over the scene.

Local agencies also had to coordinate aviation
activity with ground tactics. On several occasions,
helicopters engaged in activities that those on the
ground, especially at crime scenes, perceived as
intrusive, annoying and threatening to the safety
of law enforcement officers. At one crime scene,
helicopter spotlights illuminated a wooded area
where tactical officers were searching for suspects.
This had the dual effect of destroying their depth
perception as they scanned the woods, and back-
lighting them as possible targets. Coordination
between aviation units and those on the ground
requires the commitment of all law enforcement
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agencies at all levels of government. In fact, sever-
al officials suggested that aviation units should not
be allowed over incident scenes unless air-to-
ground communications exist. Despite some of
these problems, law enforcement aviation units
made a significant contribution to the investiga-
tion, and will fill a vital role in any similar investi-
gations in the future.

ADMINISTRATION

As mentioned previously, high-profile investigations
can tax all available agency resources, including a
variety of administrative and human resource func-
tions. Just as investigative and patrol resources per-
formed admirably, so too did the individuals that
staffed these often unseen functions.

The effect of a high-profile investigation can turn
even the most routine administrative function
into a critical responsibility. Budget, procurement
and property managers allowed the Montgomery
County task force to function effectively by ensur-
ing the procurement of the “life lines” such as
food, ballistic vests and cell phones. Budget man-
agers had to create line item codes to track all
expenses related to the event. Purchasing man-
agers had to expedite emergency orders for food
and equipment. These individuals are easily over-
looked, yet without them an operation can grind
to a stop.

“A number of unsung heroes made
important contributions to the success
of this investigation.”

Chief Charles Moose,
Montgomery County Police Department

Human Resources

The dedication of participating law enforcement
officers was evident throughout the sniper case. In
every agency, officers showed their commitment by
working long, strenuous hours. The challenge for
management was allowing officers to meet this
need to contribute while balancing labor contracts
and personnel rules, as well as officers’ well-being
(see Appendix H for an example of a staffing plan).
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In several agencies, officers wanted to work extra
hours but also wanted compensation in strict
compliance with a labor contract, which created
problems for managers trying to keep overtime
expenditures under control. Managers had to con-
sider all these factors when making decisions on
the following staffing issues:

+ Some participating agencies went to 12-hour
shifts, but others decided to stay with their
existing schedules.

+ Most agencies cancelled or restricted all train-
ing and leave.

+ Many agencies assigned administrative offi-
cers to marked and unmarked cars.

+ Some agencies modified court schedules for
officers, including Montgomery County,
which assigned one person to work with the
courts to coordinate rescheduling.

« Several agencies received authorization from
government decision makers for unlimited
overtime.

* The Prince William County Police
Department suspended its take-home car pro-
gram to ensure an ample reserve of marked
cars for those who were working the case.

+ A handful of agencies modified their uniform
requirements to improve easy identification of
personnel.

The sniper case placed enormous strains on law
enforcement personnel and the administrative
policies, rules and regulations that guide much of
their behavior. In a number of instances those
rules and regulations had to be modified to meet
an agency’s operational needs. In some circum-
stances, those rules were overlooked, such as when
administrators allowed officers who were working
extended shifts to use department-issued cell
phones for personal calls to their families.

Emotional Well-Being

Obviously, a high-profile investigation can affect
the emotional and physical health of law enforce-
ment personnel, from civilian dispatchers to patrol
officers to police chiefs and sheriffs. Extended
shifts, overtime, irregular eating habits, infrequent
exercise and lack of rest are just some of the stres-



sors for which agencies have to prepare (see the
discussion in Chapter Four about the need to
schedule breaks and give days off). One of the
other stressors in this case was being away from
home for extended periods. Many of the federal
officers, as well as local officers from out-of-state,
were forced to leave their families behind and live
out of hotels for several weeks. This arrangement
creates tension exacerbated by people’s tendency
to work excessive hours when away from home.

“We had to guard against low spirits in
those who were away from home.”

SAC Michael Bouchard, ATF

The families of many law enforcement officers were
deeply affected by the events of the sniper case, per-
haps even more so than community residents.
Family members had to cope with the fear every res-
ident felt, as well as the anxiety associated with rela-
tives being law enforcement officers. The consider-
able amount of required overtime kept officers and
agents from their homes over an extended period,
and the lack of contact and communication exacer-
bated family members’ concerns about both officers’
physical and emotional well-being.

Agencies need to consider the effects high-profile
or complex cases have on the law enforcement
officers who are working on them. Anxiety among
family members can generate even greater anxiety
for officers, who then must work while worrying
about their families’ safety and welfare. Peer sup-
port networks for spouses and family members
can be especially beneficial during critical inci-
dents and high-profile investigations. Agencies
should provide an assistance program or counsel-
ing services for officers and their spouses and chil-
dren. This can be done through a law enforcement
critical-incident support unit or a contract with an
employee assistance program.

Once the event is over, agencies must not forget to
recognize and reward employees for their dedica-
tion and accomplishments. Several agencies spoke
about how this should be done in a timely manner

so that the awards are meaningful to those who
worked so hard and with such commitment.

CONCLUSION

Agencies will face enormous challenges in finding
the right balance for using personnel without
overworking or underutilizing them. The biggest
challenge may lie in keeping patrol forces engaged
in the investigation. Certainly, every law enforce-
ment administrator knows the tremendous
importance of patrol officers in a case like this, and
they should make a point of frequently reminding
patrol officers of their value. The best tool may be
to communicate regularly and provide them with
meaningful information about the investigation
and the role of patrol. Other functions, including,
but certainly not limited to tactical response, traf-
fic, aviation, evidence/forensics, procurement and
administrative positions cannot be overlooked
either. They all provide essential services through-
out an investigation.

LESSONS LEARNED

Agencies need a mechanism for providing a daily
briefing to staff. In the absence of official informa-
tion, rumors can circulate unchecked. Agencies
may want to consider assigning an individual to
act as an Internal Information Officer.

Patrol

+ Agencies should routinely keep patrol officers
informed of all pertinent and current infor-
mation about the investigation, and may need
to rely upon several methods of communica-
tion to achieve this.

+ Patrol officers should be provided a list of tai-
lored questions to ask when talking to resi-
dents or conducting field interviews.

+ Agencies should strive to provide feedback to
officers on information that they provide to
investigators, while also monitoring officers’
expectations to ensure they know that lack of
follow-up is not indicative of the information
reaching a dead end.

+ Agencies should consider using uniformed
officers in high-visibility assignments to
reduce public fear and panic.
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Patrol officers must continue to provide rou-
tine police services in their communities
while also addressing the new demands of the
investigation.

Supervisors should remain cognizant of offi-
cer vulnerability and make frequent visits to
fixed post assignments.

Officers should be rotated frequently to
reduce boredom and maintain alertness.
Ofticers from different agencies must appear
at patrol roll calls to increase the chances of
being recognized on a scene and develop offi-
cer-recognition codes or signals.

Officers must be vigilant about the presence of
numerous law enforcement officers when con-
ducting tactical operations in high-risk areas.

Traffic

Roadblocks should be used to achieve a spe-
cific law enforcement purpose (beyond visi-
bility), and should be carefully planned and
coordinated across jurisdictional, regional and
state boundaries.

Evidence and Forensics

Evidence response and collection protocols
should be developed that specify who can
enter crime scenes, who can collect evidence,
the types of evidence that can be collected
and the procedures for analysis.

Protocols should address specialized evidence
search techniques.

Protocols should include steps that enhance
consistency in collecting and analyzing evi-
dence and maintaining chain of custody.
Local agencies should be aware of the differ-
ent expertise that federal and state agencies
have in evidence collection and analysis.

Tactical Response

88

Tactical teams comprised of officers from dif-
ferent agencies must establish and coordinate
goals, strategies and procedures.

Tactical operations should be closely coordi-
nated with patrol and investigative resources.
Supervisors must coordinate tactical person-
nel as they may be performing new or unfa-
miliar functions.
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Aviation

+ Agencies should contact the FAA to discuss
plans for restricting airspace in the event of
an incident.

+ Aviation responses should be coordinated
with on-the-ground responses and tactics.

+ Agencies with air units should also be in con-
tact with news stations before an event to
develop response and air-traffic plans.

Administration

+ Law enforcement personnel, in conjunction
with external authorizing agencies, should
create budget line-item codes and emergency
purchase orders before an event so they will
be readily available and accessible.

+ Agency administrators may need to modify
policies, procedures, rules and regulations
during high-profile cases.

« Agency administrators should pre-plan the
anticipated costs associated with 12-hour and
other alternative shifts.

+ Agencies should ensure that counseling serv-
ices are available to officers and their families
during and after a high-profile investigation
to minimize stress and guard against burnout.



CHAPTER SEVEN

Media Relations

INTRODUCTION

aw enforcement and media experts alike
L say the press coverage of the sniper case

went far beyond that of any other serial
crime. To say merely that the journalists” attention
was unprecedented does not reflect the scope or
intensity. The media did more than report this
story. They were intimately involved in the unfold-

ing events, influencing the investigation, occasion-
ally even creating news.

This chapter outlines law enforcement agencies’
public information function in the sniper investi-
gation, and identifies lessons learned to guide
other agencies that may one day face handling a
high-profile national media event of this type. The
discussion in this chapter focuses on what an indi-
vidual agency needs to do to prepare for its media
function. The advice contained here reflects the
collective experience of the public information
and media specialists whose agencies participated
in the sniper investigation, as gathered through
interviews and the project’s focus group. The
information is provided to assist individual agen-
cies, though it can be tailored to the needs of agen-
cies in a task force operation. Specifically, the
chapter focuses on the following:

+ Managing the public information function

+ Holding press conferences

+ Releasing public information from a task
force

+ Addressing media leaks

+ Planning and preparing for high-profile cases

“From a public information perspective,
this was the most difficult case
I've ever seen.”

Public Information Officer Joe Gentile,
Washington Metropolitan Police Department

This chapter attempts to answer some of the ques-
tions that executives and public information
personnel faced while interacting with the media
during the three-week investigation, including the
following:

* Who should be the spokesperson for an indi-
vidual agency?

* When and how often do agencies hold a press
conference?

* Who should be the spokesperson for a task
force?

+ How can agencies achieve a balance between
being responsive to the media without being
overwhelmed by their demands?

+ Other than press conferences, how and when
do officials communicate with the media?

+ Under what circumstances should agencies
use the media to communicate with suspects?

+ How do officials control and respond to
media leaks?

The fact that these shootings occurred in and around
Washington, D.C., contributed to the extensive
media coverage. As the nation’s capital, the area has a
significant national media presence as well as a
sophisticated local media that often covers national
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stories as local news. The recent growth in 24-hour
cable news programs and talk shows increased the
number of on-scene reporters and led to a non-stop
parade of self-proclaimed experts, “talking heads”
and other studio guests willing to discuss the case.
These around-the-clock shows blur the traditional
time frames associated with the news cycle, and fos-
ter an atmosphere of intense competition for “break-
ing news.” The competition among networks and
newspapers caused many reporters to pursue stories
as they unfolded, relying on technology and leaks to
gain an edge. This competition can even cause some
reporters to embellish or fabricate stories.*!

One example of the media frenzy described by
police agency media specialists during this case
occurred after the suspects’ arrests in the early
morning hours on October 24 in rural Maryland.
Relying extensively on police scanners, reporters
made their way to the Frederick barracks of the
Maryland State Police, which had received the 911
call about the suspect vehicle parked at an interstate
rest area. When Major Greg Shipley, the Maryland
State Police public information officer (PIO),
arrived at the barracks, he was astounded by the sea
of reporters, cameras and satellite trucks that had
beat him there. His subsequent announcement of
the arrest was not a planned press conference, but a
forced response to the spontaneous media gather-
ing. Indeed, Shipley felt uncomfortable making the
announcement because he believed it should have
come from Montgomery County. However, the
throng’s presence left him little choice, and he was
compelled to phone MCPD PIO Nancy Demme at
4:00 A.M. to consult with her about what to do. It
was not until well after his announcement that
Shipley learned how reporters drove through the
D.C. area around the clock, monitoring police scan-
ners in hopes of being the first on the scene of the
latest breaking news.

BACKGROUND

The press conferences held by the Montgomery
County Police Department were the most visible
accounting of the sniper case. But they were just
one product of the public information functions
performed during the investigation.
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“We issued 1,343 press/media passes
during the investigation.”

PIO Captain Nancy Demme,
Montgomery County Police Department 42

At the beginning of the investigation, the public
information function operated reactively. The ini-
tial flurry of shootings and the events of the first
few days created a frenetic pace that made it diffi-
cult for public information staff to anticipate and
plan for what would happen next, let alone keep
abreast of current developments. To exacerbate
matters, MCPD PIO Captain Nancy Demme had
been in her position for just three weeks, and had
not yet had the opportunity to attend any type of
training or education program related to her
responsibilities and duties.

Nevertheless, the first press conference was held on
Thursday, October 3 (Day 2) at the Mobil gas station
in Aspen Hill, where the MCPD mobile command
post was located. Shortly thereafter, the press confer-
ences were moved to the front entrance of
Montgomery County Police headquarters, with the
media staged in the parking lot and the four-lane

41 Controversial former New York Times reporter Jayson
Blair, in an effort to break open a new angle on the sniper
investigation, wrote in a December 22, 2002 story that the
DNA of Lee Malvo had been recovered from a grape stem
near the scene of the Conrad Johnson slaying in Aspen Hill,
Maryland. He went on to suggest that, “All of the evidence
[investigators] have points to Mr. Malvo as the triggerman.
Little if anything indicates Mr. Muhammad fired a shot.”
This revelation was met with skepticism on the part of
investigators, prosecutors and the media alike, considering
that Muhammad is a former Army infantryman with
marksmanship training. Blair also threw in four other items
of evidence (attributed to unnamed “investigators”) impli-
cating Malvo as the lone shooter, including surveillance
videotape at a shooting site, Malvo’s admissions to Fairfax
County detectives, hair found in the trunk of the Chevy
Caprice used by the suspects, and fingerprints on a piece of
paper near one of the shootings. Shortly after the story ran,
the lead prosecutor in the Malvo trial, Fairfax County
Commonwealth Attorney Robert Horan called Blair’s report
“dead wrong,” specifically saying that three of the five pieces
of evidence cited by Blair were false. Eventually Mr. Blair
admitted he made up this information and was wrong to
have done so.

42 See Appendix I for a photocopy of a press pass.



road that passes in front of the building. Eventually,
that road was partially closed to accommodate the
ever-increasing number of media and to enhance
the perimeter security of headquarters.

Throughout the event, the MCPD continued to
operate its public information office with its full-
time civilian and sworn staff, who were augment-
ed by public information personnel detailed from
surrounding agencies. In addition, MCPD, with
assistance from public information officers from
the FBI, ATF, Maryland State Police, the Howard
County Police Department and others established
a Joint Information Center (JIC) in its headquar-
ters building (a different building than the one
where the JOC was located) that functioned as the
primary information center for the task force.

MANAGING THE PUBLIC
INFORMATION FUNCTION

Several of the executives, as well as every PIO
interviewed, stressed the importance of the public
information function (referred to by some agen-
cies as media relations) during high-profile inves-
tigations. They emphasized that a successful PIO
function requires as much expertise as, for exam-
ple, the ballistics, forensics or information tech-
nology functions. Agencies found it helpful to call
on specialists to craft and manage media relations.
Those specialists were trained sworn personnel or
civilian staff with experience in other public infor-
mation settings or as reporters.

“The police don't like us because they
think we work for the media, and the
media don’t like us because they think
we work for the police.”

PIO Major Greg Shipley, Maryland State Police

The PIO function is especially important during
high-profile cases because of the crucial role it can
play in balancing executives’ workloads. The PIO
addresses media inquiries and prepares press
releases, allowing the chief to concentrate on all
aspects of the investigation/incident while avoid-
ing being consumed by the media requirements.

Executives who try to assume responsibility for
working with the media can find it an all-encom-
passing endeavor that prevents them from engag-
ing in effective leadership for the rest of the
agency. It is easy for pressure from the media to
influence decision making as well. Prior to a high-
profile event, the chief and PIO must develop a
plan for managing the media and, to the extent
possible, stick to it throughout the event. This plan
should include a delineation of duties and respon-
sibilities throughout the investigation and allocate
organizational resources necessary to make the
plan a success. The plan must describe how the
organization will address media concerns—
whether through press conferences or availability
at crime scenes, and general guidelines for how
much information to release without compromis-
ing the investigation.

Reporters need information, and departments
have to recognize they can provide some details
that address the public’s right to know, while fram-
ing the issues in a constructive way that will not
interfere with an ongoing investigation. Reporters,
in all likelihood, will place strong demands on law
enforcement personnel, who may inadvertently
give them information without the proper vetting.
Departments have a responsibility to provide
accurate and timely information. Every attempt
must be made to release correct information at the
appropriate time and through the proper public
information staff. Releasing erroneous or prema-
ture information will damage an agency’s credibil-
ity with the media and create additional problems
for the department as it engages in damage con-
trol. The one cardinal rule that all executives and
PIOs know is, “never lie to the press”—credibility
and trust are the cornerstones for a successful rela-
tionship between the media and the police.

A number of local PIOs, chiefs and sheriffs
emphasized that the differences between the
national and local media needs to be addressed.
The biggest difference is that when the investiga-
tion is over, the national media will leave, but the
local media will remain. (That difference is proba-
bly blurred more in the D.C. area than most other
media markets.) Because of that distinction, they
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cover stories differently, and have different rela-
tionships with the law enforcement agencies and
community. In central Virginia, the executives
made less of an effort to grant interviews to
national and D.C. reporters. Rather, in an attempt
to reach the Richmond-area communities, they
concentrated on giving interviews to local
reporters. Several law enforcement officials stated
that the national correspondents’ lack of local ties
sometimes prompted them to compromise the
investigation to get a story. Recognizing their sym-
biotic relationship, some agencies made a concert-
ed effort to take care of the local media by giving
them the first opportunity to ask questions at
press conferences or to interview key officials once
the investigation was concluded.

During high-profile cases the media will go to
great lengths to gather information, take photo-
graphs or shoot video. This may include, as it did
during the sniper investigation, listening through
walls and ceilings, using cameras to look through
command post windows on a third floor, and pay-
ing citizens for access to private property for bet-
ter camera angles into crime scenes. Law enforce-
ment officials must recognize this and try to plan
for how they will respond to such occurrences.
Law enforcement must ultimately find a way to
work with the media to give them information and
photo opportunities that will not interfere with
the investigation. An example of this occurred in
Ashland, Virginia at the Ponderosa restaurant
scene. The executives there established the media
staging area at the perimeter of the crime scene—
close enough to allow the photographers to view
the parking lot of the restaurant, but still a safe dis-
tance from the scene. The media got what it want-
ed and the crime scene was not disturbed.

“We found the media hiding in
bathrooms and extending hoom
microphones across drop ceilings.”

SAC Michael Bouchard, ATF

Law enforcement officials may find themselves
addressing a media trial, such as a “Richard Jewell
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scenario” in which an innocent person is identified
as a suspect and is essentially tried in the media.*> A
situation like the Jewell episode arose in the sniper
case when several out-of-state newspapers ran a
front-page story, complete with photographs, about
a possible suspect. Even though Montgomery
County officials never confirmed the individual as a
suspect, the media ran the story. Within two days
the individual had been cleared of any involvement,
but his reputation was damaged nonetheless.

In granting access to the media, PIOs need to decide
with their executive how they will handle one-on-
one interviews with him or her, or other key staff.
Those interviewed for this project were split on this
issue. Some officials believe that exclusive interviews
dampen the media feeding frenzy. Others strenu-
ously object to granting exclusive interviews
because, far from reducing the frantic media atten-
tion, they believe they stoke the competitive nature
and ill will of those reporters who do not receive the
exclusive. In either case, it is best to make these deci-
sions before a high-profile event occurs.

HOLDING PRESS CONFERENCES

Press conferences will be the most visible represen-
tation of the investigation for the public, and can
have an extraordinary influence on public opinion
and pundits’ critiques of the investigation’s progress.
How they are managed can make or break careers of
chiefs and PIOs. Agencies need to consider, at mini-
mum, five aspects of press conferences:

* Purpose

* Location

* Frequency

+ Spokesperson
* Preparation

43 Richard Jewell was working as a private security guard in
the Centennial Olympic Park in Atlanta when a pipe bomb
exploded before dawn on July 27, 1996—killing one person
and injuring more than 100. Jewell was originally hailed as
a hero after the bombing for moving people away from the
unidentified package that turned out to be a bomb. But that
was before news reports identified him as a suspect in the
case, exposing him to an onslaught of media scrutiny. The
FBI eventually cleared him as a suspect, and Jewell received
financial awards from several media outlets for the damage
to his reputation.



Purpose

Press briefings or conferences can serve multiple
purposes beyond the obvious one of disseminat-
ing information to the media. Some of these other
purposes include calming the community, educat-
ing the public, asking residents for tips, communi-
cating with suspects, and even communicating
with officers. Officials must give careful thought to
when and how these other purposes will be served,
and whether they might conflict.

Agencies will benefit from a consistent strategy on
when and how to work with the media to achieve
purposes other than informing the public. Officials
should determine the desired outcome and how to
achieve it prior to each press conference. For exam-
ple, one press conference in the sniper case was used
to discredit a witness who had given false informa-
tion to police and reporters about the Home Depot
shooting in Fairfax County. Officials wanted to noti-
fy the public of the deception, but also wanted to
send a message to the suspects that other witnesses
could still have credible information. The PIOs care-
fully wordsmithed the prepared statement to reflect
this distinction and to meet both purposes of the
announcement.

Friday, October 4, 2002 (Day 3)

Montgomery County Police Headquarters
Rockville, Maryland

At a morning press conference, investigators
reveal they are looking for either a hunting or
assault rifle that fires .223 ammunition, the same
type of bullet that killed five victims in
Montgomery County. Actual rifles and ammuni-
tion are on display, and photographs of the differ-
ent firearms that police suspect the shooter may
be using are disseminated to the media. The press
conference receives significant “air time” and
helps law enforcement inform the community of
what type of rifle may have been used.

If law enforcement plans to instead use the media
as a vehicle for communicating with suspects,
police leaders must ensure the crafting of a careful
strategy. Officials need to know what they can say,
and what they cannot say. Chief executives should
be careful about assuming the role of a negotiator

with suspects. Regardless of who is the target audi-
ence, PIOs should be involved in any strategic
decisions involving the media to ensure that the
agency preserves its credibility.

“As strange as it sounds, we have to
develop trust and communicate with
the suspects, which we can do
through the media.”

Chief Charles Moose,
Montgomery County Police Department

Location

Because these investigations, by their nature, are
unplanned, it may be difficult to arrange a location
for press briefings immediately. Often, the initial
briefings will be at the crime scene, and if no fol-
low-up briefings are planned, the crime scene may
be completely appropriate.

If indications suggest a protracted investigation, the
agency should identify one permanent site for press
conferences, briefings and distributing materials. To
the extent possible, a site should be identified that
allows the agency to maintain some control over
access and for which it can easily establish a securi-
ty perimeter. In Montgomery County, press confer-
ences were located in front of the police headquar-
ters because the command post was located there
too. MCPD’s Special Weapons and Tactics (SWAT)
team was staged as a quick response unit during
press conferences in the event the snipers attempt-
ed a shooting. Also, the MCPD parked the satellite
trucks in such a way as to block potential sniper
sight lines and to afford greater protection for press
conference participants.

Agencies can consider using an indoor site. This
will offer shelter from the weather and the oppor-
tunity to set up tables and chairs. However, the
agency will have to assume property management
responsibilities for any indoor facility.

Whether indoors or out, the media should be sep-
arated from investigators and other operational
law enforcement personnel. The site should be
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convenient for those who provide the briefings,
but should be far enough away from investigators
and other law enforcement personnel so reporters
cannot interfere with their work. In Ashland,
Virginia, the media site was on a well-manicured
grassy hill—separated from the Ponderosa restau-
rant by a 4-lane road, yet close enough to allow for
a clear camera shot of the scene. In Prince William
County, the press site was located a half-mile from
the scene, with sight lines and access to the crime
scene obstructed by an interstate highway. In both
jurisdictions, law enforcement felt this was the best
arrangement for that particular scene, and neither
agency received complaints from the media about
the location.

Frequency

The MCPD held 59 press conferences during the
investigation. Determining the frequency of press
conferences is a challenge that every law enforce-
ment agency will face. Determining when and how
often to hold briefings is one of the crucial deci-
sions to be made during the investigation, and
regardless of the schedule, someone will likely be
unhappy with it. Every case is different, and the
media coverage will vary too. The case may not be
static, but could change daily or even hourly,
which may dictate a change in scheduling confer-
ences. There simply is no easy answer to “How
often?”

“A press conference every two hours
was probably too frequent. Many times
there was nothing to say.”

PIO Captain Nancy Demme,
Montgomery County Police Department

Some PIOs talked about “being there for the
media,” which encompasses more than press con-
ferences, but is nonetheless a sound guiding senti-
ment for informing the media about develop-
ments. However, PIOs and executives believe that
press conferences ideally should be driven by law
enforcement and public safety concerns. Agencies
should hold press conferences only when they
have news to deliver, and should not schedule a
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conference or summon the media if there is no
information to provide. If press conferences are
not addressing breaking events, agencies should
try to schedule them to coincide with the cycle of
television newscasts.

“I will give the media only the informa-
tion that will help me solve the case and
keep the public informed.”

Sheriff Stuart Cook, Hanover County Sheriff’s Office

Agencies should try to develop a schedule for press
conferences and share it with the media. If officials
can tell the media “no more press conferences
today,” reporters will be grateful. Agencies should
also be careful about canceling a scheduled press
conference or keeping the press waiting for pro-
longed periods. Reporters often will assume the
cancellation or delay is an indication that some-
thing unusual is happening, which may create a
story in itself.

The Spokesperson

Who addresses the media, and under what cir-
cumstances, is another critical matter to consider.
In many large agencies, the general rule is that the
PIO handles routine events and daily briefings,
while the executive selectively appears at press
conferences under exceptional circumstances. The
definition of “exceptional” will vary among execu-
tives and across agencies, depending on some
combination of their leadership style and a pre-
arranged working arrangement with the PIO. In
some cases, lead investigators or other personnel
are also authorized to speak for the agency. Every
agency should determine who will brief the media
under what circumstance, and make that decision
before a major investigation. In Montgomery
County, prior to the sniper case, Chief Moose told
Captain Demme that she should expect to handle
90 percent of the routine media briefings. On the
morning of Day 2, Captain Demme said, “Chief, I
think your 10 percent is about to start.”



“When finished interacting with the
media over a several-day period,
as when we responded to the attack on
the Pentagon, | am emotionally spent.
The continuous preparation and
performance is draining.”

Chief Edward Flynn,
Arlington County Police Department44

Though some leaders will use their PIO different-
ly, he or she can provide a level of insulation
between the decision makers and the media. Chief
executives, as the ultimate agency authorities, may
find themselves in a no-win situation if they can-
not or will not answer a media question. The PIO
has the greater latitude in not answering an
inquiry either because he or she may legitimately
not have the answer, or can afford to say, “I don’t
know” or “I don’t have the authority to answer that
question,” without it reflecting badly on his or her
leadership skills or creating repercussions. The
chief may not want to provide an answer because
of public safety concerns, such as in hostage nego-
tiations, or because it could affect the integrity of
the investigation. But when the chief chooses not
to answer a question, he or she may only heighten
community anxiety about the investigation’s
progress or the chief’s leadership abilities.

“Why should I put the sniper case on
my PI0? Ultimately, | will be held
accountable for the agency’s
performance, and should accept
responsibility for media relations.”

Chief Charles Moose,
Montgomery County Police Department

When the chief is briefing the media, the PIO
should always remain close by so the chief can
defer to him or her for follow-up, to facilitate a
clean end to the conference and so the PIO can
answer the many questions that will be asked once
the conference has ended.

From time to time, elected government leaders from
the local, state and national level will participate in
press conferences, particularly if the public is look-
ing for reassurance about the overall conditions in
the jurisdiction or region. Elected leaders can serve a
vital function in calming residents and alerting them
to the availability of such government services as cri-
sis counseling or victim assistance. Law enforcement
officials need to work with politicians early on to
determine how they can effectively contribute to the
overall media strategy.

If political leaders are involved in law enforcement
press conferences, their comments should be coor-
dinated with all other speakers to ensure a consis-
tent message that meets law enforcement goals.
This will also preempt redundancy or damage to
the investigation. Speakers should refrain from
discussing who is safe and who is not, and should
not challenge the suspects. Government leaders
can help calm public fears and facilitate access to
needed services, but should always refrain from
discussing the specifics of the investigation.

Tuesday, October 8, 2002 (Day 7)
Montgomery County Police Headquarters
Rockville, Maryland

At an emotional afternoon press conference held the
day after a 13-year-old student was shot in front of
his middle school, one public official stated, “We’re
talking about a person here who is basically a cow-
ard. This is not an individual here who is out there
doing something strong or manly or anything of this
type. This is a person shooting elderly men, shooting
women, and now shooting little children.”

While the general law enforcement strategy should
be to coordinate the involvement of elected and
appointed government leaders in press confer-
ences, agencies must also monitor the news to see
what local and national political leaders are saying
outside of law enforcement briefings, and then
adjust their media strategy accordingly.

44 Chief Edward Flynn has since left the Arlington County
Police Department and at the time of this writing is the
Secretary of Public Safety for the Commonwealth of
Massachusetts.
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Monday, October 14, 2002 (Day 13)

On the afternoon of the 14th, President Bush spoke
about the killings just miles from the White House:
“I'm just sickened, sick to my stomach, to think that
there is a cold-blooded killer at home taking inno-
cent life. The idea of moms taking their kids to
school and sheltering them from a potential sniper
attack is not the America I know.”

Preparation

“Don’t challenge the snipers, don’t
embolden the snipers. When briefing the
media, we tried to strike a balance
between these two principles.”

SAC Gary Bald, FBI

Press conferences can go forward impromptu, or
they can require hours of preparation by several
personnel. The amount and type of preparation
may well depend on the purpose of the confer-
ence. In Montgomery County, media relations
staff engaged in the following activities:

+ Every day the PIOs read the morning newspa-
per editorials to assess media and public
sentiments about the investigation and used
the editorials to help craft the media strategy
for that day.

+ Once a routine schedule of press conferences
was established, the PIOs conferred with the
media before each conference to identify issues,
questions and rumors so that the prepared
comments could address those concerns.

+ FBI profilers and hostage negotiators helped
prepare the statements, especially when using
the press conference to communicate to
suspects or when crafting language that consid-
ered the suspects’ possible reaction. ATF profil-
ers and negotiators provided guidance as well.

+ At the beginning of many press conferences,
the media relations staff distributed handouts
with talking points that would be emphasized
at the conference.
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To help monitor how media efforts might influ-
ence the case, public information personnel can
document media actions during the investigation.
One type of documentation could consist of a
written log (or audio or videotapes) of press con-
ferences and even of subsequent media reports. A
second log would focus on significant pending
media questions or problems.

RELEASING PUBLIC INFORMATION
FROM A TASK FORCE

How Many Spokespersons?

When multiple agencies come together to form a
task force, it is imperative that they speak with one
voice when communicating with the media.
Achieving this one voice could entail using just one
spokesperson, or coordinating messages among
multiple spokespersons in different jurisdictions. Of
course the difficulty in delivering one message
increases with the number of speakers. To the extent
possible, a task force should identify one spokesper-
son or one point of contact for the media. That
spokesperson may very well be someone in the pri-
mary agency, and all participating agencies may
need to make this decision just as they did for deter-
mining the leader of the Sniper Task Force.

Circumstances may arise, however, that require
more than one chief or spokesperson to brief the
media. Individual chiefs should make any
announcements about critical events or major
developments that occur in their own jurisdiction,
and only after these announcements are made
should the chief defer to the task force public
information personnel (see Chapter Two for more
information about coordinating operations
between individual agencies and a task force). For
example, in both Prince William and Fairfax
Counties, Chiefs Deane and Manger, respectively,
announced that sniper-related homicides had
occurred in their jurisdictions and that they would
investigate the murders locally, but participate in
and coordinate with the Montgomery County task
force. Similarly, if chiefs are present at the task
force command post at the time the crimes are
committed in their jurisdiction, they should deliv-
er any statements about those developments.



Joint Information Center

The Montgomery County Task Force established a
Joint Information Center (JIC) that included pub-
lic information office personnel from the FBI, ATF
and those neighboring agencies that did not have a
shooting in their jurisdiction. The PIOs of the prin-
cipal agencies participated in conference calls with
those professionals in the JIC. The collective opin-
ion of the PIOs interviewed is that effective com-
munication among the media relations personnel is
just as important as communication among execu-
tives or among primary investigators. One mecha-
nism for achieving this is to establish a PIO table in
the JOC, staffed by rotating public information staff
from the principle agencies that keep all PIOs
apprised of developments. If on-site representation
is not possible, the PIOs should establish their own
regularly scheduled conference calls to facilitate
information sharing and planning.

Agencies must consider and address the problems
involved in choosing physical locations for key
operations—the JOC, the JIC and the media stag-
ing area. As mentioned earlier, the media should
be staged away from the JOC to minimize interfer-
ence with investigators and inappropriate access to
facilities. This may create a problem for PIOs who
prefer to be close to, or in, the JOC as a way to fos-
ter communication with investigators, but have to
remain physically close to the media staging area.
In Montgomery County, the JIC was established in
police headquarters and not in the JOC. This eased
preparations for press briefings that occurred in
front of police headquarters, but it created prob-
lems when the PIOs wanted to be in the JOC. In
the sniper case, PIOs from several agencies said
reporters, and not investigators, informed them of
case developments. In sum, the conflict for PIOs is
that staying close to the JOC enables them to
obtain the timely investigative information needed
to effectively brief and interact with the media, but
staying close to the media is more efficient and
accessible, and maintains a needed buffer between
the press and investigators.

“I've never seen an investigation where
the media was such a driving force,
and where they had so much
investigative information.”

Sheriff Stuart Cook, Hanover County Sheriff’s Office

PIOs from federal agencies such as the FBI or ATF
who serve on task forces can bring a wealth of expe-
rience to managing public information during
large-scale, national incidents. However, their per-
spective on multi-agency investigations will proba-
bly be different than that of local officials. For exam-
ple, federal agencies prefer to brief the media less fre-
quently than state or local agencies. Also, they may
not be as familiar as local PIOs with the community
fears and demands that are an integral part of man-
aging these investigations on the local level. Yet they
provide valuable perspectives and opinions that
local agencies might not otherwise consider.

ADDRESSING MEDIA LEAKS

Leaks can be frustrating—even dangerous for law
enforcement personnel for several reasons. Some
information, if leaked, can jeopardize an ongoing
investigation and the eventual prosecution. It can
enrage suspects who then react violently or alter
their behavior, and frustrate planned police
actions. Innocent people can be falsely accused,
inviting irreparable damage to their reputations
and spurring citizen fears. Leaked information and
erroneous information reported by the media may
require law enforcement agencies to issue correc-
tions that tip their hand or otherwise undermine
their efforts. Task force leaders and PIOs will find
it a challenge to maintain a balance between cor-
recting information and standing by as conflicting
or erroneous information appears in media
reports. Finally, leaks can hamper much-needed
information sharing among law enforcement as
developments are closely guarded.

A leak can come from anyone—chiefs, sheriffs,
special agents, investigators and patrol officers.
Leaks occur because officials want to demonstrate
their knowledge about the investigation or its
progress, learn from reporters what they know

CHAPTER SEVEN Media Relations 97



about the case, or inadvertently disclose informa-
tion by telling someone they do not know is a
reporter or shares developments with others who
then inform reporters. There are many other pos-
sible sources, such as conversations overheard or
documents intercepted, as well as intentional leaks
for payment or other consideration.

In high-profile investigations, there may be little dif-
ference with regard to information released internal-
ly and information revealed publicly. Some officials
in this investigation wanted to implement organiza-
tional controls (e.g., policies, signed contracts or
polygraph examinations) to limit leaks or identify
those who had released information improperly.
Other officials interviewed disagreed with this strat-
egy. Leaks can hamper the investigation and under-
cut the exchange of information, but officials should
not allow leaks to divert their focus from the investi-
gation. The consensus of investigators and executives
with experience in high-profile investigations is to
assume that leaks will occur and not to be surprised
by the leaking of any piece of information.
Determine which information, if leaked, would
require a response and what that response should be.

Monday, October 8, 2002 (Day 7)
Montgomery County Police Headquarters
Rockville, Maryland

On October 8, local news WUSA-Channel 9
reported that a tarot card was found the previous
day at the Tasker Middle School shooting scene,
which contained the message: “For you Mr.
Police...Code: ‘Call me God. Do not release to
the press.” The Washington Post reported the
same information the following day. Chief Moose
lambasted the media for reporting the existence
of the card and endangering the case. Both media
outlets had relied on information “leaked” by law
enforcement officials, or somehow obtained pos-
session of one of the hundreds of photocopies of
the card that had been made.

When unauthorized disclosures occur, it is impor-
tant for executives to resist the temptation to criticize
the reporters for running a story that contains leaks.
They are, after all, doing their job, and are relying on
information provided by law enforcement officials.
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Agencies’ written policies should clearly state
which personnel can interact with the media and
under what circumstances. During these investiga-
tions, executives should remind personnel of those
existing written policies and reiterate to officers
the importance of not leaking information.

Closely related to leaks are “off the record conversa-
tions” officials have with reporters. These conversa-
tions are often an attempt to gain or keep good will,
to spin the story, or to present their agency in a good
light. Because they may not discuss case specifics,
they might assume that these talks are relatively
harmless. But a number of PIOs spoke about how
these conversations always result in unintended con-
sequences for them and their executives. Every con-
versation a reporter has with someone who knows
just a piece of the story contributes to a snowball
effect whereby reporters try to leverage what they
know in order to gain additional information until
they get enough for the story. At some point, those
reporters inevitably call the primary PIO or chief
and ask for information to fill gaps or to correct any
misperceptions—a position they would not have to
be in if officials refused to divulge seemingly incon-
sequential elements of the case.

PLANNING AND PREPARATION

As with many aspects of multi-agency investiga-
tions, pre-incident planning for how media rela-
tions will be conducted can make a significant dif-
ference when a crisis arises. Executives should
ensure that all relevant personnel develop and
review agency-wide policies and standard operat-
ing procedures for the public information office.

Executives and PIOs should establish relationships
with local media during non-stress times. PIOs
can work with local television, radio and print
reporters on how they can meet one another’s
needs and address concerns. At another level, the
chief/sheriff and PIO, perhaps in conjunction with
several law enforcement agencies, could meet with
media executives, such as television and radio sta-
tion managers and news directors, as well as news-
paper editors, to explain agency policies and plans
in an attempt to reach a mutually agreeable strate-
gy for covering major stories. These personal rela-



tionships cannot be stressed enough. The height of
a crisis is not a good time to establish ground rules
or ask for favors from the press.

“The media does some of the same
things that law enforcement does in
terms of searching for information.
Sometimes, reporters may uncover
information that law enforcement is
not aware of that can actually help
solve a case. These relationships can
be mutually beneficial.”

Detective James Trainum,
Washington Metropolitan Police Department

Many sworn PIOs in agencies across the country
never receive formal media relations training, but
those interviewed as part of this project empha-
sized its value. If training is not immediately avail-
able, agencies should provide for an overlap tran-
sition between the incoming and outgoing PIO.
This on-the-job training will allow the incoming
PIO to learn at least how the chief, reporters and
media managers operate. This training may also
help them prepare for conducting a press confer-
ence, including fundamental rules about such
matters as when the press conference should end.

PIOs should get to know their counterparts in sur-
rounding agencies, and may even want to schedule
a regular meeting to discuss mutual concerns or
experiences. PIOs should discuss, and when possi-
ble, coordinate with nearby agencies their policies
for granting interviews, working with well-known
reporters and responding to requests from local,
national and international media. When agencies
have conflicting policies, or one agency applies its
media policy inconsistently, reporters may be able
to play agencies against each other in trying to
gain information or interviews.

A FINAL THOUGHT:
BALANCING DEMANDS

An important but often overlooked consideration
in high-profile cases is balancing three conflicting
forces: 1) the public’s right to know, 2) law

enforcement’s desire to manage information
to maintain case integrity and public safety, and
3) the media’s need to run stories and compete in
their market. During an investigation of this
nature, especially one involving ongoing commu-
nications with suspects, law enforcement may
learn of information that is critical to solving the
case. This same information, however, may have
significant consequences for public safety, causing
law enforcement officials to weigh the effects of
withholding information for investigative purpos-
es and how that might influence residents’” safety
and security.

For example, the “Ponderosa letter” left by the
snipers contained language that threatened the
safety of children, while also stating that this infor-
mation should not be released by law enforcement
to the media. It was, however, passed on to some,
but not all, school administrators who decided on
Sunday, October 19 to close schools based on this
notation. The next day, a national broadcast outlet
ran a story about the warning in the letter, but
dramatically overstated the threat, which further
inflamed public fears. Law enforcement then felt
compelled to address public fear and put it in
perspective. Law enforcement leaders released
the warning in the letter, despite the potential for
challenging the suspects and undermining the
investigation.

Ultimately, law enforcement must consider
whether information should be released to the
public to inform them of safety concerns or to ask
for assistance. Accordingly, the question is not
whether to work with the media—more reason-
ably, it is a matter of when and how much. Law
enforcement must recognize that giving too little
too late can spur the media into conducting their
own investigations, and undercut an agency’s abil-
ity to control the message. Simply put: Law
enforcement and the media need each other, so
law enforcement executives need to do their best
to work with them to find common ground. The
need to secure this common ground cannot be
overstated. Without it, conflicts will continue to
affect public safety.
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CONCLUSION

Managing the media function was one of the
greatest challenges in this high-profile investiga-
tion. The media coverage was greater than anyone
had ever experienced, and individual reporters
created significant problems for investigators and
executives. Some law enforcement officials added
to the problems by leaking information to
reporters. The role of the media went beyond just
covering the story as their actions influenced the
investigation, citizens and suspects. They also
played an important role by allowing law enforce-
ment to communicate with residents to reduce
fear and solicit help in identifying the suspects.
The media helped law enforcement take the pulse
of citizen concerns, fears and expectations as well.
And, of critical assistance, they helped communi-
cate with the suspects.

The new relationship between law enforcement and
the media is complex, and in high-profile cases it can
prove especially challenging. Police chiefs and sher-
iffs should understand that the relationship deserves
an investment—in building trust, ground rules and
expertise to make the most of a positive arrange-
ment with the media. The role of journalists in law
enforcement operations will continue to be signifi-
cant, and the next high-profile investigation may
generate even more media attention than the sniper
case. The adept police executive who gets the call
that there has been a serial shooting or other high-
profile crime will already be prepared for the second
call—the one from the media.

LESSONS LEARNED

Managing the Public Information Function
* The chief and the PIO must develop a plan
(preferably before an incident) for managing
the media, and to the extent possible, stick to
it throughout the event.
+ The public information plan should include,
at minimum,

o a delineation of duties and responsibilities
related to the media throughout the investi-
gation;

o organizational resources necessary to make
the plan a success;
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o a description of how the organization will
manage critical aspects of the investigation,
such as press conferences and crime scenes;
and

o direction on how much information it will
provide the media.

+ Agencies should identify one point of contact
for the media and the means for that law
enforcement official to communicate quickly
with them.

« Agencies should recognize that by providing
reporters with information, they can mini-
mize the likelihood that reporters will see the
need to conduct their own independent inves-
tigations.

+ Law enforcement should provide accurate and
timely information through the proper public
information staff.

+ Agencies should recognize and plan for the
fact that in a high-profile incident, reporters
will go to great lengths to get their stories.

+ Officials should keep suspects’ names out of
the media to the extent possible, but recog-
nize that leaks may require a strategy for deal-
ing with the public disclosure of those names.

Holding Press Conferences

« Agencies should hold press conferences only
when they have news to deliver.

+ Agencies should develop a careful strategy on
when and how to use the press conference to
achieve purposes other than informing the
public, such as communicating with suspects.

+ Officials should determine the reasons for a
press conference, the anticipated outcome and
a strategy to achieve it.

+ Chief executives should rely on the expertise
of PIOs (and behavioral scientists) to craft a
strategy and message for press conferences.

« If applicable, agencies should identify one
permanent site for holding press conferences
and briefings, as well as distributing materials.

+ Agencies should identify a site where they can
maintain some control over access and readily
establish a security perimeter.

* The location of press conferences should be
convenient for those who are providing the
briefings, but far enough away from investiga-



tors and other law enforcement personnel so
reporters cannot easily interfere with their
work.

+ Departments should be wary of canceling or
delaying press conferences, as reporters may
take this as an indication that something
unusual is happening.

+ A PIO can be a buffer between the media and
the chief without making leadership or full
disclosure the issue any time a question can-
not be fully addressed.

+ Determine what role, if any, local politicians
will play in communicating with the public
and work with those leaders to coordinate
messages that will meet the needs of commu-
nities while maintaining the integrity of the
investigation.

Releasing Public Information from a Task Force

+ When multiple agencies come together to
form a task force, it is imperative that they
speak with one voice when communicating
with the media.

« If chiefs are present at the command post,
they should make statements about any devel-
opments in their respective jurisdictions.

+ The task force should make accommodations
to establish a Joint Information Center (JIC).

« If on-site representation in the JOC is not
possible, the PIOs should establish their own
regularly scheduled conference calls to share
information and develop strategies.

Addressing Media Leaks

+ Officials should not be surprised by the leak-
ing of any piece of information.

+ Law enforcement leaders should not let leaks
overwhelm the investigative effort by becom-
ing preoccupied by them.

+ Agency executives and PIOs should determine
which information, if leaked, will require a
response and what that response should be.

+ When leaks do occur, it is important for
executives to resist the temptation to criticize
reporters.

+ Agencies should develop written policies that

clearly state which personnel can interact with

the media and under what circumstances.

Planning and Preparation

+ Executives should provide new PIOs with
training, or at minimum, create overlap in the
position so the outgoing PIO can provide
guidance to whomever takes his or her place.

+ Executives and PIOs should develop relation-
ships with local television, radio and print
reporters prior to a major incident in their
jurisdiction.

+ Law enforcement executives and their PIOs
should meet with media executives and deci-
sion makers to explain their policies and pro-
cedures and attempt to reach a mutually
agreeable strategy for covering major stories
or high-profile incidents.

+ Executives should develop and enact agency-
wide public information policies and standard
operating procedures for the public informa-
tion office.

* PIOs should get to know their counterparts in
surrounding agencies through regular meet-
ings and discussions.

+ PIOs from neighboring agencies should con-
sider coordinating their policies for granting
interviews and responding to media requests
during high-profile investigations.
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CHAPTER EIGHT

Community Issues

INTRODUCTION

he safety of residents must be the para-

mount concern for any law enforcement

agency, especially during an event that
creates panic and confusion. The effect of the
sniper shootings on community fear has been well
documented;#° and the lesson for law enforcement
is that prolonged indiscriminate violence can shat-
ter people’s sense of security and well-being. The
snipers’ random violence caused many citizens to
feel an intense personal vulnerability, especially on
the heels of the September 11, 2001, terrorist
attack on the nearby Pentagon and the anthrax-
tainted letters mailed to the area. These latter
events contributed to the initial theories that the
shootings were the work of terrorists.

“The terror is here and
that is terrorism.”

Sheriff Ronald Knight,
Spotsylvania County Sheriff's Office

This chapter describes how law enforcement
agencies worked with community residents and
organizations during the sniper investigation.
Specifically, the chapter focuses on

+ Maintaining community outreach
* Accessing victim assistance
+ Addressing school safety

Every local law enforcement agency that investi-
gated a homicide or shooting during this three-

week episode realized the importance of listening
to, and working with, community members. Many
area residents looked to law enforcement officials
for leadership. Fortunately, community leaders
and organizations helped make significant contri-
butions to calming public fears and even ensuring
the safety of residents. This chapter attempts to
answer some of the questions that law enforce-
ment officials—from executives to 911 call-tak-
ers—faced when interacting with residents and
visitors during the three-week investigation, such
as the following:

« What can law enforcement do to reassure resi-
dents about their safety and security?

+ How will community members react in the
face of such fear, and what can community
leaders do about it?

« What are the needs of victims and their fami-
ly members, and how can law enforcement
meet them?

« How can schools, administrators and law
enforcement leaders coordinate procedures
and the messages they provide to parents and
students?

45 Numerous media outlets documented the extent of commu-
nity anxiety and fear during the 23-day investigation,
including a poll conducted by The Washington Post just
days before the suspects’ arrest that showed a larger propor-
tion of Washington-area residents—more than 4 in 10—
said the sniper shootings made them feel more personally
threatened than did either the September 11 attacks or the
anthrax-tainted letters.
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MAINTAINING COMMUNITY
OUTREACH

The sniper case was particularly frustrating for
many law enforcement officers because it was the
first time in their careers that they could not tell
the community how to be safe. Agencies found
they had to strike a balance between telling citizens
to be careful and limit some activities and, at the
same time, to live their lives as normally as possi-
ble—not to be hostages in their own homes.
Consistent with community policing, agencies
found they were most successful when providing
residents with a highly visible law enforcement
presence and a sense of security. For many agen-
cies, this three-week episode improved bonds of
trust and understanding between the police and
community that will be felt for years to come.

“From one perspective, the sniper case
was more challenging than responding
to the Pentagon on September 11.
With the Pentagon, community fear
subsided greatly within a few days.
In the sniper case, community fear
seemed to grow exponentially every
day, and created enormous challenges
for police to reassure the public.”

Chief Edward Flynn,
Arlington County Police Department

Providing Information to the Community

This investigation provided an opportunity for law
enforcement to engage the community as its eyes
and ears—explaining what to look for and how to
behave in certain areas or situations—and as part-
ners in protecting themselves and loved ones from
becoming victims. The agencies involved needed
to be careful, however, that in their desire to
demonstrate that law enforcement was in control
of the situation, they did not release critical or
incorrect information.

Once the appropriate message has been crafted, law
enforcement agencies can disseminate it to the com-
munity directly through a variety of communica-
tion efforts (e.g., leaflets or web postings) or existing
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community networks (e.g., Neighborhood Watch or
community associations). Agencies can also partner
with the media to broadcast information, mindful
that every communication through the press may
reach the perpetrators, whose potential reaction
must be carefully considered. In addition to press
conferences, some of the ways local agencies com-
municated with citizens during the sniper case
included the following:

+ Nearly every local agency used community
meetings to inform the public of develop-
ments and reduce their apprehension by pro-
viding guidance and support.

+ MCPD developed a “How To Be A Good
Witness” guideline for citizens (see Appendix
] for a copy).

* The Prince William County Police Department,
during its pre-incident planning efforts, deter-
mined that it would use a website to provide
residents with helpful information in the event
of a shooting. When the shooting occurred, the
website was established immediately.

* The Prince William County Community
Services Board, using information previously
developed for Critical Incident Stress
Management debriefings as well as its experi-
ence in responding to the Pentagon attack,
developed a tri-fold brochure entitled
“Dealing with the Sniper Attacks” (see
Appendix K for a copy).40

+ The Baton Rouge Serial Murder Task Force

developed a website to educate the
community. The site included victim
biographies and photographs, descriptions of
missing property and a profile of the killer.

In the United Kingdom, when different con-
stabularies are involved in a multi-agency inves-
tigation, they each develop a website to inform
the public and to also identify the individuals
who might be visiting all of their websites.

While agency officials never formally evaluated the
effectiveness of these efforts, they felt these initia-
tives helped inform and calm the community, and
would use them again in a similar situation.

46 For additional source material on coping with the shootings,
see SAMHSA 2004.



“To Protect, Serve and Reassure. This
was our motto during the sniper case.”

Chief Gerald Wilson,
Prince George’s County Police Department

Sometimes, agencies may miss opportunities to
educate and inform residents about necessary law
enforcement functions, which can contribute to
community frustration. At one shooting scene, sev-
eral retail customers were detained and questioned
for an extended time and even had their vehicles
confiscated for evidentiary purposes. Many were
upset by the lack of explanation and follow-up
assistance from the law enforcement agency, and
made their displeasure known. Despite an occa-
sional misstep like this, agencies used traditional
and innovative ways to keep community residents
informed about developments and, by most indica-
tions, succeeded in their efforts.

Community Mental Health Services

The fear among residents became so pervasive that
law enforcement agencies did not always have the
resources or expertise to ease residents’ anxiety. In
several communities, county mental health agen-
cies provided awareness and counseling services to
residents. Notable examples of this include
Montgomery County and Prince William County.

The Prince William County Critical Incident
Response Team, part of the Prince William County
Community Services Board (CSB), has a 15-year
relationship with public safety agencies. This
Critical Response Team includes 20 people trained
to provide support to public safety personnel after
a critical incident. One measure of their success
has been the increasing frequency with which
police officers have been informing victims of the
crisis intervention services.

“Our unofficial motto is to say yes to
the police department, no matter
the request.”

Vickie Taylor, Prince William County

Community Services Board
Youth, Adult and Family Services Division Manager

The benefits of the police-mental health partner-
ships were evident in such cases as when county
executives met several hours after the 8:15 pM.
shooting of Dean Meyers in Manassas and police
and government leaders expressed concerns about
the community’s emotional welfare. In an effort to
demonstrate a commitment to the county’s message
about the importance of residents’ physical and
emotional well-being, the CSB was asked to partici-
pate in the initial news conference. Their representa-
tive stood on the podium behind police officials at
the press conference to show support and answer
questions.

CSB leaders knew the importance of getting infor-
mation out to the community, so they publicized
their services in several ways: Officials announced
the hotline number at the press conference and on
local television news broadcasts. The DMH pro-
duced a flyer for residents discussing likely reactions
and tips for managing stress, and made them avail-
able at county buildings.

The CSB’s initial step was to establish a communi-
ty hotline. Although the DMH did not have a prior
plan for a hotline, it improvised and developed
one with existing resources. Without enough time
to obtain a dedicated phone number, DMH
staffers used the two numbers already used for
mental health services, and drafted two front-desk
employees to answer the phones. The hotline call-
takers routed the calls to one of five individuals
qualified to provide assistance. If the caller needed
additional counseling, an appointment was set up
at a mental health center.

The 24-hour hotline went into operation on
October 10 (Day 9) and stayed up and running for
about a week after the suspects’ arrest. Call-takers
answered hundreds of calls. Unexpectedly, many
of the callers did not need counseling services but
wanted the number for the FBI tip line. Of those
who called for counseling services, most wanted to
know what to do for their children. The close con-
nection between law enforcement and mental
health resources were invaluable to this investiga-
tion, and will fill the same function in any similar
investigation.
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ACCESSING VICTIM ASSISTANCE

Outreach for victims and their families is crucial
during a high-profile investigation. Victim services
from police and prosecutors’ offices can assist the
law enforcement department in communicating
with the victims and their families. For example, the
MCPD convened the victims’ families on the night
of October 3 (Day 2) when four Montgomery
County residents were killed, and once again imme-
diately after the suspects were arrested. In addition,
these family members were brought together on
several other occasions after the arrests. At these
meetings, police, victim advocates and psycholo-
gists were available to answer relatives’ questions
and provide support.

“The victims and their families
are always your first concerns,
and cannot be forgotten.”

Chief Charles Moose,
Montgomery County Police Department

Agencies may want to consider a coordinated
approach to providing services to victims and
their families. Crucial participants might include
victim service professionals and representatives
from law enforcement, prosecution and courts.
This multidisciplinary team would ensure the
timely and sensitive completion of necessary tasks,
such as notifying and briefing victim family mem-
bers, releasing property, working with prosecutors
and court officials, and coordinating media
requests for interviews with victims and families.
During the investigation of a “normal” crime, the
primary investigator may perform many of these
duties. In high-profile cases the primary investiga-
tor should be assisted with these duties, including
maintaining contact and sharing information with
victim service providers.

Law enforcement agencies and victim service
providers have to remain sensitive to cultural
norms when providing victim services, such as
emotional support, counseling, insurance, emer-
gency funds and more. In this case, the MCPD
learned that some cultures do not allow the
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acceptance of donations during times of grief. The
department also had to help make arrangements
for family members to come to the United States
to attend a funeral, which was complicated by the
fact that some family members in the area turned
out to be in violation of immigration laws.

Those involved in the sniper case cautioned that, as
in many tragic cases, some victims or their families
will express frustration or anger toward law
enforcement, and may even use media opportuni-
ties to criticize or accuse law enforcement of negli-
gence. When this occurs, it can be upsetting for
agency personnel, and can also create distractions
and additional work. There is probably little that
law enforcement can do to prevent this, but officials
have to be prepared nonetheless, and understand
that it is a natural aspect of the dynamics of such an
emotional experience for those who are victimized.

Victim service professionals may also assist in
developing plans for providing post-traumatic
stress counseling for victims’ families, community
members, law enforcement employees and their
families. City, county or state mental health
services and the agency’s internal employee assis-
tance programs (peer support teams and offices
of stress management) can fill a crucial role in
delivering these services.

“The Washington-area sniper shootings
had a profound impact on our
community—not only for the families
who lost loved ones, but for each of
us who lived with fear during those
three weeks in October. Throughout
that horrifying time, | supported our
law enforcement officers in every way
possible and tried my level best to
reassure a community that was
constantly on edge. There isn’t a day
that goes by that | don’t think about
the victims of these terrible crimes
and the families they left behind.”

Douglas M. Duncan,
County Executive, Montgomery County




ADDRESSING SCHOOL SAFETY

School systems, in part because of their central
role as caretakers in the community, can tremen-
dously influence and even create public opinions
about local events and issues. Certainly, the sniper
case was one of those events. In Montgomery
County, school officials fielded an enormous
number of calls from parents asking about the
safety of their children. So did law enforcement
officials, especially district commanders. Students
and parents will make frequent inquiries and, at
times, unusual demands on school and law
enforcement officials during times of crisis.

“Everyone everywhere was a potential
victim. No one was excluded.”

Supervisory Special Agent Mark Hilts, FBI

School officials had many concerns about manag-
ing the safety and security of the students, teachers
and staff in their classes and on their grounds. The
safety of students weighed heavily on school
administrators. A brief overview of some of the
key developments affecting schools in the sniper
case follows.

Thursday, October 3,2002 (Day 2)

By 10:30 A.M., the Montgomery County School
District, comprised of some 191 public schools, is
put on Code Blue, as are dozens of private schools.
Students are no longer permitted outdoors until the
school day has come to an end. Code Blue would
remain in effect for the next four weeks.

Monday, October 7, 2002 (Day 6)

In Montgomery and Prince George’s Counties,
Maryland State Troopers are assigned to schools at
the beginning and end of each school day,
patrolling local shopping malls in between.
Uniformed troopers, in an attempt to promote vis-
ibility and security, get out of their cars and talk
with teachers, principals and students. Plainclothes
officers concentrate on surveillance and detection.
(This was the day 13-year-old Iran Brown was shot
in front of his school at 8:08 A.M.)

Friday, October 11, 2002 (Day 10)

Outdoor activities in Maryland and Virginia
schools, including field trips and athletic events,
are cancelled. Youth sports leagues suspend all
practices and games.

Sunday, October 20, 2002 (Day 19)
Richmond-area school officials announce that
schools will be closed on Monday. School officials
in northern Virginia and Maryland announce
that schools will remain open.

Tuesday, October 22, 2002 (Day 21)

With schools shut down in the Richmond area for
the second day, Chief Moose releases to the press
the sniper’s postscript from the letter left in
Ashland: “Your children are not safe anywhere at
anytime.”

School System Security Policies

On the morning of October 3 (Day 2),
Montgomery County School Superintendent Jerry
Weast convened the Montgomery County Crisis
Management Committee. For the next three-and-
a-half weeks, the committee, consisting of 18
internal upper-level managers, met two to three
times each day to assess the schools’ conditions
and ensure the activation of the system’s
Emergency Response Plan. Tasks that required
managerial oversight and decision making were
staffed “three deep.” For every critical position, a
replacement and one other trained staff member
supported the primary decision maker.

From the first meeting, Superintendent Weast
required a clerical staff member to keep meeting
minutes and collect pertinent documents as a per-
manent record of the committee’s and school sys-
tem’s actions. The final product is a daily record
collection, organized into four large binders, that
records the decision-making process.

The Emergency Response Plan includes contin-
gencies based on the level of perceived threat, for
example Code Blue and Code Red. Code Blue, the
second highest level of security, was in effect from
October 3 until October 28.
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Code Blue’

This is a term used to alert staff that an emergency/crisis
exists at or near a [Montgomery County Public Schools]
facility. It requires all students to be accounted for and
under supervision. Administrators may activate the on-site
emergency team and set up a command post when appro-
priate. Administrators or their designees will notify staff
and students via the public address (P.A.) system when a
Code Blue is in effect. It is recommended that an “age-
appropriate” announcement of a Code Blue include a brief
description of the nature and location of the incident.

e When the administrator announces a Code Blue, all
students should be accounted for in an instructional area
and be told to wait for further instructions. Classroom
instruction may continue.

e Staff must document attendance and report any
discrepancies to an administrator/designee when it is
safe to do so.

e During a Code Blue, classroom lockdown is not required.

e An administrator may activate the on-site emergency
team during a Code Blue via a PA. announcement.

« Depending on the Code Blue situation (the nature of the
emergency or potential threat), it may not be safe to
change classes. In these situations, class bells should be
turned off and students/staff should remain in their
classrooms until directed otherwise by the administra-
tor/designee.

« Depending on the Code Blue situation, staff supervising
students outside may be requested to move students to a
pre-determined location inside.

In the sniper case, the decision to invoke Code
Blue was made while officers were en route to the
second shooting. Dr. Weast attributed this decision
to explicit protocols for exchanging information
with the police department, internal school staff
discussions and knowledge of community behav-
iors. Dr. Weast noted that school administrators
relied on a network of relationships to make an
informed decision about going to Code Blue.

In the aftermath of the Columbine school shoot-
ings, as well as after September 11 and the anthrax
letters, schools officials reviewed and modified
their security plans. That work produced the plans
that were put into effect during the sniper investi-
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gation. In addition, the school system engaged in a
series of realistic training exercises to implement
the various security procedures, and conducted
formal debriefings after all such events to learn
from their experiences. This planning and prepa-
ration, coordination with law enforcement, and
leadership by school officials led to a response that
can be instructive for other school systems.

According to Superintendent Weast, the sniper
case pointed to a possible vulnerability in
Montgomery County school preparations.
Specifically, most school safety programs focus
primarily on violence by individuals who have a
legitimate reason to be on campus, such as stu-
dents or staff, but do not consider adequately peo-
ple who do not have a reason to be on campus.
School security plans should be examined in light
of this possibility.

School superintendents in both the D.C. and
Richmond regions organized conference calls to
coordinate school security efforts in their respective
regions. Many superintendents communicated
directly with students and parents (see Appendix M
for Arlington County Superintendent Smith’s letter
to parents). The Richmond-area schools’ superin-
tendents had a practice of meeting monthly to dis-
cuss issues of mutual concern. The trust and com-
munication patterns established in those meetings
helped them when they had to develop a unified
response to the shootings and the resultant fear.

The concern in the Richmond-area schools
increased greatly on Day 6 when a 13-year-old stu-
dent was shot in front of his Prince George’s
County school. School superintendents relied on a
pre-incident “lock down” plan to limit access to
school buildings and minimize students’ exposure.
Communication among school staff was accom-
plished through cell phones, pagers, e-mail and
faxes. Dr. Stewart Roberson, Superintendent of the
Hanover County Public Schools in Virginia, visit-

47 This section is excerpted from the Montgomery County
Public Schools, Department of School Safety and Security’s
Emergency/Crisis Plan Procedures. Additional materials can
be found in Appendix L.



ed schools when they were in session, took his
child to the bus stop and answered calls at a hot
line for concerned parents.

The Richmond-area schools received numerous
media requests for interviews and stories. As much
as possible, the superintendents tried to follow an
agreed upon plan of allowing local reporters pri-
ority access. Close coordination among the super-
intendents helped in working with the media, and
was the hallmark of all school security efforts.

Private Schools

Coordination of security protocols among public
and private schools, including colleges and univer-
sities, is important but varies by jurisdiction. For
example, the Montgomery County School System
communicated constantly with private schools in
the county through a variety of methods—tele-
phone calls, Internet website updates, published
materials and more. Montgomery County school
staffs included private schools in preparation and
training for crisis response procedures. Similarly,
when developing security plans, public school offi-
cials should develop relationships with private
school officials and principals, and create a list of
all schools and contacts in the area.

In contrast, the Richmond-area school systems did
not have a formal communication network with
the private school association before the shoot-
ings. Consequently, the public and private schools
lacked strong coordination during the first few
days, but diligently worked to improve it as the
investigation wore on.

Administrators of private schools, just like their
public school colleagues, felt the pressure of ensur-
ing the safety of their students. Many of these
administrators expected the same police presence
as was provided to the public schools, and con-
veyed their concerns to law enforcement adminis-
trators. In some jurisdictions, law enforcement
agencies were able to meet some of this demand,
but in virtually every jurisdiction, the number of
private schools and day care centers exceeded the
resources of law enforcement agencies. Some pri-
vate school administrators were critical, therefore,

of law enforcement officials. Some even employed
private security guards or off-duty officers to pro-
vide a uniformed presence on school grounds.

Police-School Cooperation

The Montgomery County School System had
good relationships with the Montgomery County
Police Department prior to the sniper case, due in
part to the school superintendent’s effort. The
director of school safety and security, Ed Clarke,
who held a position in the MCPD prior to joining
the school system, also facilitated this partnership.
Because of these relationships, the superintendent
and his staff felt they were “inside” on every police
department action or briefing. This confidence
flowed down to the teachers and parents who
believed the schools were getting accurate infor-
mation. As a result, the school system and police
department initiated a series of coordinated pro-
grams during the sniper investigation to increase
security, reduce fear and reassure the students.

“It’s all about relationships, and if
you do not see the need for these
relationships you are bound to fail.”

School Superintendent Jerry Weast,
Montgomery County Public Schools

Law enforcement agencies and school systems
worked together in every jurisdiction to provide
security and support to students, teachers and
staff. Listed below are some of their collaborative
efforts:

*+ The Montgomery County School System was
involved in the initial decisions to put cruisers
in front of the schools closest to the shooting
scenes. The superintendent, in interviews with
PERF project staff, believed the decision-mak-
ing process was appropriate for the circum-
stances, and would not have changed how the
process worked or which schools received a
higher level of attention.

Officials from Washington, D.C.-area schools
participated in some of the daily law enforce-
ment conference calls, and Richmond-area
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school and law enforcement officials commu-
nicated regularly about developments.

* The primary function for law enforcement
agencies at the schools was to reduce fear and
assist students and staff. Some officers were
relieved of other responsibilities so they could
work solely with schools. Montgomery
County Deputy Chief William O Toole made
a point of standing with patrol officers for an
hour each day in front of schools before
reporting to police headquarters for a 12- or
16-hour shift.

+ In most jurisdictions, law enforcement pro-
vided a visible presence at arrival and depar-
ture times. Officers engaged in dynamic
patrols in which they went from the high
schools to middle schools to elementary
schools. Helicopters flew over the schools low
and loud. Officers and adult volunteers
relieved children from school crossing guard
duties.

+ In many jurisdictions, in an effort to promote
visibility and calm fears, police officers, sher-
ift’s deputies and state troopers went to
schools at lunchtime and ate in the cafeterias
with students.

+ The Arlington County Police Department set
up a command center consisting of police, fire
and school representatives on those days
when school was in session.

Closing Schools

School systems in the Richmond area closed on
October 21 and 22 in response to the sniper shoot-
ings. The decision to close schools was based on
threats against school children in the shooters’ let-
ter left at the Ponderosa restaurant. The
Richmond-area superintendents received that
information on Sunday, October 20, while super-
intendents in the Washington, D.C. area did not
receive the information until at least a day later.

Many individuals, including law enforcement and
school officials, were upset that information was
not shared equally with all the superintendents.
Others questioned whether this information
should have had any bearing on the decision to
close schools, as the snipers had already shot a stu-
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dent almost two weeks earlier. Still, others ques-
tioned the decision to close schools primarily
because they did not know what would have to
change before the schools could be reopened.

Complicating the matter even further is that when
the schools were closed, unsupervised students
were going to shopping centers, malls and other
public places. They were in just as much danger, if
not more, than if they had been attending school.

In hindsight, law enforcement and school officials
cautioned that any decisions about closing schools
must include a discussion of the reasons for clos-
ing them, as well as what would have to change
before they could be reopened.

CONCLUSION

During any event that threatens public safety and
induces fear so dramatically, it is crucial that local
law enforcement agencies engage community
members. This is one role that local law enforce-
ment officials are uniquely qualified to fill.
Similarly, local agencies must ensure that crime vic-
tims and their families are not forgotten. It is also
important not to overlook the trauma to children
from a high-profile crime, particularly in the sniper
case when a student was shot arriving for the start
of school. Schools instituted protocols to increase
security, cancel student activities and minimize the
threat to students. Parents looked to schools for
advice on what to tell their children, how to reassure
them, and for leadership. Pre-existing relationships,
careful planning and preparation were the hall-
marks of effective actions among school systems,
just as they were in law enforcement agencies.
Communicating information to those who must
make informed decisions, and carefully weighing
the ramifications of decisions before making them,
will help school and law enforcement collabora-
tions achieve success in similar situations.

LESSONS LEARNED
Maintaining Community Outreach
+ Consistent with community policing, agencies
should provide high visibility and a sense of
security.



Media outlets can be asked to disseminate
information about resident safety, including
precautionary measures and what to look for
in the event of an incident.

Agencies should use community meetings to
inform the public and reduce their
apprehension.

Manuals for citizens on how to be good wit-
nesses can empower those in close proximity
to an incident.

Crisis hotlines and websites should educate
and inform communities.

Agencies should educate the public on law
enforcement’s functions and procedures when
investigating a crime, which will help ease
community frustration.

When developing de-escalation plans to return
an agency to normal staffing levels, agencies
should consider the effect on the community.
Jurisdictions should develop a flexible plan
for mental health services in the event of a
community crisis.

It is important for hotline call-takers to
handle calls as quickly as possible, with no
waiting times as the goal, while still being
responsive to callers’ needs.

All involved should be aware that when a
hotline number is advertised people will call it
for all sorts of unrelated reasons. Hotline call-
takers need to know how to transfer calls
intended for law enforcement, or law enforce-
ment may want to have someone available
onsite to handle those calls.

Accessing Victim Assistance

+ Agencies should develop a victim assistance
task force for coordinating services during
high-profile investigations.

Law enforcement agencies and victim service
providers should remain sensitive to cultural
norms when providing such assistance as
emotional support, counseling, insurance and
emergency fund distribution.

* Victim service professionals should also devel-
op plans for providing post-traumatic stress
counseling for victims’ families and commu-
nity members as well as law enforcement
employees and their families.

Addressing School Safety

School administrators should be prepared to
deal with concerned parents and pay careful
attention to their overt messages as well as
consider what unintended signals they may be
delivering to parents, students and the
community.

School security measures should be re-exam-
ined in light of the sniper case—that is, how
to deal with threats by individuals who do not
have a legitimate reason to be on school
grounds.

School security plans should account for
communication with key decision makers,
integration of critical resources, standardiza-
tion of policies and operations, cooperation
with other service providers and redundant
systems.

Law enforcement can provide valuable
assistance if included in the development of
school security plans before a crisis occurs.
During actual crises, law enforcement and
school officials must remain in close contact,
and when necessary, make joint decisions
about safety and security.

During an incident, law enforcement and
school security staff must coordinate their
actions and responses to incidents.

Public school officials should develop
relationships with private school officials
prior to an incident.

Before closing schools, carefully discuss the
reasons for closing them, as well as what it
will take to reopen them.
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CHAPTER NINE

Final Thoughts

“It is amazing what you can accomplish
if you do not care who gets the credit.”

Harry S. Truman

wenty-three days, 14 shootings, 10 deaths:

Thousands of law enforcement officers and

federal agents engaged in one of the largest
multijurisdictional investigations ever. Local, state,
federal and even defense agency personnel partici-
pated in an investigation that overnight captured the
attention of communities from the Washington
metropolitan area to Europe and beyond. If most
homicide investigations are handled methodically
like a jigsaw puzzle, this case had the feel of a fast-
paced hockey game with life or death consequences,
sweeping into town with the intensity of a tornado
and leaving a community both traumatized and
relieved 23 days later.

In this report, those closest to the investigation
provided their candid assessment of the lessons
learned from this celebrated case. Their feedback
revealed a number of themes that warrant further
consideration.

A SENSE OF ORDER

Investigations as complicated and visible as the
sniper case require strong management and vision-
ary leadership to bring order to the chaos. In most
law enforcement organizations, standard operating
procedures govern criminal investigations. Most
police personnel are generally familiar with the basic
principles of a homicide investigation. But in the

sniper case, these principles were ill-suited to address
the cross-jurisdictional nature and complexity of the
crimes. Assistant Chief Bill O"Toole in Montgomery
County likened their response to starting a new cor-
poration with no notice, little infrastructure and new
partners arriving each day. There was simply no way
to have planned for the rapid escalation of the crimes
into an expanding geographic area and the concomi-
tant rapid infusion of federal resources. Overnight,
one police agency had to improvise as its personnel
determined how best to accommodate cooperating
police departments from nearby jurisdictions as well
as additional federal law enforcement resources—all
under the watch of a determined media driven by 24-
hour interest in a fast-paced story.

High-profile investigations, especially a multi-
jurisdictional investigation under the direction of
a task force, can strain familiar roles and responsi-
bilities. The professionals involved in this case,
however, effectively addressed that strain through
dedicated efforts built on trust and respect. While
there was a central task force in Montgomery
County, satellite task forces also operated in
Spotsylvania County, Prince William County,
Fairfax ~County and central Virginia.
Consequently, it was possible, as many jurisdic-
tions found, to participate in a central task force
and simultaneously focus on the homicide(s)
within the local area. The same held true for devel-
oping media and patrol plans, as well as addressing
local community concerns. Each jurisdiction’s
executive recognized the importance of being part
of both a large multijurisdictional task force while
also overseeing the management of the homicide
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case within his or her own jurisdiction. When the
homicide occurred at the Home Depot in Fairfax
County, it was important for the local chief, Tom
Manger, to announce the information on the inci-
dent and for both the Fairfax County as well as
Montgomery County task forces to provide fol-
low-up information. Balancing the importance of
local responsibility and visibility with a unified
regional response proved highly effective.

Throughout the investigation, leadership was critical
to success. In the sniper case a triumvirate of leaders
(Moose, Bald, Bouchard) developed within the cen-
tral task force in Montgomery County, which
proved both functionally and symbolically impor-
tant in a case with both local and regional concerns.
Equally important, however, were the other task
forces in Fairfax, Spotsylvania and Prince William
Counties and central Virginia. They played a vital
role in coordinating resources in their own jurisdic-
tions while contributing resources to the central
Montgomery County task force.

As Chapter Two revealed, there is no “correct”
answer to the question of who should lead an
investigation that spreads across different jurisdic-
tions. In the sniper case, the top leaders represent-
ed local and federal resources. The local executive
in Montgomery County had the first and the most
shootings. But in other cases the leadership may be
driven by other considerations. In the early stages
of a developing multijurisdictional case, relevant
stakeholders need to support the task force leader
and keep one another well informed by using good
communication strategies (conference calls, meet-
ings and e-mail) as was done in the sniper case. As
we indicated earlier, chief constables in the United
Kingdom discuss among themselves and designate
which of them is best prepared to lead the investi-
gation. Clearly, the leader of this kind of compli-
cated investigation should be someone who is well
respected for his or her leadership and problem-
solving abilities, and who puts the interest of the
case and public safety above all other issues.

COMMUNICATION

As Chapter Two also details, communication was a
central theme in the investigation. The major chal-
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lenges included finding mechanisms to dissemi-
nate information from the tip lines, to share inves-
tigative leads throughout the region and to collect
and redistribute other information such as license
plate data from roadblocks and routine traffic
stops. These challenges will be faced in any large-
scale investigation and can be more effectively
managed by both a unified information manage-
ment system and strong leadership at the chief
executive level. VICAP and other national systems
have the potential to serve as an early warning to
communities in cases like this.

Some felt that the task force could have done a bet-
ter job in disseminating information about the
case. However, as pointed out by a number of offi-
cials, this case just did not have that much infor-
mation to disseminate. Compounding the lack of
information was the concern of key decision mak-
ers about the frequent leaks of vital information to
the media. In some cases, evidence that was
reported by the media, such as the tarot card dis-
covered at the crime scene in Prince George’s
County, proved a major complicating factor in
establishing communication with the suspects.
Managing information and communications
proved central to this case and will be a significant
component of any major investigation of this type.

When we asked task force leaders and investigators
how they balanced the need to keep everyone
informed with trying to guard against the prema-
ture release of information, they indicated that
this was a constant challenge. There was not one
central communication mechanism for all aspects
of the investigation nor should there be. But we
learned that chiefs felt the need to sometimes talk
among themselves to discuss management issues
and develop appropriate protocols. FBI and ATF
agents also wanted to talk with their counterparts
about how best to assist in the investigation. Local
investigators also saw the importance of sharing
information with their colleagues. Each group has
slightly different needs, and types of information
that they need to discuss in order to develop
appropriate strategies. While some might view
this as fragmented, it was necessary in the sniper
case. So, for example, the FBI SAC in Baltimore



needed to communicate with the FBI SAC in
Richmond to share important information on two
task forces that were 150 miles apart. Similarly, the
police chiefs in D.C. and Fairfax, Prince William
and Montgomery Counties also needed to be in
regular communication with each other. Still, all of
the major stakeholders communicated through a
regularly scheduled conference call that had
already been put in place by the FBI Washington
Field Office with the Metropolitan Police
Department as a result of the September 11 attack
on the Pentagon. The local chiefs facilitated the
calls both before and after the sniper shootings.
After the investigation began, the frequency of the
calls increased from weekly to daily, and some-
times two or three times a day. Also, the FBI took
a more active role in the calls, similar to its role just
after September 11. What is important to recog-
nize is that there are limitations to what can be
said during a conference call and that each of the
subgroups will be more effective in sharing more
detailed information about specific leads and
strategies in smaller working groups.

One strategy that some have suggested could prove
beneficial in a large-scale investigation of this type
is a COMPSTAT-style meeting on a weekly basis.
COMPSTAT, shorthand for Computer Statistics, is
a highly effective management information system
familiar to most law enforcement agencies and
used to share crime information and to develop
and track crime strategies. In the case at hand, one
could imagine selecting an amphitheater facility
and inviting to the meeting representatives of all of
the jurisdictions where a homicide had occurred
as well as from surrounding jurisdictions. Police
chiefs, supervisors, investigators and federal
authorities would all be present. Importantly, the
meeting would be moderated by someone without
any agency affiliation and who would be effective
at drawing out each important aspect of the case.
Ground rules should be established so the meeting
would be productive and informative. Lead inves-
tigators might review the status of the investiga-
tion. Discussion of regional patrol strategies could
be presented. Media ground rules could be dis-
cussed. Questions could be fielded and candid dis-
cussion could follow. The overall objective would

be to share information on the possible leads,
develop operating strategies and policies where
necessary, and use this occasion to solicit new
ideas and suggestions.

An important part of a meeting like this, beyond
simply sharing information, is to encourage alter-
native theories for the investigation and to re-ana-
lyze information to see if any leads were overlooked
or improperly ruled out. A meeting that brings var-
ious elements of the case together helps all players
share information and encourages creative think-
ing—which could be a valuable unifying element in
a complicated multijurisdictional case.

BALANCING DEMANDS

A complex investigation like the sniper case
involves much more than managing law enforce-
ment information. The public, media and govern-
ment officials all play key roles in exchanging and
disseminating information related to a case.
Trying to manage those multiple and sometimes
competing demands was a challenge during the
sniper case.

Efficient information management is critical to
the investigative leaders. Most officials interviewed
for this project emphasized the need to maintain
perspective on the actual investigation compo-
nent, as well as other events associated with the
case. It was also important to not lose focus on
unrelated crimes that threaten the public’s safety.
Information, when shared among executives, can
help everyone see the big picture. The advice to
“avoid tunnel vision” was repeated by many offi-
cials. Their clear recommendation is to solicit as
many opinions as possible rather than listening to
just one or two confidants.

Investigators and managers need to keep an open
mind about alternative strategies and the unrelia-
bility of witness identifications. In the sniper case,
based on key information received from witnesses,
investigators were given a particular vehicle and
suspect description. As one chief later observed,
“We were looking for a white box truck with a
white male, but later on we discovered we had
information about the suspects being two black

CHAPTER NINE Final Thoughts = 115



males in a blue Chevy Caprice.” Suspect identifica-
tion is only as effective as witnesses” observations,
and we know that eyewitness accounts are not
always accurate.

But the investigative focus on the white box truck
was about more than just what witnesses thought
they saw. It also was about the public’s need for
information, media competition for exclusive news
and the commitment of law enforcement officials
to solve the case. In future cases, executives may well
find that these three forces can converge to create
tremendous interest in and scrutiny of the smallest
bits of information gathered from even a single wit-
ness. The pressure on law enforcement officials to
solve the sniper case was intense, as it will be for any
officials who must one day face the challenges of
other multijurisdictional investigations.

INTANGIBLES

We heard repeatedly about the importance of per-
sonal relationships in establishing trust and
strengthening communications. For example, ATF
SAC Michael Bouchard reported having excellent
relationships with local law enforcement, bol-
stered by regular meetings with area agencies. In
addition, Washington-area chief executives were
quick to point out that they had established an
excellent working relationship with the FBI
Washington Field Office and that they had come
to trust and respect the SAC, Van Harp. (Van Harp
indicated that he felt the same way about the
chiefs.) So when the sniper case first broke, Van
Harp immediately offered to oversee staffing of
the tip line and to expand access to the existing
area-wide conference call used by law enforcement
executives. In central Virginia, Sheriff Cook, the
area chief executives and their FBI SAC had estab-
lished regular meetings prior to this incident.
When the sniper case reached Richmond, this
group literally worked in one room together.
Similarly, federal agents and investigators from
local police departments who had collaborated on
other high-profile cases (the Starbucks murders or
the CIA murders) also drew on their previous
working relationships. In Baltimore, however, FBI
SAC Gary Bald had only been in his assignment in
the field office for three days before the first shoot-
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ings occurred. He had not yet met ATF SAC
Michael Bouchard. Bald and Chief Moose also had
to get to know one another under the most trying
of circumstances. Months after the investigation
both men looked back on this period as having
been successfully “joined at the hip.” So while it is
advisable to establish working relationships dur-
ing non-stressful times, the JOC commanders’
relationship demonstrates that professionals who
focus on problem solving and case management
can overcome lack of familiarity.

As Chapter Seven demonstrates, the importance of
personal relationships with the media cannot be
overstated. There were a number of occasions
when releasing certain information to the public
complicated investigators’ strategy, so balancing
the public’s right to know, the media’s need to
compete and the mandate to run an effective
investigation was important. In many cities, police
chiefs and federal agents make a point of establish-
ing relationships with reporters and editors during
non-crisis times so they are better able to commu-
nicate the background on the case or ask for the
media’s cooperation when an investigation reach-
es a sensitive point. When the case is already
underway is not the time to ask for understanding.

PREPARATION

It would be difficult to know how any agency
would respond to a multijurisdictional homicide
case like the sniper case. Montgomery County,
Maryland, a community of approximately one
million people, experiences about 20 homicides in
an average year. On October 3, it saw five homi-
cides in 90 minutes. Chief Moose noted in his first
press conference that the homicide rate for the
county had just increased by 25 percent.

How well any community responds to a case like
this will inevitably have to do with its ability to
prepare for the unexpected. Agency executives
have to continually ask themselves, “What if? If we
had a sniper case, what would we do?” Some of the
major questions to consider include the following:

« How would we determine who should take
the lead?



* Where would the task force be headquartered?

« What is our relationship with federal
agencies?

* What is our media plan?

+ What would we do to keep our own patrol
forces well briefed?

+ How would we communicate with the public,
victims and suspects?

+ Do we have memoranda of understanding
(MOUs) with other agencies?

+ What kind of information management
systems do we have and what systems do
other agencies use?

+ What are everyone’s roles and responsibilities?

+ How do we effectively communicate within
our own agency, with other agencies and with
the public?

+ How do we evaluate our effectiveness?

We would strongly encourage chiefs from adjoin-
ing communities to meet periodically to address
together these and the other questions that pepper
this report, perhaps even to develop a plan they
would agree to follow in the event of a crisis such
as the sniper shootings.

ROLE DEFINITION

Every case will be different, but what we have come
away with in talking to the key players in the sniper
case is that everyone has an important role to play
and that the coordination of these roles is central
to success. Problems occurred when the roles were
unclear. For example, investigators are accustomed
to working on their own with little direct supervi-
sion. In a high-profile case such as this, law
enforcement agency senior administrators were
pressured to be more involved in the actual man-
agement of the investigation. This has the unin-
tended consequence of creating new operating
principles that can run contrary to usual investiga-
tive protocols. As Chapter Two reveals, some inves-
tigators felt that senior-level managers lacked trust
in their work, while some senior-level managers
felt some investigators acted too independently.
This is not surprising, nor should it cause any
alarm. It is the natural result of a case with such
high visibility. Chiefs understood this dynamic
and reiterated the importance of letting “investiga-

tors investigate” and “chiefs manage.” In fact, Chief
Moose and Chief Ramsey reiterated this point by
emphasizing to their command staff the need to
get out of the way and let investigators work. Many
chiefs recognized the most important role they can
play is to support investigators in their work.
There clearly is also an important support role for
agency chief executives in making sure that infor-
mation management and communications sys-
tems (telephone and radio communication, tip
lines, case management systems, data management
and criminal information databases) are effective
within their own agency and that there are mech-
anisms for sharing information with surrounding
agencies.

R i

In all the interviews we conducted with chief exec-
utives involved in the sniper case, there seemed to
be an acute awareness of just how important this
case was because of the many jurisdictions
involved under the glare of an international
media. There was a realization that what everyone
did was vital to the success of the investigation.
From the local investigators to the patrol officers
to the ballistic examiners to the federal agents to
the special weapons officers—everyone played an
important role. In a profound way, this case tested
the limits of the law enforcement community—
and had the effect of increasing the pride that offi-
cers take in their work. Indeed, both off-duty and
retired officers wanted to help, as did law enforce-
ment professionals from around the nation who
called to offer their services.

Was this investigation without challenges, without
conflicts, without missteps? Absolutely not. But
given the huge number of officers involved and the
deluge of information flowing into the task forces,
we were struck by the professionalism personnel
demonstrated. The agencies involved put in place
a new company in less than three weeks, estab-
lished new operating rules, and undertook a huge
investigation spanning more than 2,500 square
miles, in what amounted to finding a needle in a
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haystack. Two suspects with a rifle were identified,
arrested and convicted of one of the most trauma-
tizing crimes in the history of the country. The les-
sons from this case will serve as an important
blueprint for those law enforcement executives
who will be challenged by similar cases in the
future.
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APPENDIX A

Individuals Interviewed During
the Project by PERF Staff

he following individuals generously gave

their time and expertise to make this doc-

ument a better product. Their ranks and
agency affiliations are listed as of the time of the
sniper incident. With so many interviews being
conducted, no doubt someone will have been
inadvertently left off the list. We value everyone’s
involvement, even those who emerged from this
process anonymously.

Alcohol, Tobacco, Firearms and Explosives
Special Agent in Charge Michael Bouchard,
Baltimore Field Office

Special Agent April Carroll,
Prosecution Task Force
Special Agent Victor Castro,
Prosecution Task Force
Special Agent Scott Riordan,
Prosecution Task Force

Arlington County Police Department
Chief Edward Flynn

Captain Mary Gavin, Operations Division
Deputy Chief Rebecca Hackney,
Operations Division
Deputy Chief Steve Holl, Office of
Emergency Management
Captain Tonya Woodson, Acting Deputy Chief,
Operations Division

Ashland Police Department
Chief Frederic Pleasants, Jr.

Lieutenant George Hansen, Patrol
Investigator Nelson Douglas Jenks
Officer Patrick Meacham, Patrol

Chesterfield County Police Department
Chief Carl Baker

Major James P. Bourque, Investigations Bureau
Deputy Chief, Lieutenant Colonel Dennis
McDonald

DC Metropolitan Police Department
Chief Charles Ramsey

Captain Michael Anzallo, Violent Crimes Unit
Lieutenant David Jackson, Violent Crimes Unit
Detective Tony Patterson, Violent Crimes Unit

Fairfax County Police Department
Chief J. Thomas Manger

Officer Eduardo Azcarate, Patrol Bureau

Detective June Boyle, Prosecution Task Force

Lieutenant Colonel Sue Devlin, Deputy Chief for
Administration

Detective Chris Flanagan, Prosecution Task Force

Second Lieutenant Bruce Guth, Supervisor,
Prosecution Task Force

Second Lieutenant Kevin Holmes, Patrol Bureau

Major Frank Kitzerow, Commander, Criminal
Investigations Bureau

Officer Drew McDonald, Patrol Bureau
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Lieutenant Colonel Charles K. Peters, Deputy
Chief of Police for Patrol

Lieutenant Colonel David Rohrer, Deputy Chief
of Investigations/Operations Support

Captain Tom Ryan, Patrol Bureau

Major Frank A. Wernlein, Commander,
Patrol Bureau

Federal Bureau of Investigation
Special Agent in Charge Gary M. Bald, Baltimore
Field Office

Supervisory Special Agent Lawrence J. Barry,
Chief Division—Counsel, Richmond
Field Office

Supervisory Special Agent Stephen E. Etter, Unit
Chief, Behavioral Analysis

Assistant Special Agent in Charge Robert
Gwaltney, Richmond Field Office

Assistant Director in Charge Van Harp,
Washington Field Office

Supervisory Special Agent Mark Hilts, Behavioral
Analysis

Unit Chief Ronald T. Hosko, Critical Incident
Response Group, Crisis Management Unit

Supervisory Special Agent Steven D. Irons,
Richmond Field Office

Douglas V. Jones, Administrative Officer,
Richmond Field Oftfice

Special Agent Michael A. McCoy, Prosecution
Task Force

Supervisory Special Agent David T. Resch,
Crisis Management Unit

Supervisory Special Agent Lloyd Sigler,
Crisis Management Unit

Special Agent Lawrence B. Smith, Richmond
Field Office

Special Agent in Charge Donald W. Thompson, Jr.,
Richmond Field Office

Special Agent in Charge Steven Wiley, Critical
Incident Response Group

Hanover County Public Schools
Superintendent Stewart Roberson
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Hanover County Sheriff’s Office
Sheriff V. Stuart Cook

Captain Allen R. Davidson, Commander,
Patrol Operations

Lieutenant Kenny B. Epling, Investigative
Operations Division

Major David R. Hines, Field Operations Division

Investigator Glenn R. Schneider, Investigative
Operations Division

Maryland State Police
Superintendent David B. Mitchell

Major Charles T. Bowers, Commander,
Criminal Enforcement Command

Detective Sergeant Daniel D. Cornwell,
Criminal Intelligence Division

First Sergeant Bryan K. Davy, Assistant
Commander, Rockville Barracks

Lieutenant Lawrence W. Grasso, Assistant
Commander, Firearms Enforcement Division

Captain Andrew J. McAndrew, Criminal
Intelligence Division

Lieutenant David C. Reichenbaugh, Operations
Commander, Criminal Intelligence Division

Tom Steel, Chief of Information
Technology Bureau

Lieutenant Thurl W. Tower, Commander,
Rockville Barracks

Montgomery County Government
County Executive Douglas M. Duncan,
Montgomery County

Chief Administrative Officer, Bruce F. Romer,
Montgomery County

Montgomery County Police Department
Chief Charles Moose

Ellen Alexander, Director, Victim Services
Lieutenant John Damskey, Field Services Bureau
Captain Nancy Demme, Public

Information Officer
Captain Barney Forsythe, Director,

Major Crimes Division



Lieutenant Rodney Hill, Legal Advisor

Lieutenant Mike Mancuso, Deputy Director,
Criminal Investigations Division

Captain Brian McManus, Investigative
Services Bureau

Assistant Chief William O’Toole

Lieutenant Philip Raum, Deputy Director, Major
Crimes Division

Stephen Souder, Director, Emergency
Communications Division

Sergeant Roger Thomson, Major Crimes Division

Captain Drew Tracy, Commander, Third
District Station

Assistant Chief Deirdre Walker, Investigative
Services Bureau

Montgomery County Public Schools
Superintendent Jerry Weast

Edward Clarke, Director of School Safety
Brian Porter, Director of Communications

Prince George’s County Police Department
Chief Gerald Wilson

Captain Eric Bowman, Criminal
Intelligence Division

Prince William Community Services Board

Vickie Taylor, Prince William County
Community Services Board, Youth, Adult and
Family Services Division Manager

Prince William County Police Department
Chief Charlie T. Deane

Sergeant Richard A. Cantarella, Criminal
Investigations Division
Captain Raymond T. Colgan, Uniform Division
Detective Sandra M. Conlon,
Major Property Crimes
Captain Ted S. MclInteer,
Western District Commander
Assistant Chief Ron Sullins, Criminal
Investigations Division
Major Daniel E. Taber, Assistant Chief,
Operations Division

Richmond School System
Superintendent Deborah Jewel

Spotsylvania Sheriff’s Office
Sheriff Ronald Knight

U.S. Attorney’s Office
Paul McNulty, U.S. Attorney
Eastern District of Virginia

U.S. Capitol Police

Chief Terrance Gainer

U.S. Marshal’s Service

Supervisory Inspector Leonard DePaul, New York
City Regional Dangerous and Violent Felony
Fugitives Group

Chief Deputy Donald S. Donovan

Ron Libbey, Technical Services

Chief Inspector Brian Maxwell, Investigative
Services Division

U.S. Secret Service
Special Agent in Charge Michael Stenger,
Washington Field Office

Virginia State Police
Superintendent W. Gerald Massengill

Lieutenant George W. Austin, Jr., Bureau of
Criminal Investigations

Trooper David Randolph Gray

Lieutenant Rick A. Jenkins, Bureau of
Criminal Investigations

Lieutenant J. Thomas Martin, Bureau of Field
Operations, Division XII Headquarters

Special Agent C. Wayne Sumner, Bureau of
Criminal Investigation

Washington/Baltimore HIDTA

Thomas H. Carr, Director

Glenn Fueston, Program Manager,
Computer Training

Lieutenant Terri Wilkin, Maryland State Police,
Supervisor, Strategic Analysis, HIDTA
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APPENDIX B

List of Focus Group Participants

Investigator Focus Group

Mark de Almeida, Program Manager, Rapid
Deployment Logistics Unit, FBI, Quantico

Joe Anarumo, Group Supervisor, ATE,
Hyattsville Field Office

Detective June Boyle, Fairfax County
Police Department

Supervisory Special Agent Kevin Crawford,
VICAP, FBI, Quantico

Captain Nancy Demme, Public Information
Ofticer, Montgomery County
Police Department

Joni Durham, Case Information Management
Specialist, Rapid Deployment Logistics Unit,
FBI, Quantico

Chief Pat Englade, Baton Rouge
Police Department

Special Agent Brad Garrett, FBI,
Washington Field Office

Detective Jeff Gomes, Bellevue Police
Department, Washington State

Captain Joseph Herbert, New York
Police Department

Supervisory Special Agent Linda Hooper, FBI,
Baltimore Field Office

Wayne Koka, Major Case Specialist, FBI, Critical
Incident Response Group

Captain Paul Maranto, East Baton Rouge Parish
Sheriff’s Office

Supervisory Special Agent Mary Ellen O’Toole,
Behavioral Science Unit, FBI, Quantico

Captain Wendell Raborn, Lafayette Parrish
Sheriff’s Office

Lieutenant Phil Raum, Montgomery County
Police Department, Major Crimes Division

Chief Terrence Sheridan, Baltimore County
Police Department

Sergeant Roger Thomson, Montgomery County
Police Department, Major Crimes Division

Detective James Trainum, DC Metropolitan
Police Department

Sergeant Ike Vavaseur, Baton Rouge
Police Department

Detective Superintendent Mark Warwick,
Thames Valley Police, England

Media Focus Group

Sergeant Kim Chin, Supervisor, Public
Information Office, Prince William County
Police Department

Captain Nancy Demme, Public Information
Officer, Montgomery County
Police Department

Sergeant Joe Gentile, Director, Public
Information Office, D.C. Metropolitan
Police Department

Mary Ann Jennings, Director, Public Information
Office, Fairfax County Police Department

Lieutenant Amy Lubas, Fairfax County
Police Department

Major Greg Shipley, Commander, Office of Media
Communication, Maryland State Police

Bill Toohey, Director, Public Information,
Baltimore County Police Department
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APPENDIX C

SNIPEMUR Task Force
Recommendations for State and
Local Law Enforcement Agencies

October 16, 2002

Charles A. Moose, Ph.D.

Montgomery County (MD) Police Department

Reprinted with permission from the Montgomery County Police Department.
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Regional Tactical Response Plan

Objective: To capture the sniper immediately following a shooting event by responding quickly and uni-

formly throughout the metropolitan area.

The primary focus must be to slow down traffic at strategic points until tactical/air/support
units are in place. Once these additional resources are in place, traffic will be released slow-
ly so that officers may safely apprehend a fleeing suspect.

Resources: Uniformed patrol officers

Covert surveillance teams

Tactical units

Air support units (helicopters, airplanes)
Canine units

Remote traffic management centers
Emergency Broadcast System

Principal Strategies:

Using a map and an overlay with concentric rings indicating 3, 5, 7 and 10 mile points from the center
of the overlay, identify significant traffic points along main arteries

Rapid dispatch and response by patrol officers to main arteries and at the appropriate choke points
(dependent on time elapsed from event) along with simultaneous dispatch of other resources (air,
covert, tactical, K9 etc.)

Patrol officers must stop all traffic at their assigned posts until other resources are in place

Once support resources are in place and ready, patrol officers open up their traffic points allowing traf-
fic to move in a “slow release”; patrol officers monitor flow until replaced by covert resources

A sighting of the suspect vehicle would be followed by air and ground surveillance until a tactical stop
can safely be made. This tactic enables better control of a confrontation with a potential suspect when
compared with a traditional roadblock.

Subordinate Strategies:

Immediate broadcast of the suspect vehicle description via the Emergency Alert System

Immediate display of suspect vehicle description on interstate message boards

Using remote signal controls (if available), slow traffic by activating red lights on major arterials lead-
ing away from the incident

Pre-Planning:
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Each agency should develop a plan to implement this strategy.
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Investigative Response Plan

First Responders

« Tactical Plan: Implement your local tactical plan.
+ Perimeter: Establish an inner perimeter.
* Outer Perimeter: Establish an outer perimeter 300-500 yards.
« Witnesses: Gather, isolate, and interview witnesses for statements.
- Witnesses should be taken to a secure location to avoid potential as a secondary target.

* Notification: The jurisdiction Emergency Communication Center should make an immediate phone
call to the Task Force Tactical phone (XXX) XXX-XXXX (this line is dedicated for emergency
notification only).

- Lookout from originating jurisdiction ECC to Task Force Tactical Center.

- Leave an open line between the jurisdiction ECC and the Tactical Center.

- The Tactical Center will contact our air assets (the communication needs to be maintained
between the originating jurisdiction and the Tactical Center.)

+ Cruiser Cameras: If patrol cruisers are equipped with cameras, turn the cameras on as soon as there is
a report of a shooting.

+ Secure Crime Scene: ATF would like to have primary jurisdiction for evidence collection and
processing.

+ Videotapes: Identify and seize surveillance videotapes from stores, banks, gas stations, etc.

Investigators

+ Incident Summaries: Provide a summary of all incidents to be included in search warrant applications.
 Evidence List: Provide a list of items to be seized in the service of search warrants.
+ Coordination: Coordinate with Task Force investigators in joint investigation of incidents.

Task Force Resources (if requested)

+ ATF Mobile Evidence Laboratory: Includes a ballistics expert and chemist on-site.

+ Canine Assets: Bomb dog, gunshot residue.

+ Investigators: Canvass, witness interviews, crime scene searches and search and seizure warrants.

+ Air assets: Aerial photography, pursuit assistance and surveillance.

+ Videotaping: Spectators and crime scene.

* Local Liaison on Task Force: To provide coordination of all investigative efforts.

+ Will provide lookout to Maryland State Police Headquarters in Pikesville who will send a NAWAS
(National Attack Warning Alert System) message, which will provide the lookout to all 911 centers in
Maryland, DC, and Virginia.
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Information Control

Objectives:  All leads pertaining to the SNIPEMUR investigation should be documented on an
Information Control form. Leads include information received from citizens and police offi-
cers’ observations to include, but not limited to, traffic stops that may relate to this investiga-
tion. The following directions are offered for the completion and submission of the form.
See a copy of the attached Information Control form.

+ The only fields that are required to be completed on the Information Control form are the
following listed fields:

Source- Source’s full name (may be officer’s name)

Affiliation- Source’s address or officer’s department name

Phone #- Contact number

Information Received Date

Time

Prepared by- Officer’s name and department

Event Narrative:
° If applicable, list suspect’s full name and all available identifiers
° If applicable, list vehicle registration number and full vehicle description
° If applicable, list location of incident
° List all other applicable information

+ Information Control forms should be faxed directly to the Joint Operations Center at
(XXX) XXX-XXXX

+ Dispatch Protocols- Emergency communication centers in the metro area have been flooded
with calls for suspicious vehicles. We recommend that the following dispatch and call-taking
protocols be implemented to ensure that street-level assets are not totally overwhelmed:

Call takers should ask whether vehicle in question demonstrates specific lookout
characteristics (i.e., make, model, roof-rack, etc.)

Call takers should inquire whether a license plate number was observed or noted by the
complainant

If the vehicle/operator is engaged in suspicious activity, then dispatch is recommended, per your depart-

ment’s protocol. If the information is vague or otherwise inconsistent with recent lookouts, then no further

action is recommended. If the information provided by the caller is consistent with recent lookouts, then
the call-taker or responding officer should attempt to obtain a license plate number. This information
should then be documented on an information control log sheet and forwarded for entry into Rapid Start.
Traffic stops may be initiated upon articulable suspicion, given the specific lookout, the time of the offense
and the proximity of the vehicle to the location of the shooting.
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Media Response Plan

The SNIPEMUR incidents have generated some of the most intense media scrutiny in recent memory and
control of the information you provide may be critical to both the effectiveness and the integrity of the
investigation. We have found that a consistent media strategy among partner agencies across jurisdictional
boundaries provides for a more effective and unified response to media inquiries.

Members of the media will hear the incident on your radio channels and rapidly respond to the scene.
They will also immediately begin calling into your media section for confirmation that the shooting is
related. Prior to providing any confirmation that the incident in your jurisdiction is similar to the demon-
strated pattern, we recommend the following standard response to inquiries: “This incident appears to be
similar in nature to the other shootings in the area and our officers (from jurisdiction where it occurred) and
officers from the task force are responding to investigate.”

We highly recommend that you send at least two (2) PIOs directly to the scene and set up a media staging
area after conferring with the investigators. It is critical that you not allow the media to compromise the
investigation or infringe in any way on a potential crime scene. Given the nature of this incident and the
recommended parameters of the crime scene area, you should consider a media staging area outside of
those parameters, or at least three to five hundred yards from the victim.

In the event the shooting is later confirmed as being linked to others in the area, the following confirmation
statement should be offered: “Evidence has been recovered by investigators that links this case to others in the
area.” Please do not indicate the specific type of evidence that provides the link (i.e.: ballistics). This gener-
al confirmation is designed to leave the shooter(s) wondering if other evidence besides ballistics was recov-
ered (i.e.: hair).

If at all possible, prevent media from talking to witnesses on the scene, and especially before investigators
have had an opportunity to debrief them. Inform all law enforcement officers and investigators on the case
that they should not answer any media questions. Defer all media inquiries and requests to the designated
media spokesperson. There is a PIO attached to the task force that can be made available to provide further
guidance if needed. We highly recommend that your PIO contact PIOs attached to the task force for fur-
ther guidance relevant to this case.

Remember that any information that is divulged intentionally or otherwise becomes information about this
case that is known by the perpetrator(s).
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APPENDI

X D

Serial Sniper Law

28 USC 5408

TITLE 28—JUDICIARY AND JUDICIAL PROCEDURE
PART II—DEPARTMENT OF JUSTICE

CHAPTER 33—FEDERAL BUREA

Sec. 540B. Investigation of serial killings

(a) In General.—The Attorney General and the
Director of the Federal Bureau of Investigation
may investigate serial killings in violation of the
laws of a State or political subdivision, if such
investigation is requested by the head of a law
enforcement agency with investigative or prosecu-
torial jurisdiction over the offense.

(b) Definitions.—In this section:

(1) Killing.—The term “*killing” means conduct

that would constitute an offense under section

1111 of title 18, United States Code, if Federal

U OF INVESTIGATION

(2) Serial killings.—The term “‘serial killings”
means a series of three or more killings, not less
than one of which was committed within the
United States, having common characteristics
such as to suggest the reasonable possibility that
the crimes were committed by the same actor or
actors.

(3) State.—The term “‘State” means a State of
the United States, the District of Columbia, and
any commonwealth, territory or possession of
the United States.

jurisdiction existed. (Pub. L. 105-314, title VII, Sec. 701(a), Oct. 30,
1998, 112 Stat. 2986.)
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APPENDIX E

Chief Charles A. Moose’s Letter
Requesting Federal Assistance

Reprinted with permission from the Montgomery County Police Department.
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APPENDIX F

Joint Operations Center
Floor Plan Template

Reprinted with permission from the Bureau of Alcohol, Tobacco, and Firearms’ Critical Incident Management Handbook, October 1999.
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In establushing any CF certain guidelines should be followed:

The Operations Commander should be able to see and hear everyone
and be seen and heard by everyone in the CP

The [.l'll't-lh#ﬁl'- Euupmﬂu. the “hub”™ of CT communications, musi
be allotied sufficient space and placed in an accessible position

Sitwabion boards, maintained by the Intelligence Component, should
be located 30 as 1o be readily accessible (o that component as well as
conspicuously placed 1o be casily visible to everyone in the CP

Copiers. fax machines. and other related equipment should be
located 30 as to be readily accessible 10 the Intelligence Component

The Communications Component, responsible for the maintenance
of CP communications equipment, should be provided a centralized

area for storing limited quantities of replacement equipment, spare
parts, and tools that do not interfere with CIMRT qu:ui'lrl_'.

138

APPENDIX F




APPENDIX G

Fairfax County (VA) Police
Department and Prince William
County (VA) Police Department

Briefings Provided to Officers

e Need To Know, Volume 1, Special Edition, Published by the Criminal Intelligence
Unit, October 10, 2002, Fairfax County Police Department

e Sniper Murders Daily Briefing, October 21, 2002, 0900 hours, Prince William
County Police Department

e Need To Know, Volume 1, Special Edition, Published by the Criminal Intelligence
Unit, October 24, 2002, Fairfax County Police Department, Wanted Bulletin

Reprinted with permission from the Fairfax County Police Department and the Prince William County Police Department.
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@ Need To Know @

Volume 1, Special Edition Published by the Criminal Intelligence Unit October 10, 2002

This edition of Need To Know is devoted solely to providing Fairfax County
officers with as much information on the Sniper Shootings as possible. The
Criminal Intelligence Unit has been in contact with the Montgomery and
Prince Georges County Police Departments as well as the DC Metropolitan
Police in an effort provide you with this information. This information is pro-
vided to the officers to not only enhance their ability to search for the
suspect(s) but to also provide some measure of officer safety. While most of the
information in this newsletter comes from open sources, some does not.

It is very important for all readers to remember our own policy on releasing
police information as well as Chief Moose’s statements that releasing informa-
tion on a case such as this can greatly jeopardize the successful apprehension of
the suspect(s) and also the prosecution of the case.

The Latest Information

The latest information on the sniper shootings is that the subject has been targeting
strip malls, shopping centers, gas stations, schools and individuals walking along
the street. The victims range in age from early teens to middle aged adults. They
are both male and female. They are of different ethnic backgrounds. All the vic-
tims were shot with a weapon that is know to be in the .221 to .223 caliber range. It
is believed that some of the shootings have taken place from inside a vehicle while
others have not. The shooting are believed to have occurred from some range, possi-
bly 100 to 200 yards away. There is still a belief that a white delivery style truck
might be involved in the shootings. The truck has been described as a White
Delivery Truck either Isuzu or Mitsubishi. The truck has 6 wheels (2 front,
4rear). It has dark color lettering on the sides, possibly purple. The truck may
have a damaged rear bumper or tail lift (see attached pictures). It is believed that
there could quite possibly be more than one subject involved in these shootings.
There are strong indications that the subject(s) are previewing the sites prior to the
incidents.

Although unclassified, this newsletter should be handled LAW ENFORCEMENT SENSITIVE
and for official use only. This newsletter and it’s information should not be furnished to the media
or any other agencies outside of Law Enforcement without prior approval from the Criminal
Investigations Bureau.
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Officer Recommendations

During the course of their shifts All Sworn Police Personnel are requested to spend
as much time in the areas of shopping centers, schools and gas stations. All offi-
cers should pay particular attention to anyone spending time in these areas that
appear not to be conducting normal activities. Remember that there are no suspects
at this time. Don’t assume that what you see or respond to is not important. Anyone
seen loitering or appearing suspicious should be stopped and interviewed. All con-
tacts of this nature should be reported on a police report and forwarded to the CIU
for further investigation.

Response to a sniper attack

Officers responding to a sniper attack should remember the following.

* First officers on the scene should immediately secure the crime scene and attend-
ed to the victim. Remember whom you are dealing with, you could become a
secondary target.

* Obtain and provide PSCC with any possible lookout.

* Notify your supervisor and the CIU as soon as possible.

» Secondary response officers should immediately start securing a perimeter around
the shooting scene. Keep in mind that this suspect is possibly shooting victims
from 100 to 200 yards away. Make sure that the perimeter is at least that large
an area.

* Be on the alert for any vehicles leaving the scene.

« Stop and interview any witnesses to the event.

« If there are multiple witnesses, keep them separated.

« If a suspect is stopped, remember that he/she may have an accomplice.

* If multiple suspects are detained DO NOT place them in the same car or in close
proximity to each other.

Weapons and Vehicle Information

The pictures below are samples of assault and hunting rifles that are of the
caliber used in the shootings in Montgomery County Maryland. Below is only a
sample and are not the only type that could have been used.

Although unclassified, this newsletter should be handled LAW ENFORCEMENT SENSITIVE
and for official use only. This newsletter and it’s information should not be furnished to the media
or any other agencies outside of Law Enforcement without prior approval from the Criminal
Investigations Bureau.
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***The information contained within is Law Enforcement Sensitive and is not
intended for Public Release™**

Prince William County Police Department

SNIPER MURDERS DAILY BRIEFING: 10/21/2002 0900 hours

INVESTIGATIVE UPDATE:
On Oct. 19, at approximately 7:45pm, a 37 year-old W/M was shot one time in the abdomen after exiting a
Ponderosa Restaurant in Ashland, Virginia. This area is approximately 90 miles south of Washington, D.C.
* The victim is in critical condition with one shot to the abdomen and no exit wound. The bullet was
recovered from inside the victim during a second surgery and will be analyzed.

* A note was discovered at the scene which contained a phone number. Police are urging the writer to
call the number left on the note.

¢ The Ponderosa Restaurant is located near access to I-95, Route 1 and Route 54.

* [t appears at this time that this incident is connected to the 12 other attacks.

* Hanover County is currently using the Sniper Hot Line, 1-888-324-9800, to track leads.

* Spotsylvania County has broken down the CID Command Post.

KNOWN FACTS:
A summary of the attacks are as follows:

1-2) Oct. 2, 5:20pm-window shot at Michael’s craft store at 13850 Georgia Avenue in Aspen Hill. No
injuries.
* 6:04pm-James D. Martin, 55, shot in the parking lot of Shoppers Food Warehouse grocery store
at 2201 Randolph Road in Wheaton.

3-7) Oct. 3, 7:41am-James L. Buchanan Jr., 39, shot while pushing a lawnmower in the 11000 block of
Rockville Pike in White Flint.
* 8:12am-cabdriver Premkumar A. Walekar, 54, shot at a Mobil gas station, Aspen Hill Road and
Connecticut Avenue in Aspen Hill.
» 8:37am-Sarah Ramos, 34, shot while sitting on a bench in front of a post office near Leisure
World, 3701 Rossmoor Blvd. in Silver Spring.
* 9:58am-Lori Lewis Rivera, 25, shot while vacuuming her minivan at a Shell gas station at
Knowles Road and Connecticut Avenue in Kensington.
* 9:20pm-Pascal Charlot, 72, shot below the neck while crossing the street at the corner of

Georgia Avenue and Kalmia road NW.
8) Oct. 4, 2:30pm-a 43 year-old Caucasian female was shot in the back while loading packages into

her car in the parking lot of Michaels craft store in Spotsylvania County. She is in stable condition. The
victim was 1,390 feet from access ramp to Interstate 95.

9) Oct. 7, 8:09am-a 13 year-old boy was shot after exiting a relative’s car at Benjamin Tasker Middle
School. A tarot card was found saying, “Mr. Policeman, I am God.” The victim was 880 feet from
access ramp to Route 50.

10) Oct. 9, 8:18pm-Dean Harold Meyers, 53, shot in the head and killed at the Sunoco gas station at
7203 Sudley Road, Prince William County. The victim was found 940 feet from access ramp to
Interstate 66.

11) Oct. 11, 9:30am-Kenneth Bridges, 53, shot at an Exxon gas station, Route 1 and Market Street,
Spotsylvania County. The victim was found 1, 410 feet from access ramp to Interstate 95.

12) Oct. 14, 9:15pm-Linda Franklin, 47, shot and killed while loading packages into her car in the
parking garage of the Home Depot in Seven Corners Shopping Center, Fairfax County. There are
numerous side streets with access to Route 50.

***The information contained within is Law Enforcement Sensitive and is not intended for
Public Release™**
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***The information contained within is Law Enforcement Sensitive and is not intended for

Public Release***

13) Oct. 19, 7:45pm-a 37 year-old male was shot and wounded in the abdomen while walking to his
vehicle in the Ponderosa Steakhouse parking lot, Ashland, VA.

Ballistic Evidence:

In other cases, it is believed the shots are being fired from 50 — 75 yards away.

The following is a listing of guns that are capable of firing the type of the caliber used in the
shootings. *Note this list is only a sample of the types of guns and may not be the actual firearm

being used.

Cartridge
223 Remington

223 Remington
223 Remington
223 Remington
223 Remington
223 Remington
223 Remington
223 Remington
223 Remington
5.45X18MM
5.56x45MM NATO
222 Rem Mag

222 Rem Mag

222 Rem Mag

222 Remington
222 Remington
222 Remington
222 Remington
222 Remington
222 Remington
222 Remington
222 Remington
222 Remington
222 Remington
22-250 Remington
22-250 Remington
223 Remington
223 Remington
223 Remington
223 Remington

Manufacturer
Daewoo

Daewoo

Daewoo
Diemaco

East Germany
Fabrique Nationale
Galil (Imi)
Sterling Arm Ltd.
Valmet

Russian

Heckler & Koch
Remington Arms
Remington Arms
Remington Arms
Remington Arms
Constabler
Remington Arms
Remington Arms
Remington Arms
Remington Arms
Remington Arms
Remington Arms
Remington Arms
Savage
FN/Browning
Remington Arms
Armalite

Colt

Colt

Colt

Model
AR110C

K1Al

K2

C7

Wieger

FNC

AR

Armalite AR-180
M-728

PSM

G36K

700 600 40-XB
722 725 760
722 725 760
M700 M600 40-XB
8432 8432DS
700

722

722 725 760
788

M700

M788

Mohawk 600
340

BBR

788 M788
AR-180

AR-15 AR-15A2
M-16A1
M203

FA Type
RI

RI
RI
RA
RA
RI
RA
RI
RI
PI
RA
RI
R
RB
RB
RB
RB
RB & RI
RI &R
RB
RB
RB
RB
RB
RB
RB
RI
RI
RA
RI

P g G
——iR

***The information contained within is Law Enforcement Sensitive and is not intended for

-ﬁ*

Public Release***
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***The information contained within is Law Enforcement Sensitive and is not intended for
Public Release™**

CREDIBLE VEHICLE LOOKOUTS:
0 B

ERa W,

* This vehicle was based on a witness composite from the Montgomery County shootings.

* White box truck with back roll-up door.

* Damage to the rear bumper, as if the vehicle had backed into something. The damage depicted on the right
rear bumper is in the right area, but is approximate....it may not be exact.

* The oxidized paint has no gleam or sheen indicating it is was an older truck. The witness also reported
that the motor of the truck is loud, which is also consistent with an older vehicle.

* The large lettering on the side of the truck was either dark purple or black and faded, giving it a type of
hue as seen in the photograph above. The witness recognized that there was text but does not recall what
the text said. The writing on the truck does not say “UNKNOWN WORDS/UNKNOWN WORDS” as
depicted in the photograph seen above.

* The witness is not sure whether or not there was text on the back of the door.

* The witness was unable to provide the license plate number. This one on this composite was intentionally
obscured.

"
WO

* This vehicle was based on a composite completed by witnesses to the Spotsylvania shootings.
* Ford Econovan with a ladder rack & a Chevy Astro van with a ladder rack.

DISPELLED INFORMATION: (lookouts no longer valid)

The shell casing found in the white box rental truck is not of the same caliber as those used
by the sniper. A cleaning crew working for a truck rental agency near Dulles International
Airport found the shell casing inside a white box truck after its return. The company noti-
fied police Friday afternoon, and authorities confiscated the casing and the truck.

Cream colored Chevy Astro van with a ladder rack and a malfunctioning taillight is not

credible information. This information was received by an unreliable witness to the 12th
shooting incident at the Home Depot, Fairfax County. All lookouts should be canceled for
this vehicle. There is no credible information as to the distance of the sniper to the victim, or
type of gun used. The description given by the witness of the sniper kneeing down, taking
aim and shooting the victim is also not credible.

There is no partial tag information.

***The information contained within is Law Enforcement Sensitive and is not intended for
Public Release™**
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***The information contained within is Law Enforcement Sensitive and is not intended for
Public Release™**

IMPORTANT PHONE NUMBERS:

Sniper Murder Tip Hot Line 1-888-324-9800
EMAIL a TIP to: taskforce@co.mo.md.us.

People can also send their tips to:

P.O. Box 7875
Gaithersburg, MD 20898-7875

Prince William County Command Post [XXX-XXX-XXXX] (FOR POLICE USE ONLY
NOT TO BE RELEASED TO THE MEDIA).

Prepared by Gwen M. Udell
Prince William County Police Department

***The information contained within is Law Enforcement Sensitive and is not intended for
Public Release™**
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@ Need To Know @

Volume 1, Special Edition Published by the Criminal Intelligence Unit October 24, 2002

Wanted

John Allen Williams AKA John Muhammed
B/M 12/31/60

Height 6’1

Weight 180?

Williams is wanted on Federal Firearms Violations....
He should be considered Armed and Extremely
Dangerous.

Although unclassified, this newsletter should be handled LAW ENFORCEMENT SENSITIVE
and for official use only. This newsletter and it’s information should not be furnished to the media
or any other agencies outside of Law Enforcement without prior approval from the Criminal
Investigations Bureau.
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Lee Malvo
B/M 2/18/85
Height 5°8?
Weight 160?

Malvo is also wanted on Federal Firearms Violations.
He also should be considered Armed and Extremely
Dangerous.

Both subjects are being sought in connection with the Sniper
Shootings in the DC/Maryland/Virginia area. They may be seen
together or may have separated. Information has been obtained that
the two subjects may be related (Father and Stepson) or may just act
as Father and Son. There are two new vehicle lookouts that relate to
these subjects. Please keep in mind that the other lookouts for the
vehicles seen near the shootings HAVE NOT been rescinded and are
still valid.

Although unclassified, this newsletter should be handled LAW ENFORCEMENT SENSITIVE
and for official use only. This newsletter and it’s information should not be furnished to the media
or any other agencies outside of Law Enforcement without prior approval from the Criminal
Investigations Bureau.
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Vehicle Lookouts

A 1990 Chevrolet Caprice Blue or
Burgundy in color with [state given]
license plates

[license plate number given]

A White Chevrolet Celebrity with [state
given] license plates
[license plate number given]

* All bracketed information deleted at time of publication by PERF.

Although unclassified, this newsletter should be handled LAW ENFORCEMENT SENSITIVE
and for official use only. This newsletter and it’s information should not be furnished to the media
or any other agencies outside of Law Enforcement without prior approval from the Criminal
Investigations Bureau.
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APPENDIX H

Arlington County (VA)
Police Department Special Order

Reprinted with permission from the Arlington County Police Department.
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ARLINGTON COUNTY _—
i POLICE DEPARTMENT lmﬂ

i SPECIAL ORDER S

SPECIAL ORDER: S002-03
EFFECTIVE DATE: October 15, 2002
REVISED DATE:

FILE WITH MANUAL SECTION:

TO: All Sworn Police Officers

FROM: Edward A. Flynn, Chief of Police

SUBJECT: Enhanced Tactical Response to Sniper Incidents

I. PURPOSE AND DURATION

This temporary Special Order establishes tactical response protocols during the sniper-related
emergency currently affecting the greater Washington metropolitan region. It shall remain in
effect until rescinded or modified by a subsequent Special Order or canceling memorandum.

The protocols established by this Special Order have dual purposes, those being to deter or

prevent a sniping incident within Arlington County, and failing that, to facilitate rapid capture
of the sniping suspect.

II. PROCEDURES

A. Staffing

Effective 10/16/02 the standard tour of duty in the Operations Division shall be twelve (12)
hours in duration. The following schedules shall apply:

1. Officers on the day shift shall work from 0530 to 1730
2. Officers on the midnight shift shall work from 1730 to 0530

3. Officers on the evening shift shall be assigned to one or the other of the aforemen-
tioned two shifts. Captain [NAME] (or ... designee) will coordinate these assignments
and any subsequent adjustments thereto
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4. School Resource Officers shall work 0600 to 1800

5. SWAT officers shall work from 0500 to 2400 in two shifts, and shall be removed from
their regular assignments for the duration of this Special Order

6. CID personnel shall supplement Operations Division staffing and/or perform special-
ized assignments when so instructed

7. SOS personnel shall work modified schedules at the discretion of the Deputy Chief for
Operations (or her designee)

8. Regular days off (RDO) shall be maintained

9. Leave will be closed for all Police Department personnel. Leave that was approved
prior to the issuance of this Special Order shall be honored

10. Previously scheduled training classes shall be examined on a case-by-case basis, with
cancellations imposed where appropriate

11. Each of the 12-hour shifts shall be staffed with two Watch Commanders instead of the
customary one (for a total of four such commanders deployed each day). Worksheets
shall reflect the dual Watch Commander assignments

12.  Officers with enhanced skills (K-9, AR-15, etc.) shall be evenly deployed throughout
both shifts

13. Officers engaged in off-duty employment shall report to the roll call room prior to
reporting to the off-duty employment site, and shall report back to the roll call room at
the conclusion of their off-duty work.

14. Officers engaged in off-duty employment may be strategically positioned at their job
sites by the Watch Commander. These positions may be located indoors or outdoors,
may require the use of a marked cruiser, and may deviate from the customary practices
agreed upon by the officer and the off-duty employer.

15. All currently scheduled special events shall be reviewed with due consideration given
to staffing effects and safety. Decisions to cancel such events, however, shall rest with
the organizer of the event rather than the Arlington County Police Department.

B. Court
1. All traffic cases in which officers working 1730-0530 are witnesses shall be continued
2. All other cases shall be tried as scheduled. However, officers shall remain on patrol
until notified to report to court by ECC
3. The Court Liaison shall provide Worksheets and sick-call information to the

Commonwealth Attorney’s Office and the Clerk of the Court each day
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C. Overtime

All requests for overtime and/or comp-time compensation shall be marked with the code
“PSNIL.”

D. Communications Procedures

To facilitate easy radio communications with other jurisdictions, plain English shall be
spoken during mutual aid transmissions

Officers shall wear assigned pagers at all times, and shall check their voice-mail at
least twice daily

Where practical, ECC shall direct sniper-related telephone calls to the regional tip line
at 888-324-9800

ECC shall also direct non-emergency report calls to the Telephone Reporting Office
and/or the Department’s web site

E. Tactical Deployment

1.

Officers shall maintain a patrol presence within their assigned area when not actively
handling a call for service

Various locations shall be targeted for enhanced patrol coverage, based upon risk fac-
tors and other tactical considerations

Counter surveillance shall be conducted at likely target locations by specifically
assigned personnel. An initial listing of these locations (subject to future revision)
accompanies this Special Order as an attachment

The deployment locations of officers, including officers working off-duty employment,
shall be plotted on a tactical map located in the TOC (Tactical Operations Center). The
TOC shall be staffed from 0600 to 2300 each day

F. Response to Sniper Incidents

1.

ECC Responsibilities

a) Upon receipt of a shooting report, ECC personnel shall attempt to obtain as much
information from the caller as possible, in accordance with existing ECC proce-
dures. Every effort shall be made to determine as quickly as possible whether the
incident may be sniper-related

b) The call shall be dispatched without delay
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c) If an apparent sniping incident is confirmed, ECC shall establish an Executive
Command Center in the ECC Conference Room, and shall make appropriate notifi-
cations as instructed by the Watch Commander and/or field units (see below)

Responding Officer’s Responsibilities

Officers responding to a possible sniper incident shall:

a) Attempt to determine whether the incident is sniper-related. Confirmation shall be
communicated to ECC via channel 1A

b) Locate and obtain information from all witnesses

c) Secure the area within a 300-yard radius of the shooting victim, taking care to pro-
tect the crime scene in accordance with standard procedures

Corporals’ Responsibilities
Corporals responding to a possible sniper incident shall:

a) Conduct an appropriate search in an effort to determine the location from which the
shot was fired

b) Maintain crime scene integrity pending notification and arrival of ATF, who will
oversee the actual collection of evidence

c) Contact the treating medical facility (or in the case of a death, the medical examin-
er) as soon as possible to arrange for recovery of ballistic evidence

Watch Commanders’ Responsibilities

Following confirmation of a possible sniper-related incident, a Watch Commander
shall:

a) Instruct ECC to send a “flash” telex message and appropriate PMARS transmis-
sions to nearby jurisdictions

b) Instruct ECC to notify the Chief of Police and each of the Deputy Chiefs, and also
send a “snap” page to all other police personnel

c¢) Instruct ECC to request appropriate support from other jurisdictions, including heli-
copter support

d) Initiate a SWAT activation, if appropriate (2300 to 0600 hours, when SWAT is not
already working)
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5. Public Information Responsibilities

Prior to any media announcements, the Chairman of the County Board, the County
Manager, the Chief of Police, and the Department’s Public Information Officer shall
confer

[Counter-Surveillance Locations (Yellow) and Traffic Post Locations (Blue) were listed by
intersection. |
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APPENDIX |

Montgomery County (MD)
Police Department
Press Pass #1341

Reprinted with permission from the Montgomery County Police Department.
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APPENDIX

Montgomery County (MD)
Police Department,
Office of Media Services,
October 16, 2002

“How To Be A Good Witness”’

Reprinted with permission from the Montgomery County Police Department.
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DEPARTMENT OF POLICE
OFFICE OF MEDIA SERVICES

2350 PCSEARCH DOLLEVARD » POCFYILLE, MATYLAND J0BS0- X0 = 280773 S0

FOR IMMEDIATE RELEASE FOR MORE INFORMATION:
October 16, 2002 Medis Services Division, 240-TT3-5030

How To Be A Good Witness

i Remwomiber peryonal wstety comes fru
W yons Fuie o0 mecmared of @ gransacdl — el domen, areciionr el Covr

Lowi i Te dewchon of T sound = sk 3 mecdsl note of persors of weiecies n hatl area
3 WD e i people Fenembey i bome Tach 0 charscienisics ane permarend and sorme @

Ll
Foix gnarmpiy
Poogie Terwowr
¢ Clomshingiooior
w  Hasrabyls of ookor, Eecisl Pusr —Band oF muslsche
w»  Chaisad
Plarmrased
= Hasghilvesghl/Buuid
«  (Complamans
Weleer  Tempomey
et
T Mot

- W

1]
|

o e
Sones bempor iy Charscienetcs can be alered more sandy han othery

Coonmuret mihat pou ww 10 memory Haws @ pen Svislabis 0N yOUT PErSOn
i papes 0 Nt gvslable wrie Wt yOU LS SISO O PO PN

Femasr on the sosne n 8 sade place untl pokce B
E NOT Show BNCENa Wilfaedl Of Mhl 1 COMBTENE POl Moy
HDT compars of Senns shal pre S wilh SNOFST ey
Fmrmertar tul yos sabety 6 (iranourl—iul youl SIAEIRNCE I Tl CRAE 6 SISO NeCSLLET

e e ] e e e ke e

160 = APPENDIX J



APPENDIX K

Prince William County (VA)

Community Services Board
“Dealing with the Sniper Attacks”

This tri-fold brochure is reprinted with permission from the Prince William County Community Services Board.
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APPENDIX L

Montgomery County (MD)
Public Schools
Emergency Response Plan

This material is taken from the Montgomery County Public Schools,
Rockville, Maryland, Emergency Response Plan: School Safety and
Security Under the Incident Command System

Developed by the Montgomery County Public Schools, based on incident command models from the Federal Emergency Management
Agency and the Montgomery County Emergency Management Group © 2003, Montgomery County Public Schools, Revised September 4,
2003.

Reprinted with permission.
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MONTUOMERY COUNTY PUBLIC SCHUOLS
Rockville, Marviand

implernentatian of the

Montgomery County Public Schools Emergency Response Plan
funder the Incident Command Systam|
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Four Stages of implementation

The plan s mplemenied in stages. baginning with a minimal responss and escalating o compreharsive
AP BN v

Imgiemuntation ol the Emargency Response Plan

[under the Incident Command System)
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MIONTGOMERY COUNTY PUBLIC SCHOOLS
Rockville, Maryland

Emergency Communicaltions Plan
Emergency Response Plan

Duiing an emeigancy of Cnds, the Monigomery County Public Schools (MCPS) hai a
responabity for providng information 10 staff, parents. and e génaral public in an ordary,
congislant, and redponeve manner. This & accomplished through B communicalions procoss
that ubikzos imternal and exiomal moda

In the sveni of a countywids emenpency, the school system works closaly with (he Monigomaerny
County Emargancy Management Group to coordinate he release ol information. Undar cartain

ciroumstances, all communication functions of the school system are deployed under the
directon of $he Emergency Management Group®

The commumcabon neads of the school systemn and the educabonal community & a 24-hour
operational responsibility throughout the week  requiting allénion 10 the orderdy disseminalion of

emengency nformaton. regardiess of the bme of day or the day of the waek. This Emergency
Communications Plan provides both the workday proteduiet and th nightlime and wisskaend

MoChdures requisd 10 fulfill Ihise responSabills.
Tha phmary communcaton madia for the school systam consisl of ha ioliowing slemants.

Intemplty Controlied Emamency bledis

FirstClags (e-mall)

MCPS Weab sile (www.nicps K12 mduus)
Cabla Television Channdd 34"

Telsphone information line (301-2T0.3673)
Agtomated llkphons calbng SyBiem
Manual phons trees

Rado-equipped busss™
Emengoncy Moxtel phonas

Out dipler™"

Externally Controlled Emergency Medsa

ASSOCIglad PIoss wirg SoriCo

Moo Nows with $oMvicn

Tolavision broadCast sialions

Radio broadcast stations

Monigomery County Governmant Cable Channel 8
Wob sile (www schools-out com)
Nawipagsr Web kilid

" ® @® ®F ®§ ® W @ W

- " ® W B F W

* Momgemasy County Emangancy Mansgemens Gatd My [réemdt SCRO0] Fyslam | Calie Mieulon cnannsl

= FSorie e D DrOevad B N W Ol COMIMAECain ClnlatE B BRCT PR BCH00! B I dvinl Tl a0
Offage NG COF gl s Aoy T S0 LUl B | et NSO B Ot el PrOcmss)

Lsed & 5 bboh-up coOmmanicaton masd
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in an emergency, announcements and other information are provided by the Depariment of

Communications under the superintendenls authorty and designalion The emergency
communications procedures also involve the Office of Global Access Technology in the use of

the school syslem’s electnonic media, specifically the automated ielephone calling system, cable
lebevson FirstClass and Weab site

Thit emagency COMMUNICASONE DIOCBRIUME ANNoUNCE INfOMAlion CONCEMING eMargendas
affecling school opaerabons, such oS woalhirjelaled Closufes of national @venls.

Emergency Communications Procedures during the Workday

O ncien] COMMendsl SUNMZE T GMepency Momalon MOCedd Bnd nolled Tha pubic
informalion officer et nemes]

Electrone Annguncement Procets

Homal smarpency commurncatons can be mplemenied legely Shroegh alechomnc capabdes Frohang
mmagency Haxsl phoses. oul-dnler syniem, and s-mal.  The following i the slecinonic proobss

4@ Department of Commumcasons [insert names] notdes the olliomng wnts o be on
S -y fod NG 8N SMEsgENCy MaERmE
5 Department ol Commenications siafl [insen namas)

instructional Tebevision [insert names)

= Telecommuncalions |nser] names]

= Web lesm fnsert names)

o FimtClass [seon namgs)|

» [Emargency Nexial phones [insen names|

& Oud-clinder ™"

L=

2 Departmosi of Communealions begms intermal and exiemal aneouncement process i the
loMgesang e
5 Compodss bR @MENgHncy SLUTMANT N piadd relaasd Tom
o+ Prints paper copy of siatement lor distribetion o appropriste senior stafl
o Prepares slectronc foemal of statement lor o.mosd and Web postang
n  Posts aatement on FrsClass n Emergency Message Folder
3 Prepaitd Mot M=CHll armdfancy NODRCARON Meiki-S0e
o InElucts Tollowing officd 10 bagin el phass:

¢ Tolcommuncotions inracied 10 bagin sutomated lalephons collng sysiem 10 indorm
schools 1o rend the emergency announcaman] on FrsiClass

o STUCTONS Tokvon NSTucid 10 Dropans Beg Qi lekawsing sLIlBmen
o Posis sistemant on Web s front page
5 Posts siptemont on Schools-COut com
. Notrbes mada through leephbone caits o mad and tax
o Recosds oml statement on inlephone information ne
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4 TelsCommunschlion Moo B coliahng prood of U Sulbimalid Blephond Cilling dyilem

through o compuler modem, and identifies problems in conlacting individual schools. (The Heip
Dotk asaeals in CaRing mdvicual schooks §

3 Timg roquinemants fof galemal MAGUNCemMent DrOCess (INCIUOeS Owerlap|.

o ) minyies. for Deparmant of COMMuEmCatons 10 OOMDORS MESSn0s And GsirDuls nismaly
and extemally

o A% megles 1or TobbOommareCatons 10 nilate and complsls ouidalng procees
o 20 mewglid foF AN UCHONS Tokiviladn 10 Propanh DAD Bogin lelindding SLMMG!

I the event thal an emergency Uweatens lo disrupt o actuslly disables the ab@ty 10 Communicate
twough normal sleconic means (La . iisphons outdialing system. FirsiClass, cable levision, sic |, the
IR TRy PICORIES M0 ENDRSTHENE]

- Each high school i Saegnalod 88 & Cep? COmmumicabons conber

o Redo-pgueppsd Duses o sonl 10 Sach Clushr COMMUNCHION Canier 10 provios o
CENTHTRarCE ron s Wl apiroinabe auttoiiners

o Represeniaives ol sach schoo! ang sent 1o thel respeciive Cluslor COMETANICETON Cirier 1o
recene msbructions and nformaton

o Emergency Nextel phones

Mo Avpeloble Communcptony
i1 tha swanl 1ol radio-squipped buses cannol ba ent 10 the cusler communication centars — and no

ot CieTvTRerRCation meka anre avallable - indvideal achool suthorithies will follkorw derecioms. fros natonal
and regronsl MeMency Parsornal SONSHIONT wih indnadugl §cnool crisie plans

Lmergency Communications Frocedures at Night and on Weekends

4
=]

nadenl Commander bulhiiiled P maergency fomalon pocsds and nolfied pubic

indormaginn officnr [ineesd noames |
Emeigency communicalons can be implemanted from of-afe calions. Buch 88 Indivicusl

homes. or offices. computens, ielephonas. and a-mall The loliowing i e slecionic process:

Departmani of Commonicalions [met nemes] tesis e avalabiity of he MCOFPS
Wab s FimeClass. 300 olhwi madia

o In M Svanl of § MODKNT I BOCEIsEN] ha Wb sndior Frsl Class from alaimal IOCaTNS.
notfication & mads io e appoprisis sisfl of iha Ofics of Global Access Techaology: Wab
(mpae nameia) and FrwiCloas [ndsn nawmid|

Doparimant of Commencaions begns nieens pnd aodemal anNOUNCEMaN! rocess o e
foliowssg Mianmsm

o Compoaes 80 SMIQency Salement n preas rekasde form

©  Propares glactronic formad of slalemant for ¢-mad and Web posting

o Posts stmement on FestClass in Emarpency Mosaage Folder

o Coniscts lnstructional Telovsion swfl (inser nemes| with instructions 1 post the
BRIt On Chatrpd 4
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Fa

o

o

¥

Posts siaternent on Wb sile front page

Posls slalemant o SChool-0Oul com

Notfud Midan 1RO Iodophaone colls. o-mad, ped fax
Racords oral sisbenent on ielephong information kne

In n weathor-rolned emegency. the notification of the medks sfter midnight and prior o 800 am
s conducied also by the stoff of the Department of Tronsporiabion jnsert names).
in ackddion o the efforts of the Depariment of Communicatons

In an smargeacy afiocting the operation of laclbes n the evening or on wookonds_ the exiemal
COMMUNICAtoNs pioCiss Involvid [he Inleragency Coondnaling Board for the Use of Pubic
F poiltios. s @ premary decmeon maker aboul facity opemtons and the reloase of mlomeation.
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APPENDIX M

Arlington County Public School
Superintendent Robert G. Smith
Letter to Parents

October 9, 2002

Reprinted with permission from Arlington County Public Schools.
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ARLINGTON PUBLIC SCHOOLS
SUPERINTENDENT'S OFFICE

Ot 0, 2002

Dear Paronts

Tiwg brigas sreeets Tt Puses O Cusri] i T et puitnn VWSl ion Sred Ourn M jued b Gyt Pulos L0006 50 0
il Firsl, | ward Ao oeress My gratilade (0l of you bor pour sUppoe end undiendanding duning M SEcUR e O
gl CONGORCRE [0 10 T paisnts il Bucents of Prnce Gaoetes's County 8nd i Pioes meembers of Ouf Jhaaker
uplpaile (O Ta ey wi b b Mafd oF By Fldmilig wio N Dbt il OF Ppured.

T Thaiii ekl Began vl Fuie Briid] B0 bl QeCimerres Bt will Bidatn T bty S wepll Basng of Do Sludonty
bl el Conlirs W0 provie B wilth, mgarenghul stneclon Aler cooniolalor willh ot el poldeca @nd nogeinel
el P ety e P deadon] b iodasig ouliood S -l Bl 61 B ok of Scfucd i ool e
e g et W inland 1 Felun 1 Aol aehdd Soarslan Dedinreng Thorsiey e Snd Beyted urleus Bub
Pt Chnge Thaer adwaol  Elpmaniany students, of couris, will noll Ba 0 chool e P remaindes of Tl ool Sacause
ol puiiearile e Coanltmeraimd. Mol Opebr el el e soPaad-Olry Sclvilees dusth b Frysec ol e plcen Clideg
] o, S well i $feopChood BOvilagd = Dol P00 ] culilioles = b el &8 aorecyrTuled Sl (B0
Aot prmciong BN Qs G wialdd, MaeChing Baed Driciood |

Oy bl ol ol of g Arfenglion Pt Schooky Bamdy, | wand b Bk B Ariengion County Polios ke Beesr sagpont. They
ol Cortrm b proveon Posghiened protec ton o cur schoon and Broughut T comenity @ the momey STy
arreasl 50l of achool and comerurily evenli

Finaly o of oo Corelon and sia are pradiabin ic holp shudents o lemigy who My be hevng G, dies doalng
wth B anoedy of Bw paat s dayt As 8 res0urTe or parents The Maftonsl Aaocistion of School Prychoiognts wet
sie P & Bp she for parents calbed. “Hslpryg Chikingn Cope with Viekern s Termoe™ The weld pddooes o

WP TR Or) OF ORIy k. your school counsesor for 8 copy | Addonaly. i pou @ e of whal o say i©
pour child Sl & ape- aperopnads Dl 8l honest. our st i willing 1o heip

Ve aak parwnm 57 Deenalben o wiy miormed . Ve will conBrue D work Ciosely Wi iocel g repponal authontee o male
Oecasons that Bfect our nlucients’ safety Ganeraly decmions regarding changes in school oporeBons s made belom
BODS M B0 P BEONe Moin wh DSEITa'sl My ERENGS 10f Ol Sfee Ano0! anebes  To fnd out The most Up ko
Aale inderrnaben sbodl Buss dbcmers

w  Calma Aringion Pupie Schools Telsphons ot Line s (700) 2285534
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ABOUT THE AUTHORS

Gerard R. Murphy, Former Deputy Director of Research

Police Executive Research Forum

At the time of this project, Murphy was a senior research and policy analyst with the Police Executive Research
Forum (PERF). He then became the Director of the Homeland Security and Technology Division in the
National Governors Association Center for Best Practices. Murphy was the project director for this effort. He
directed a number of other national projects at PERF, including those focusing on terrorism, police perform-
ance measures, recruitment and hiring practices.

Before joining PERF in September 2001, Murphy spent 12 years with the Baltimore County (MD) Police
Department. He was the Director of Planning and Research, responsible for developing and implementing the
department’s strategic plan, researching and developing department policies, managing federal and state
grants, and serving as the agency’s accreditation manager. Prior to that position, he was the Assistant to the
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OJP was established by the Justice Assistance Act of 1984 and reauthorized in 1994. It is headed by an
Assistant Attorney General and comprises five component bureaus and two offices: the Bureau of Justice
Assistance, the Bureau of Justice Statistics, the National Institute of Justice, the Office of Juvenile Justice and
Delinquency Prevention, the Office for Victims of Crime, the Office of the Police Corps and Law Enforcement
Education, and the Community Capacity Development Office, which incorporates the Weed and Seed pro-
gram and the American Indian and Alaska Native Affairs Desk.

OJP’s bureaus are:
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The Bureau of Justice Assistance (BJA) provides leadership and assistance in support of local criminal
justice strategies to achieve safe communities. BJA administers formula grant programs such as the
Edward Byrne Memorial State and Local Law Enforcement Assistance Program and the Local Law
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ABOUT THE
POLICE EXECUTIVE RESEARCH FORUM

he Police Executive Research Forum (PERF) is a national professional association of chief executives
of large city, county and state law enforcement agencies. PERF’s objective is to improve the delivery
of police services and the effectiveness of crime control through several means:

+ the exercise of strong national leadership,
+ the public debate of police and criminal justice issues,
+ the development of research and policy, and

+ the provision of vital management and leadership services to law enforcement agencies.

PERF members are selected on the basis of their commitment to the organization’s objectives and principles.
PERF operates under the following tenets:

+ Research, experimentation and the exchange of ideas through public discussion and debate are paths for
the development of a comprehensive body of knowledge about policing.

+ Substantial and purposeful academic study is a prerequisite for acquiring, understanding and adding to
that body of knowledge.

+ Maintenance of the highest standards of ethics and integrity is imperative in the improvement of
policing.

+ The police must, within the limits of the law, be responsible and accountable to the public as the ultimate
source of law enforcement authority.

+ The principles embodied in the Constitution are the foundation of policing.
Categories of membership also allow the organization to benefit from the diverse views of criminal justice

researchers, law enforcement of all ranks, and other professionals committed to advancing law enforcement
services to all communities.
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